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CHAPTER 5

5.1 Apktool TR

5.1.1 Apktool it 5%

PRt e s o @ IR, 78 GitHub bR 380% i TS A % A6 09 AR S 4k
https://github. com/iBotPeaches/Apktool, EL3% F %% Jar fu,
WE 5.1 Fra A Apktool H N Z T .

& iBotPeaches / Apktool

@ Waich - 614 o Sue ik Y Fork ™
<* Code Issues 48 Tl Pull requests 1 Actiorrs Security Insigh

et elease

Apktool v2.5.0
D250

& BotPeaches released this on 2 Dee 2120 - 13 carmemit

o o
https

Com
= Assets 3

D apktesl 250
[0 Source code (¢ip)

M Source code (tar.gz

B 5.1 Apktool ) F #k vt i

T HGE R AT AT TH A Java fr 23047 . B/ E IR S L,

$ java — jar apktool. jar

WK 5.2 fianch Apktool Frfli S5,

M 5. 2 sl LR 2 LT S8

usage: apktool

— advance, —— advanced prints advance information.

—version, —— version  prints the version then exits

usage: apktool if|install — framework [options] < framework.apk >
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sktool.jar
Android apk files

Copyright 2814 Ry Wiffinie rut.a ail.com>
Updated by Connor Tumbleson <connor.tumbles ail.com>

usage: apktool

ath <dir>
Tag framew
- ool dfecode] [optio
--force FOr sctination directory.
--output <dir> lder that gets written. Default is apk.out
located in <dir>.

pp_pat
anges detection and build all files.
e of apk that pets written. Default is dist/name.apk
les lo 4 3

For additional info
For smali/baksmali

—p, —— frame — path <dir> Stores framework files into < dir >.

-t, —— tag < tag> Tag frameworks using < tag>.

usage: apktool d[ecode] [options] < file apk >

—f, —— force Force delete destination directory.

— o0, —— output < dir> The name of folder that gets written. Default is apk. out
—p, —— frame — path < dir > Uses framework files located in < dir >.

—r, ——no-res Do not decode resources.

— S, —— no-— src Do not decode sources.

—t, —— frame — tag < tag> Uses framework files tagged by < tag>.
usage: apktool b[uild] [options] < app path>

—f, —— force—all Skip changes detection and build all files.
— o0, —— output <dir> The name of apk that gets written. Default is dist/name.apk
—p, —— frame — path < dir > Uses framework files located in < dir >.

Apktool FEAMF ML : — P& d ZEMAERM Apk 15 73— b ZH RN
# Apk AL, Hh d Z2ECF AP IRIHR 2
e -r,—nores: XPNEIEE TIER 1T Apk B3 72 o AN 2= 40 B AL P9 G % T S,
WLIE A f#AD resource. arsc 3C4F A1 AndroidManifest. xml 304, Apktool £ A4b # K
L )37 P ) B A T RE 2 A1 Ay B 5 S A ik B A 1 T B G R AR M, R L R A
PEFF B BT L8 3 O VR A9 I 4 15, RN Dex SO 8 47 5 4 R AL B, 76 IR 41 A0 B
Apktool 2344 B S Ji 3= A 2l Hb 52 i 1142 14
e -s,—no-src: XNSEARE 178 I G 15 of B bR 25 A0 B N A IR RS SO X RN
A9 Dex SCHFFEA 22 8% S 9w 13 A Smali, M AndroidManifest. xml 5 resource. arsc 4%
PSS
XA S EAE L PR Apktool iRt HrA M., BEITESN M. XS
TEEE Apktool YRS 22 B . —force-manifest, MR X NS EATE usage ¥ £ P (HE
AU FH A S 3 A S 800 1R FH 2 JC 8 J2 5 b 38 5% 8 SC #0586 K AndroidManifest. xml 3C
PEEAT Rt
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5.1.2 Apktool JBTBD AT

— JE3 1) T AR BT A 9 Apktool T ELJ& B 4 4 PRI 10 & A L. H /2 1 T4 K A9 Apk
FLAE HLAN[R] S 38 3 e AT X Apktool T EBAS T B 47, % Aii W 2s H B0 5 4 13 2R O I 0 . 3 I
A LAKRAE B O B S S MUY 4 Apktool T H.BEAT HE X, B LM GitHub ¥ 5 H
T # B clone T K,

nE 5.3 fiash Apktool JRAS H 5%,

$ 1s -1

ec 11 17:19
11 17:19

11 17:19 . i
17:19 build.gradle

INTRIBUTORS . md

ADME . md

-- 1 nodel nodel 248 Dec 17:19 SECURITY.md
-- 1 nodel nodel 148 Dec 17:19 settings.gradle

K 5.3 Apktool RS H %

5B Apktool A% ) H & 7 brut. Apktool H 3%, HH ) Apktool-cli H®# FA —14
Main. java 3C#, X gt 5= Apktool FIREFF AT,
Wk 5. 4 Bk R Apktool # mainO BR%L.

K 5.4 Apktool ) main() PR %X

Main. java SCHF £ 57 4b B2 47 R 7 B 4 A S 500, JF AR 4 2 50 8 % Bz 19 D) 6

Wik 5.5 iRk Apktool AbFE S B AL 2 4

ffi il Apktool BF SIS %“-d —-decode” , B2 F 2 ] cmdDecode J7 32 #F 47 I 4 1% Apk
MR HEAE ., 1E ecmdDecode 773k H & F W — X4 ApkDecoder, X J& Apktool 1 57 H A& )
ImiE TAEM X %, B & X FE Apktool/brut. apktool/apktool-lib/src/main/java/brut/
androlib/ H 5% F #) ApkDecoder. java SCIFH, 32 T R4 EER A 118 ApkDecoder XF 42,

WK 5.6 Fras A Apktool Il H Y Androidlib H 3%,

T M ApkDecoder Z2AY decode 3 AF43Hr Apktool F) 2 4wk IIEE .

K3 Apk SCHERI IR AL R 9% H 5%
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if (!mForceDelete && outDir. exists()) {

throw new OutDirExistsException();

if ('mApkFile. isFile() || !mApkFile.canRead()) {

throw new InFileNotFoundException();

try {
0S. rmdir(outDir);
} catch (BrutException ex) {
throw new AndrolibException(ex);

}

outDir. mkdirs();

R AR 1755 I W e A B Apk SO R AR AR DL R AR A s g H S, L 5.7 TR
A R GE IR SO AU I

X B ARG S H W Apk A H 2 A BE IR SCF, /2 resources. arse SCHF . AR AEAE AR
P B H T S50 -r-no-res” 48 & T A M 15 9% U5 SC 4, BR N /& DECODE_RESOURCES _
FULL, W # /2 % 15 B A % 08 3C 4, 2R A Manifest 3C#F, W 38 Al mAndrolib.
decodeManifestWithResources() J5 1 fi# i AndroidManifest. xml 3C4, X J5 78 F mAndrolib.



BhE WAWEIAE ||p o

B 5.7 Ab PRSI SR AR 2 A

decodeResourcesFull O 77 W iR BEIR SCAF . SR 48 28 T A A% ¢ I8 SC 44 I3 F m Androlib.

decodeResourcesRaw ) J7 ¥k, #2235 FI Wi 2 & & & 1 9 il % 7% AndroidManifest. xml 3CF;

AR BEE T R ] D, A A mAndrolib. decodeManifestWithResources () J7 ¥ 55 S04 .
BT 33 A mAndrolib ¥R )2 Androlib, B & Apktool & /E 4 BN HE % IR U,
WE 5.8 s A Androlib 2 (&84 32 45 # &

& 5.8 Androlib 2 1Y # 4312 5 8 &

B ek FE decodeResourcesRaw () 5k,
decodeResourcesRaw () J5 ik .

public void decodeResourcesRaw(ExtFile apkFile, File outDir)
throws AndrolibException {
try {
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LOGGER. info("Copying raw resources...");
apkFile. getDirectory().copyToDir(outDir, APK RESOURCES FILENAMES);
} catch (DirectoryException ex) {

throw new AndrolibException(ex);

}

XA TT PR AL Y BE IR SO A R R A B el H S . ot B, A0 2R i 24
“-r,--no-res”$8 E AT IR ST ) B HORE B I SIS R

POk B — T R A A 95 U5 S 9 75 75 decodeResourcesFullO),

decodeResourcesFull () J7 ¥ .

public void decodeResourcesFull(ExtFile apkFile, File outDir, ResTable resTable)

throws AndroidException{
mAndRes. decode(resTable, apkFile, outDir);

}
decodeResourcesFull O 75 818 mAndRes %2 1 decodeO) 51 , X % U5 S A4 FEAT G0 .

public void decode(ResTable resTable, ExtFile ApkFile, File outDir)
throws AndrolibException {
Duo < ResFileDecoder, AXmlResourceParser > duo = getResFileDecoder();
ResFileDecoder fileDecoder = duo.ml;

ResAttrDecoder attrDecoder = duo.m2.getAttrDecoder();

attrDecoder. setCurrentPackage(resTable. listMainPackages(). iterator().next());

Directory inApk, in = null, out;

try {
out = new FileDirectory(outDir);
inApk = ApkFile.getDirectory();
out = out.createDir("res");
if (inApk.containsDir("res")) {
in = inApk.getDir("res");
}
if (in == null && inApk. containsDir("r")) {
in = inApk.getDir("r");
}
if (in == null && inApk. containsDir("R")) {
in = inApk.getDir("R");
}
} catch (DirectoryException ex) {

throw new AndrolibException(ex);

ExtMXSerializer xmlSerializer = getResXmlSerializer();

for (ResPackage pkg : resTable. listMainPackages()) {
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attrDecoder. setCurrentPackage(pkg) ;

LOGGER. info("Decoding file — resources...");
for (ResResource res : pkg.listFiles()) {

fileDecoder. decode(res, in, out);

LOGGER. info("Decoding values * /% XMLs...");
for (ResValuesFile valuesFile : pkg. listValuesFiles()) {

generateValuesFile(valuesFile, out, xmlSerializer);

}

generatePublicXml(pkg, out, xmlSerializer);

AndrolibException decodeError = duo.m2.getFirstError();
if (decodeError !'= null) {

throw decodeError;

|| gRE

B F KM 3 b B AndroidManifest. xml 304 J7 : mAndRes. decodeManifest-
WithResources() :

public void decodeManifestWithResources(ExtFile apkFile, File outDir, ResTable resTable)

throws AndrolibException {

mAndRes. decodeManifestWithResources(resTable, apkFile, outDir);

decodeManifestWithResourcesO) [Al #£ 8 | T mAndRes X 2 v 04[] % J7 5, & i #r
AndroidManifest. xml:

public void decodeManifestWithResources(ResTable resTable, ExtFile apkFile, File outDir)

throws AndrolibException {

Duo < ResFileDecoder, AXmlResourceParser > duo = getResFileDecoder();
ResFileDecoder fileDecoder = duo.ml;

ResAttrDecoder attrDecoder = duo.m2.getAttrDecoder();

attrDecoder. setCurrentPackage(resTable. listMainPackages( ). iterator().next());
Directory inApk, in = null, out;

try {

inApk = apkFile.getDirectory();
out = new FileDirectory(outDir);
LOGGER. info("Decoding AndroidManifest.xml with resources...");

fileDecoder. decodeManifest(inApk, "AndroidManifest.xml", out, "AndroidManifest.xml");

if (!resTable. getAnalysisMode()) {

adjustPackageManifest ( resTable, outDir. getAbsolutePath () + File. separator +

"AndroidManifest.xml");

ResXmlPatcher. removeManifestVersions(new File(
outDir. getAbsolutePath() + File.separator + "AndroidManifest.xml"));
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mPackageld = String.valueOf(resTable.getPackageId());
1
} catch (DirectoryException ex) {
throw new AndrolibException(ex);

1

R Apk FARFEALE resources. arse SCHE, MR 2 B & M 19 51 X AndroidManifest 3C
A

else {
// if there's no resources. arsc, decode the manifest without looking
// up attribute references
if (hasManifest()) {
if (mDecodeResources == DECODE_RESOURCES_FULL
| | mForceDecodeManifest == FORCE DECODE MANIFEST FULL) {
mAndrolib. decodeManifestFull(mApkFile, outDir, getResTable());
}
else {
mAndrolib. decodeManifestRaw(mApkFile, outDir);
}

BEVRE SO Ak B S5E B8 5 FRAL BRURAS SO . —A Apk AT BB 24> Dex U 0T LA decode )
TS i B2 — A Dex U classes. dex. 8K J5 F- MR 4 J& & A7 76 HoAl 1) Dex SCFE#EAT T
—%.

WA 5.9 Fial Apktool J Wi 2 47 78 B b Dex SCH A0S,

ile, outDir, file);

ile, outDir, file,

5.9 KR A5 A7 7R H Al Dex SCIF

XA Dex SR BEAE AR S5 IR B 5038 2 7 AL FE Dex ST4F, W8 11
decodeSourcesRaw O Jr ik, H K Dex SCHERHIE HARH X T .
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public void decodeSourcesRaw(ExtFile apkFile, File outDir, String filename)
throws AndrolibException {
try {
LOGGER. info("Copying raw " + filename + " file...");
apkFile. getDirectory().copyToDir(outDir, filename);
} catch (DirectoryException ex) {

throw new AndrolibException(ex);

IR , R B D Dex SCF, W28 F decodeSourcesSmali() J5 %

public void decodeSourcesSmali(File apkFile, File outDir, String filename, boolean bakdeb, int
api)
throws AndrolibException {
try {
File smaliDir;
if (filename. equalsIgnoreCase("classes.dex")) {
smaliDir = new File(outDir, SMALI DIRNAME);
} else {
smaliDir = new File(outDir, SMALI DIRNAME + " " + filename.substring(0, filename.
indexOf(".")));
}
0S. rmdir(smaliDir);
smaliDir. mkdirs();
LOGGER. info("Baksmaling " + filename + "...");
SmaliDecoder. decode(apkFile, smaliDir, filename, bakdeb, api);
} catch (BrutException ex) {

throw new AndrolibException(ex);

decodeSourcesSmaliO) J7 98 A Baksmali H 4% Dex A I 41758 % Smali S04

5.2 JEBI A

JEB J&— 35 K 5 19 Android #2087 T H L3240 72581 F IDA Pro B 7 %8
X 5| 5 w4 DAE W B R AL A L T B L T A Sh Ak 4 A B AR TR G .

5.2.1 JEB &%

M JEB ‘B M https://www. pnlsoftware. com/jeb/ F #RE M )M E. WE 5.10 R

S JEB B H .
JEB W38 4775 Bk JDKS 5Lk iy JDK 385, 4831 F 2% % JDK ik E 245 2 &

JAVA HOME, JEB #4t T [ 7E£ Windows.Linux.macOS FiZf7 8 Ul % Fr i, 76 A5 b 19
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5.10 JEB#FH#

R GEPATXE R L. Windows 4T jeb_wincon. bat; Linux 4T jeb_linux. sh; macOS #

4T jeb_macos. sh.
WE 5. 11 Fras i JEB 17T R AR,

T m B % e SN B0 WE

sEFvU|eO.

s

K 5.11 JEBIZAT ik i ROER

5.2.2 JEB BESDOM

FeR okl JEB 23 M — A R AR E A, A BN JEB B M hips://

www. pnfsoftware. com/jeb/manual/ 2, B 5 5L ] W F Raasta. Apk 4F h I 3 5 # 10 §
W

niE 5. 12 Fra i T 3 Raasta. Apk T,

MR B T I Raasta. Apk SCFLJEB 2 13X 4~ Apk SCHRENEE— /S Fradg i H L IF
33 AT LA Android 4387 4 4 £ AbFE T .

* Apk A5 TT IR B SCHF L A5 B 1 AndroidManifest SO FTGE IR S
o Dex 215 55T i A A AL H A Dex 719 5% 304

o Xml A G FTAEH Android B FH %R H % F 1) XML ¥ SC
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o Common Actions

JEB Decompiler
Getling Started
Using JEB
Workspace
Common Actions
Common Views
Decompiling
Debugging
Androdd Analysis
Android Debugging
Mative Code Analysis
WebAssembly Analysis
Ethereum Analysis
Miscellaneous
Extending JEB
Configuration
FAQ
Tips

Other action groups such as Native code actions and Debugging actions are detailed in
et separate sections of this manual

A Warim Bl TR

The examples in this section are based on the analysis offs sample Androsd applusing the Android DEX parser. Keep

In mind that features and behaviors of

Decompiling
The next section covers decompiling code in depth.

»  Graphing

2 Users can b the default i ive full d bly view and the i
control flow graph of the Iy ined method

Press the Space key to go back and forth. In some circumstances, users may prefer graph
navigation.

& 5.12 2% Raasta. Apk A9 7

o BARATFRTIII A
FIFETH J5 . 22 /9 350 5 308 R 23 7R Apk A3 A 9 & 28 SCPE RN E S 22T T Y

Bytecode %5

LR 23 7R Dex

HrPr o2 be 5 B sh3TFF 09 . J8 7R Dex SCUF R 436 1 K 1) Smali 1847 .
W 5,13 Finh JEB B9 & A m A,

4 Tmomm|
= & Dipasttanpkidd
R r——

(i

£ S

1 mathods, 351 flalds)

mathod public comstructor cinits(IV

-registers 1
Do irrske-direet
D000000%  retern-woid
Jend

tivity-rindta )V, pb

mathed public oaCrastedfundle}¥
ars B

DO tivity-denCreate(bundle}V, ob, ol
BODDDRL 1

]
o0t
Bo000012
D015
B01E
01 mowe-result-obiect
24 chack-cast

DOODRIE  conit 1, SxTRESMSE

Ervvckn-virtusl Apprtelp- dgetString(I)string, o0, v1
34 move-result-object vl
% eomat-string I, “tast/htal®
34 comt-string wtt-a

12, p8, ¥

comit/hightt pithens

{13V, pa, v1
contit /hights

IView, pB, w1

I, Wbl

(String, String, Strisg)¥, v@, vi, v2, v3

-

W, v, v

1 et r {1,
¢ eweka-virtual etV spetSettings{JobSeteings, v

41 mowe-result-cbject vi

a5t comat-string ¥, wrf-3"

S8 Srwoke-virtual WeliSatt ings - peetDefault TextEncodingame (St-Lnad¥, v1, v2

W reternevoid
st

slass Coordinatests

(B MR Citasirid Congh T

! |0 885 Teminal

Kl 5.13 JEB & A m K

JEB FE AT B A A i B IO 6E .

1. RE&FEINEE
1 E S HY Dex 735 W 87 1 L 7 3 275 25 2 15 19 5 3 X8 4% Tab 50 7T UK Smali
DA S5 2 12 B Java RS o XS 22 3T IF 55 — > 7 1, HL i 2 0k 5 X J& Y Java 281 Java

Table of contents
Decompiling
Graphing
Renaming
Commenting
Navigating
Cross-references
Type Hierarchies
Restructuring
Type Hierarchies
Object Overrides
Rebasing Constants
Auto-Rename All

T S G P R B RS T H A5 A . B Dex 1 H 2 AE I
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WA 5. 14 Fizh JEB K403 W s 5,

s, THam| ® : 0}

~ & Dirssstaapkjdb2
v @ rasstaapk
v [ comprfsoftware.ransta

(] Marsfest
&= Certificate
» 0 Byteccde
* &> Resources

[l e ]

¥ Bytecode/Rl 13
~ i@ com
~ @ pofsohware i t
~ i raasta org he.http.protocel.Httplonte
+ @ Apphelp json. JSONObect ;
» @ Coordinstescd import org.json.]SONTokener;
: gz:::::g" public class Raasta extends MapActivity implements Locationlistener {
s @ MapVimEx private static final int DLGID CONFIRM_EXIT = &4;
: private static final int DLGID_CUSTOMPERIOD = §;
% Mokt combomcinomin: private static final int DLGID_INFO = @;
@k PmlCharey private static final int DLGID_INFO_ START REC = 3;
» O PathView private static final int DLGID NEWTRACE = 6;
> O PathViewinterface private static final int DLGID_SELECTMODE = 7;
> @ Prefs private static final int DLGID_SPLASH = 2;
> @R private static final int DLGID WELCOME = 5;
+ (@ Raasta private static final inmt REQCODE_ENABLE_GPS = 1;
> @ Slog private static final int STATE_FOLLOWING = 2;
» @ Smplelocation private static final int STATE_IDLE = 8;

» @ TraceDisplayinformation private static final int STATE_LOCATING = 4;
» (@ Tracelist private static final int STATE_MARKING = 3;
private static final int STATE_NO_TRACE = -1;
private static final int STATE_RECORDING = 1;
public static final boolean bDebugMode;
private boolean bMocklocations;
private Button btn_newtrace;
private Button btn_record;
private ImageView btn_selectmode;
private ImageView bitn su\tchu\mde:

Gt |Source
[ @A "Emer mav, | © 82| & Terminal

B 5.14  JEB I 4130 9 200

TE Java J5A ST FR4% Tab #5023 812 X0 Y Smali 35 4]
2. EWA
HRAS A3 AT I L T B8 23 38 B B IR VE I O, 20 J7 i 4 VS S AL R LT a O
abOZ K2 LML, S 7 R RGO, — A Mo 3 H 2 (0 75 oK 2 7T DLXS AR RS Hf (19 25
B, LR AL 5 ik R R R BRI s A R T E A 44 . JEB #2417 iX— TRk,
FENIF R R ER ML NIE
o % N #EsE L Action £ AY Rename BET,
i AR B 245
UntEL 5. 15 o JEB X S 4 1 AR 5 100 H 2547 3 44 4R
TE“TE AT 4570 1 e Corl+ 23 4% 0] LUA B 22 H Y 5 4w 44 T Ll 5k
3. RIER
FEACHS AT B A B 4% /7 BT TR S 0 R BT i A TR N A, TR R B N AE T ik
PERYTE ) JE T,
Wik 5. 16 R JEB o ARE VR it g
4. St
TE AR5 3 I 280 7 L 2 4R LA 08 ] J7 i B MR 5 L. 7E JEB H, 55 3 v 3o
H 42 a] G p sl B AE 0 H B X, 2 kG 3] 0 7 2 0 SCRY BT 10, il DLt PR B Al -
2o k7B Al A Sk 7 HEAT ) B W) A
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import org.json.)SONObject;
dmport org.json.]S0NTokener;

public class Raasta extends MapActivity implements Locationlistener {

final
final
final
final
final
final
final
final
final
final
final
final
final

private static
private static
private static
private static
private static
private static
private static
private static
private static
private static
private static
private static
private static
private static final int STATE_NO_TRAC
private static final int STATE_RECORDI
public static final boolean bDebugModé
private boolean bMockLocations;
private Button btn_newtrace;

private Button btn_record;

private ImageView btn_selectmode;
private ImageView btn_switchviewmode;
private ProgressDialog dlg_locating;
private ViewGroup frameview;

int
int

DLGID_INFO =

int
int
int DLGID_SPLASH
int
int
int
int
int

STATE_IDLE =
STATE_LOCATIN
STATE_MARKING

int DLGID_CONFIRM_EXIT = 4;
DLGID_CUSTOMPERIOD = 8;

;

int DLGID_INFO_START_REC = 3;
DLGID_NEWTRACE = 6;
DLGID_SELECTMODE = 7;

= 2;

int DLGID_WELCOME = 5;
REQCODE_ENABLE_GPS = 1;
STATE_FOLLOWING = 2;

LH

LEF -1

Rename the selected item. Leave empty to reset to original value.

*

Original: | btn_record

& ™ new_btn_record

(Hit Control+Space to browse your input history)

private GpsManager gpsman;
private Menu hOptionsMenu;
private Simplelocation lastloc;
private String lastTroceFileName;
private String m_cboutbox_extramsg;
private Context m_context;
private String m_splash_message;
private String m_splash_title;
private MapViewEx mapview;
private Menultem menuitem mockgps;
private int nextstate;

private PathView pathview;

private int stote;

private GeoTrace trace;

private PathViewInterface view;

Bl 5.15 JEB X g e A0S i 300 B E4T 5 4 B AR

import org.apache.http.protocol.BasicHttpContext;
impart org.spache.http, protocol.HttpContext;
impert org.json. ISONObject;

dmpert org.iion, 1SONTokener;

public class Raasta extends Mapictivity implement
private static final imt OLGID CONFIRM_EXIT =
private static final int DLGID CUSTOMPERIOD = 8;
private static final int DLGID_INFO = 9;
private static final imt DLGID INFO_START_REC = 3;
private static finsl int DLGID NEWTRACE = &;
private static final int DLGID SELECTMOOE = 7;
private static final int OLGID SPLASH = 1}
private static final imt DLGID WELCOME = 5;

private static final int REQUODE_ENABLE GPS = 1;
private static final H

LocationListener {

int STATE FOLLOWING = 2
private static final imt ! ¥ W
privats static final

int
private static final dnt
private static final imt
private static final int
public static final boole|
private boolean bMocklocal
private Button btn_newtro

private Button new btn ref

[(wa ][ =
private ImageView btn_sel.

44 new comment|

private ImageView bin_switchuiewmode;
private PrograssDialog dig Llocating;
private ViewGroup frameview;
private GpsManager gpsman;
private Menu hOptionsMenu;
private Simplelocation lestloc;
private String lestTroceFileName
private String m_sboutbox_extrom
private Context m_context;
privete String m_splosh_sessoge;
private String m_splosh_title;
MapViewEx mapview;
Menultes menuites mockgps;
int nextstote;

PathView pathview;

int state;

private
private
private
private GeoTrace trace;

& 5.16 JEB AR BB
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WA 5.17 Frs Rk set_lastSplashSequence () R EH FH .

Prefs.set_lastSplhshSequence(((Context)this), v4);
this.m_splash_title = v2.optString(“cap");
this.m_splash_message = v2.optString("msg");
if(this.m_splash_title.length() <= @) {

return true;
}

K 5.17 3EFE set_lastSplashSequence () PR E I

ME 5.18 Frn A JEB Bk#4 3 set_lastSplashSequenceO) BRI E X

public static void Eet_lastSplashSequence(Cuntext argd, int args) {

SharedPreferences$Editor v@ = argd4.getSharedPreferences("global”, ©).edit();
vB.putInt(“splashSeq”, argS);
v@.commit();

}

K 5.18 JEB Bk%: F| set lastSplashSequence) B Y 2 X

5. * X5 A

BT A A5 IR E S, A e A B 75 B A R N5 WAE AN H 5|
JIE N, 76 JEB fh e #5000, 4% X BT I8 g F e 11, XU 2 10 H Al 33 1 k2 21 51

WME 5. 19 i A EER BB XG5,

package com.pafsoftware.raasta;

elass Simplelocation {
public double alt;
public double Lat;
public double ing;
public long timestampis;

public SimpleLocation(double argl, double argd, double argS, long arg?) {

super();
this.lng = argl; LRES-L L] *
this.lat = arg3;
this.alt = argS; [ e e 1
§ this, timestomphls = arg?; Indes - BE 38 A~
[@ Maghormts: ]
public Simplelocation(Simplelocation argd) { 1 Z ar et
super(); 2 e current | oh
this.Lng = arg3.lng; 3 i
this.lat = argd.lat; donCh
this.alt = argd.olt; H -, 34k
‘this.tisestomps = arg3. timestomphs; &
i T
) 8
0 ol
0w
n
7 sty sy
L] L
"
15 12h
16
L
18 o
=
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YE R 7 38 o e A g A 3X A~ D BB A1) 3 — > B £ com. newPack, 88 J5 # com. pnfsoftware.
raasta £ P B9 AppHelp 28 % 3 2| 1 4 com. newPack W, & Jo# K # & — 11 com.

newPack,
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> H raasta
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(Hit Control+Space to browse your input history)

5.20 fE JEB HB g — AN
SRIG R L3 AppHelp 25% 31 3) com. newPack f1H,
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I»> 101

= o waEm X
W enpack A ERNTRL ATAE, LESDREER
~ i pnfsoftware
v i raasta =: 1com.newpncl¢ |
> (@ AppHelp

(Hit Control+Space to browse your input history)
(® CoordinatesE6

>

» @ GeoTrace

> (@ GpsManager
> (@ MapViewEx

Bl 5.21 7F JEB WK
7. EHEE
AR ARV B AR m UM i RDE N BoR . EHE R 5. 4% B G B E 4
B i i I R T S 7 O/ANG 7 1 I v 1 AN AN o) 7 WO Y L S I 7 N7 et
b1 1y R WS o o | SR O T NN = W 2 1 1 B S e o
nE 5. 22 s A DL i s 2 o i SRR

if(args > @) {

int v@ = Prefs.get_traceGpsPeriod(((Context)this), this.lastTraceFileName);
if(ve <= @) {

v@ = Prefs.get_GpsPeriod(((Context)this));
}

this.gpsman.request_updates(((long)(ve * 1epe)), ef);

B 5022 DLkl s 3 v R R R

i

WA 5. 23 Fras Sk LA i 7R 26 v i) B BUH =

if(argb > @) {

int v@ = Prefs.get_traceGpsPeriod(((Context)this), this.lastTraceFileName);
if(ve <= @) {

v@ = Prefs.get_GpsPeriod(((Context)this));
}

this.gpsman.request_updates(((long)(ve * ezb'se}), ef);
}

B 5,23 DL\ HE ] s ik i B BH
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if(argé > @) {
int v@ = Prefs.get_traceGpsPeriod(((Context)this), this.lastTraceFileName);
if(ve <= @) {
v@ = Prefs.get_GpsPeriod(((Context)this));
¥

this.gpsman.request_updates(((long)(ve * 9>43E3)), ef);
}

5.24  LUoR R R 1 P A B B0 B

5.3 Jadx-gui T &

Jadx J&—4NF Dex F 350 SCF I 2w PR Java BT IR T B A & R BHE AL T UL % 5 i
FEHEFTs AR, Github Hulik & https://github. com/skylot/jadx, 2% Jar €3] 4
JGiB4T Java 5 % Ja 80

java — jarjadx — gui. jar

WK 5. 25 sl Jadx-gui )3 3 AL,

[ “Form Prpen - e = 0 X
T4 GN Su IN mm

0l | B [P -

K 5.25 Jadx-gui )3 zh F

Jadx-gui A9 F2RFVE A

o AbFE Apk.Dex,Aar Fl Zip SCIF 8 Y Dalvik 575585 52 g 1608 Java 28

e %1% AndroidManifest. xm] FlfiF A% 2 A 11 95 T8 SC4 A1 resources. arse X4,
o WINT RIRVEYIRE.

o TR S TR R R S PR R AR
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= mapvios Faghiedn

« memutem_mckgn Fan
« mantitate bot

» pathvies Pathivies 1)
» state dnt

u create_mapviee ) Moy
w wnsble_pos(ine) bool
» UslocatloablspLiyed]
» Lskotelisplaywdl) &
& losd_trace() vod

» ensctivityesslt{int
» onackPressed() vald
» enlreute(Bundle) wol
» entreateblaloglint)
# enfrastadptiommeu]

[# 5.26 Jadx-gui 5z g% A A 4% &

Pk 20 H i X
T TPk MA AR m I H E 4% Corl+ BUAR 22 Sk 2% 00 H i L, anidl 5. 27 iR R
Pk set_lastTraceFileName() K%K,

public void onClick(DialogInterface dlg, int id) {
String name = e.getText().toString();
String filename = GeoTrace.generate_timebased_filename();
GeoTrace t = new GeoTrace(Raasta.this.m_context, filename, true);
t.set_name(name);
t.save();
Prefs.set_lastTraceFileName(Raasta.this.m_context, filename);
Prefs.set_traceGpsPeriod(Raasta.this.m_context, filename, Prefs.get_GpsPeriocd(Raasta.this.m_context));
Raasta.this.btn_newtrace.setVisibility(Raasta.DLGID_CUSTOMPERIOD);
Raasta.this.enable_gps(@);
Raasta.this.load_trace();

K 5.27 3EFE set lastTraceFileName() iR %R

WE 5. 28 B~ k% 3| set_lastTraceFileNameO) BRE ) E X,

public static void set_lastTraceFileName(Context context, String s) {
SharedPreferences.Editor ed = context.getSharedPreferences("global”, @).edit();
ed.putstring(“lastTraceFileName”, s5);
ed.commit();

K 5.28 BkE: 3| set_lastTraceFileNameO) BRELAY E X

£ AndroidManifest, xml H 0] UL H #E Bk # 212500 & X, W& 5. 29 Fr s S 1E
AndroidManifest. xml F %3] TraceList 3§,

<intent-filter>
<action android:name="android.intent.action.MAIN"/>
<category android:name="android.intent.category.LAUNCHER"/>
</intent-filter>
</activity>
<activity android:label="@string/prefs_title" android:name=".Prefs"/>
<activity android:label="@string/trlist_title™ android:name=".TraceList"/>
<activity android:theme="@style/Theme.Dialog™ android:label="@string/help_title" android:name=".AppHelp"/>
</application>

& 5.29 4F AndroidManifest. xml 4% %] TraceList 2§
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& 5. 30 ffrs MM AndroidManifest T k%% £ TraceList 28,

package com.pnfsoftware.raasta;

import android.app.Activity;
import android.app.AlertDialeg;
import android.app.Dialog;

import android.app.ListActivity;
import android.app.ProgressDialog;
import android.content.Context;
isport android Dial face;
import android.content.Intent;
import android.net.Uri;

import android.os.Bundle;

import android.os.Environsent;
import android.view.View;

import android.widget.ArrayAdapter;
import android.widget.Button;
import android.widget.EditText;
import android.widget.LinearLayout;
import android.widget.ListView;
import android.widget.Toast;
import com.pnfsoftware.raasta.GeoTrace;
import java.io.File;

import java.util.vector;

72 [public class TraceList extends ListActivity implements View.OnClickListener, DialogInterface.OnClickListener {
private static final int DLGID_CHOOSE = 1;

private static final int DLGID_CREATE = @;

private static final int DLGID_DELETE = 5;

private static final int DLGID_EXPORT = 3;

private static final int DLGID_RENAME = 2;

private static final int DLGID_REQCLOSE = 6;
private static final int ID_CHOOSE_DELETE = 8195;
private static final int ID_CHOOSE_EXPORT = B194;
private static final int ID_CHOOSE_OPEN = 8192;
private static final int ID_CHOOSE_RENAME = 8193;
private static final int ID_CREATE_TRACENAME = 40895;
private static final int ID_RENAME_TRACENAME = 4897;
private static int[] action_btn_ids = {ID_CHOOSE_OPEN, ID_CHOOSE_REMAME, ID_CHOOSE_EXPORT, ID_CHOOSE_DELETE);
private static String[] m_action_names;

private Activity m_sctivity;

private Context m_context;

private Dialog m_dlg_choose = null;

private Dialog m_dlg create = null;

private Dialog m_dlg delete = null;

private Dialog m_dlg _export = null;

private Dialog m_dlg_exporting = null;

private Dialog m_dlg_rename = null;

private Dialog m_dlg reqclose = null;

private String m_path_exportedTrace = null;

private String m_selected_filename = =°;

private String m_selected_name = "";

private Thread m_thread_exporting = null;

private Vector<String> m_trfilenames;

private Vector<String> m_trnames;

& 5.30 M AndroidManifest #7 Bk %% 2| TraceList 2§

o HERTHMTIH .
EIH _E A AE S AP S PR R £ Find Usage v 2 i 23250 H T A 51 H .
E 5. 31 s NTE Jadx-gui FAETKE .

case DLGI0_CUSTORPERICD /*{ENCODED_INT: B)%/:
EditText e = (EditText) ((AlertDislog) dialog).findviewdylId(123456);
e.setText(new Stringdulldes().append(Prefs.get_tracebpsPeriod(this, this.lastTraceFilehiase)).toString());
lectAll{};

rFeturn; @ x

}
]

#* 340 DESUG: Multi-varisble seorg

WM con palislionss s

& get_traseGpaPerisd Cantent, Sreing) im0

/% JADK WARN: Multi-vorichle type { | L]
”1::,;:";:;“:”"”“ t & com.pnfsoftuare.ransta.Prefs.get_traceGpsderiod(,..| public static int get_traceSpsPericd|Context context
try {' & tom.pnfsoftusre, ransts. Aaasta, colreateDislogint...| Int p = Prefs.get_traceGpsPericd(this, this. lastTrac
@ com.pnfsa ansta.Rsasta.cnPrepareDialogin...| #.setTextines StelngBulldes().sppend(Prefs, get_trace

vernase = ge
} catch (PackageManager . Nameliot
varnase = 77 m com.pnfsoftusre.rassts.Raasta.enable_gps(int) bo...| int p = Prefs.get_tracefpsPeriod(this, this.lastTrac
}
Shiect[] objarr = new Obfect{Od
ebjare (8] - getstring(R.stringd |« 0 v e - 7 >
ebjirr[1] = vernsse;
ojare(2] - grestring(Astring] |0 | = BART § MEMGRIN 1 5K 5+
objare[3] = getString(R.string I =
objare(4] = gerString(R.string LR |
Alertrislog.Builder bullder = n .
bullder.setTitle(R.string.sbout);
bullder. setMessage(Htal. fromeal(string.valueof (String. format(“Xs WEscheo¥schrochrica hrefs S5 38sc/ar (c) 2002<hea", sbifer}) o “cbro™ + this.m_sboutbox_extrassg));
builder. tring.ok, new face.onClickiistener() |
/% closs com. prfiaftwere. revsta. Roosts 1

o com.pn ta.Raasta.coPrepar in...| Tosst }, String.foras

public void onclick{Dialeginterface dlg, int id) {
dlg-dismiss();
1]

ni

AlertDialog dialog = bullder.create();

dialog.show( )}

{(Textview) dinlog, 16908299 ) U H

5.31 fE Jadx-gui A #k 51
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FTCAER,

1160 } else if (this.state == 3) {
1162 this.trace.record :I.ondnrkll.utl.ng lastiat, lastaAlt, lastTimestampMs, getString(R.string.landmark));
1163 this.dlg_locating.dismi
1164 this.state - ¢
1186 } else if (this.sg @ mwzs
1168 this.view.set
1169 this.dlg_locat m
170 this.state = f |Losatisd
} L [EUTREER: - #Riam:
Bas BAss BEls B8 =k r]
1176 public void L
umn stringbullder st o
1178 if (status == @) {| | %83 L]
1179 st.append(“0ull 3 com.pnfsoftware.raasta. Sisplelocation
1168 } else if (stotus | (3 com.pnfsoftware.raasta.GeoTrace. Location
1181 st.append(“Unal (@ com.pnfaoftware.raasta.MockiocationGenerataor
1182 b oelse if (status | | com.pafsoftware.rassts.MapViewEx. get_current_locat| Bet_current, ]
1183 st.append(“Ava | & com.prfsoftware. ransta. GeoTrace.L ation. L | woid race, double, double, double, long)
}oelse { @ com.pfsoftware. raast, ator.gener| 4o generate_next_location| )
1185 st.append(“Unk | § com.pnfsoftware.raasta.SiepleLocation.SimpleLocatil void Simplelocation(Sisplelocation)
} & com.pnfsoftware. raasta . PathViewInterface.set_curre  wvoid set currmwtswlrml
j & com.pnfsoftware.raasta.Prefs.get_lastl ont)
@ com.pnfsoftware. rassts.MapviewEx. set_current_locat wvold set, curnn:_lmdon[si.lphl.mdm]
1193 public void onfrovider] | g com.pnfsoftware.raasta.Gpsanager. requestiocationt| void r!quesmwl"ﬂtl“"b float)
} | & com.pnfsoftware.raasta.Mock ator.Mockl! void . String, int, int)
o com. mfufmre roasta.Pathview.set_current_locatll woid set curnn:_].u.th[shehl.u.dm]
1199 public void onfrovider] |o com.pnfsoftware. rassta Gpstanager.colocationChangel void onlBEstianChanged | Location)
H & com.pnfsoftware. rasst {Conte] void ger( Context, istener, boolean, boolean)
@ com.pnfsoftware. rassts, ﬂants onLoutim(haued(to void enlocatisnChanged | Location)
/% JA0K DEBUG: Multi-d |g com.pnfsoftware.rassta,GeoTrace, record_location(de| woid record JoeEtdon(double, double, double, long)
7* 340X WARN; Multi-vdl | com.pnfsoftware.raasta.Ransts,isl nyed(| boolean i 3
/7 access modifiers oM | § com.pafsoftware.rassta.Sisplelocation. Sisplelocatil void Sisplebocation(double, double, double, long)
/* oecess modifiers oMl |§ com.pnfsoftware.raasta.Prefs.set, I.utl.ocnlu!cant void set_lastIRENENEN (Content, 5inplelRNEN)
1118 private boolean enasble | o com.pnfsoftware.raast M boolean
1211 if (this.gpsean == | o com.pafsoftware.rassts. Spsmnnler “listener Locatlc ESEEIGAListaner listener
1212 return false; | | o com.pnfsoftware.raasta.Rassta.biocklocations b boolean bMockioEations
} |V com.pnfsoftware.raasta.R.string. last_location int | int last_lSSaEioR
1214 if (order > 8) { & com.pnfsof tware. rassta. Mock ator. leces ager locman
1216 int p = Prefs.| | o com.pnfsoftware.raasta.Mapvi .m_currenticcation m_curr
1217 if (p <= 8) {| |¥ com.pnfsoftware.raasts,GeoTrace RECORD_LOCATION in  int RECORD_LOCATION
1118 p = Prefs. | com.pnfsoftware.raasts. Ransta. lastioc s,-::ie;ow:l- Sisplelocation lasticc
1 o com.pnfsoftware.raasta.GpsManager. locman Locatlon't  [GESEioRManager locman
1233 this.gpssan.r8 | o com.pnfsoftware.rassts.PathView.m_currentlocation | Sispleloeation =_currentioeation v
1213 } else if (order g sske s = = - 5
1226 this.gpsman.re s e—RR
} else LT BERT W CTERGEE L ER e
1131 this.gps=an. st —
} [wA
1233 return true;
}

K 5.32 AF Jadx-gui PHEfT XA R

Jadx-gui THREM 48 F JEB B/ —88 (H 2 Jadx-gui 2RI E & /NS, B4 N ]
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010-editor AT A5 A2 H il f5 58 R A9 — 3+ 75 2B il 2 44 o ) LA B8 5 A8 7R 45 PP oK
il SCAF T L3 o i A8 AN ] ) S AR A it A 5 Ao SO A

010-editor &4 so X#F

010-editor B P elf By SCHHE A B 4k S https://www. sweetscape. com/010editor/
repository/files/ELF. bt ¥ HZ #] F 3k, By Templates £, £ $ New Templates T FF
iR . i 010-editor $THF so SCHFJ5 4% F5 B B AT FH X 1 A AR AR o

010-editor AR X elf SCHFE SR A% 20+ 7S E il o 5 45 A A7t so SO 4% Be 3R
010-editor AL A A AT LA SE A B0 W b 25 28 57 55 A~ 45 44 04 {8 78 B A ST b iy o7 L 7T DA &
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Hex editor % 75 i il SCOF 4 5 45 X so SCMF HLZ #1718 0,
A 5. 33 Fras Ml A 010-editor $THF so O FLim .

45 4C 46 02
B7 00 01
00 00 00
00

00

00

OE

01

OE

OF

00

00

OF

00

00

oo

00 00
00 00
00 00
0E 00
00 00
00 00
0c 00
0c 00
00 00

Template Results - ELF.bt &

Y3232 88%883532858F
(=]

Name
struct file
struct elf header
struct e_ident t e _ident
enum e_type6d e e _type

enum e_machine6d e e ...

enum e_versiontd e e ve...

Elf64_Addr e_entry STAR...

Elf64_Off e_phoff PROGR...
EIf64_Off e_shoff SECTIO...

Elf32 Word e flags

Elf64_Half e_ehsize ELF H...

Elf64_Half e_phentsize P...
Elf64 Half e phnum_NU...

Elf64_Half e_shentsize SE...
Elf64_Half e_shnum_NUM...
Elf64_Half e_shtrndx STRI...

struct program_header_table

struct program _table ent...
struct program_table_ent...
struct program_table_ent...
struct program _table ent...

struct program _table_ent...

5.4.2 010-editor fiR4T Dex X #

888888888888888888888k88¢

ET_DYN (3)

183

EV_CURRENT (1)
Ox0000000000043...

6233456

0
64
56

(R_X) Loadable Se...
(RW) Loadable S...
(RW_) Dynamic Se...
(R_) Note
(R_) Note

8888888888888888888888888

a4

Comment

The main elf header basically tells...
Magic number and other info
Object file type

Architecture

Object file version

Entry point virtual address
Program header table file offset
Section header table file offset
Processor-specific flags

ELF Header size in bytes

Program header table entry size
Program header table entry count
Section header table entry size
Section header table entry count
Section header string table index

Program headers - describes the...

Dex B9 3C 4 #5 # 7] LL7E 010-editor B M L 48 2], B Ik 4 https://www. sweetscape.
com/010editor/repository/files/DEX. bt, ¥ {8 [ i A9 52 i 2R AR 4, T FF Dex 30, 1l P

¥ Apk W Zip T H @ K47 3R1F Dex SCIF,

WA 5. 34 B R E A 010-editor 3T FF Dex U4 B AL .
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dex.035.0u. Hd)%
2.081 "CIStb..

Jfrohr.]
Ar..Or..3r..er..
WS...50.05..8B5.0
5..{5..15..-8..
os..'s..ts..ﬂs..
ek e, e e
ﬁt..“t..dt..qt..
& . LT
t.‘ét..ut...u..
A TR P TR T
fu,.8u..Hu..bu..
U.. u..u. LA,

Ou. .du..8u..yu. .

" T AT TR

6C V.. lv..pv..tv..
IV, VL VLV

ED Ev.. dv..#v..0v..
00 1D WL WL AW (W

Template Results - dex.bt <&
Name Value i Color Comment
struct header_item dex_header : Bg. Dex file header
7 strings -
149 types
397 prototypes
1F548h
ADEOh

& 5.34 ffifJ 010-editor T HF Dex 34 # Ft it
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