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) 43 Replay X+ b Go | § Strean [{iDecode | Keep: ALl sessions v @DAny Process #AFind [WlSave |08 (§) @Brovse - RClear Cache

7N o

Tools

View Kelp

[ Host [ LRL

Re ... | Result | Protocol
CONNECT 502 HTTP
CONNECT
CONNECT

INNECT

CONNECT d

GET HTTPS

OPTIONS HTTPS
HTTPS
HTTPS
HTTP

@) statistics

Eﬂﬁddao:d\esvaseta | 5 Fiddersaript | ] Log |
. Inspectors
Headers | Textview | SyntaxView | WebForms | Hexview | Auth |

=10l x|

Fiters | ™= Timeline |
# AutoResponder | 4 Composer

o |

https:
Host: www.baidu.com
IConnection: keep ahve
cache contrp'l'

www.baidu.com /sugrec?prod=pc_t hts&frow Upgrade- nsecureﬂ}equests: 1 )
User-Agent: Mozil1a/5.0 (Windows NT 6.1; Win64; x64
ug.baidu.com - /mep/pe/pesearch App1eWebKit/537.36 (KHTML, Tike Gecko) !
ug.baidu.com /mcp/pc/pesearch IChrome/99.0.4844. 84 Safari/537.36
o Accept:
www.baidu.com  /fa text/hcml application/xhtml+xml,applic n/xml; q= Ll
Tunnel to  content-autofil.googleapis| 10-9.imane/avif . imane /webn.imaae /anna. =

w:w baidu. com/s?wd=Thinkerbant
u

?
: "windows"

HTTP/1.1

799", "Chromium“;v="99",

‘cm,.‘ (press Ctrl+Enter to high

light al) [ viewinnotepad |

WebView | Auth | Caching

Transformer | Headers ‘ TextView ‘ SyntaxView ‘ ImageView ‘ HexView |

| cookies |[raw | 150N

[ x|

HTTP/1.1 200 OK
Bdpagetype: 3

ICache- contro'l.
ICkpac!
ckrnds r.
[Connection:
IContent-Typ
Date: wed, 30 Mar 2022

private

30001279e
keep-alive

Set—(oo_ki e:
Kil}

BDSVRTM=18;

Bdqid: 0xag89aa2080001279e
: text/html;charset=utf-8

domain=.baidu.com;
h=/

06:18:45 GMT

domain=.baidu.com
h=

path=/
pat

o

Find...

(press Ctrl+Enter to highlight all)

I Viewin Notepad I

https:/fwww.baidu

A

¥ 3-16  Fiddler fli 3k & B 8 2 i 3C
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TESTRII R R R 2 A A RS0, 754 M B8 M AR K Inspectors I K 1 £
BRI SCNEA . Inspectors #1430 Request 1 Response | T &4 WA 3-17 Fias .,

{5 FiddierScript I El Log | Filters | = Timeline |
() statistics i Inspectors | # AutoResponder | [ Composer | [F2] Fiddler Orchestra Beta
Headers | TextView | SyntaxView | WebForms | Hexview | Auth | Cookies |[Raw | Json | xm. |
GET https://www.baidu.com/s?wd=Thinkerbang HTTP/1.1 -

Host: www.baidu.com

Connection: keep-alive

Cache-Control: max-age=0

sec-ch-ua: " Not A;j;Brand";v="99", "Chromium";v="99", "Google Chrome";v="99"
sec-ch-ua-mobile: 70

sec-ch-ua-platform: "windows"™

uUpgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (wWindows NT 6.1; Wine4; x64) ApplewebKit/537.36 (KHTML, Tike Gecko)
Chrome/99.0.4844,.84 safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;qg=
0.9,image/avifT,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;g=0.9
Sec-Fetch-Site: none

Sec-Fetch-Mode: navigate

Sec-Fetch-User: 71 ReqUESt

Sec-Fetch-Dest: document

Accept-Encoding: gzip, deflate, br ﬂ
Find... (press Ctrl+Enter to highlight all) I Viewin Notepad

Transformer | Headers | TextView [ SyntaxView | ImageView | HexView | WebView | Auth | Caching | Cookies |
| son | x|

HTTP/1.1 200 OK -
Bdpagetype: 3

Bdgid: 0xas8%aaz080001279e

Cache-Control: private

Ckpacknum: 2

Ckrndstr: 80&01279?_

Connection: keep-alive

Content-Type: text/html;charset=utf-s Respo nse

Date: wed, 30 Mar 2022 06:18:45 GMT

Server: BwS/1.1

Set-Cookie: delPer=0; path=/; domain=.baidu.com

Set-Cookie: BD_CK_SAM=1;path=/

Set-Cookie: PSINO=1; domain=.baidu.com; path=/

Set-Cookie: BDSVRTM=18; path=/

Set-Cookie: H_PS_PSSID=35837_36176_31660_34812_36088_36165_34584_36140_36121_ 36073_35802_263
Strict-Transport-Security: max-age=172800

Traceid: 1648621125060665933812149201100028848030

Vary: Accept-Encoding

X-Frame-Options: sameorigin

X-Ua-Compatible: IE=Edge,chrome=1 -
C ant-l annth:* 4812432

4 I I »
Find... (press Ctrl+Enter to highlight all) I Viewin Notepad I

& 3-17 Inspectors &Ik
Request Fl Response 4351|745 A 47 T F e L 0] LLAS [ 48 B s it SCN 25, T 20
R Bk WEE 3-2 gk 3-3.
& 3-2  Request Fik I £ #ik

F = E K AR # i
1 Headers /R Request H1 11 Header {5 B i
2 TextView PASCA T SRR R R A B (CERS HTML.JSON XML 484 20
3 SyntaxView )R]k 100 42 7R 37 SR AR ME BL(EARA HTML . JSON XML 25 #% 20
4 WebForms Pl Web 575 R R 5 3K E8(F B (F4H form-data #20
5 HexView PL A7 #E i 7 38 R 3 R i OCE B
6 Auth 215K Header "y A7 IR BB, BIR IAIER B
7 Cookies 17”1 3R Headers H1 ) Cookies 4 A
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gLk
F 5 bl ST # by

8 Raw DU g6 S0 7 A R i R i SCE B
9 JSON 2R A JSON g i, L JSON A% 20 R i ok 445 B
10 XML LRk 3R XML B i, DL XML 4% 3 8RR £ A5 B

% 3-3  Response F 3% Ik # i

F S5 bl S # &

1 Transformer 21w R = A AT DA 4 B 53 HA% i B, W] s R R Ak B =
2 Headers B/~ Response 1) Header {5 B, A 5 5 & (5 B
3 TextView PASCAS 77 2 SR i, AR A5 B (E A8 HTML . JSON, XML % 4% 20
4 SyntaxView VL) 325 000 S8 7 0 7 A4 B (FE 4R S8 HTML . JSON, XML %% 20
5 ImageView 25 o7 3 A4 B s R 1 R T 0N 1 A S
6 HexView Ph A 7S i =X i o 4 S AE B
7 WebView 200 o7 S Al HTML B B 28 J00 4 7 A R 58 25 O 2 T8 8 0 T
8 Auth B Header HH7 A IAIEAR B, /s AIER B
9 Caching i 7R W 1 2 AEAE B
10 Cookies R Y Headers #7111 Cookies % & HE 4115 B,
11 Raw VI Ak S A 7 2B s o 7 4 ST R
12 JSON 20 B A TSON i i, L JSON A% 2 s mi 7 = 145 5
13 XML 2 137 S XML d i, DL XML 6 2 7 i Ry 3 1R 15 5

534h 15 Request l Response BLHET 7 48 I — /4~ 1 2 e B AKE . 54850 19 %
S T 0 T 45 1 I T b 5 7 0 5 BE A 4R %

3.3 {# A Fiddler ¥ O8I F

A CO R B, % B M XS B T A i E & 8 Postman,JMeter 55 %
AT RS R TAE . Fiddler W42t 7 2ID6E , DI g M AR 19 Composer #1< 1] DL 52 )
e OE L Nl 3-18 Frs .

Composer BEI R H 4 #4565 1 7850 A E AT S5 7T DLk B BUGE SR J5 1k L LUR
A A URL W%, 45 2 343 Rtk Headers #8545, 45 3 #8543 Rits oK HAREE4Y . 4 Wil 3
KT POST PUT %5 #r A 5 75 08 L LB BBl 380G L ] DU A SR F2 4k, 265 4 3
A3 R D7 A S ER A L sk T Z AR 1B 5 B s A% B TP A HLAR B2 08

P D S HIAA TR A Execute # 4 &K 115K . Fiddler 1551 % 2 H o)
AR & 26 1R 05 8, 5 Fiddler 2 &I B HRARE L,

3.3.1 IHF GET ¥EQOiEK

£ Composer B3R ik GET 353K, LU BEH 2 6] fay A B9 2 ISR N AR B
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(s Fiddersript | El Log | Filters | = Timeline |
() statistcs | .4 Inspectors | % AutoResponder 4 composer | [ Fiddeer Orchestra Beta

Use this pageto compose a Request. You can clone a prior request by dragging and dropping a session from the

Web Sessionslist. Execute

Raw | Scratchpad ] Opﬁansl

GET j Iht(p:/;’www.example.comf 1 j ImTP/l.l ;l ¥ LogRequests 4
Histor
101.42.249.13#0C
101.42.249.18:70C
101.42,249,18:70C
101.42.249.18/sys

2 I;Slogin.kongfz.comlﬁ
[ = www.example.com,

[‘E&demo,meh&rsphere

User-Agent: Fiddler _‘.]

- www.kuaidi 100.con

K| » wiw. kugidi 100.con
.bai ¥

Request Body Uploadfile... Win:baldu, com/s?

www.baidu, com/s?
;] www, thinkebang. ct
www.kongfz.com/
www.kongfz.com/
www.baidu.com/
www.baidu.com/
3 www, baidu.com/
i www.baidu.com/
i www, telerik.com/fi
i www, telerik.com/fic
i www, telerik.com/fic
i www. fiddler2.com/
i www. fiddler2.comf
www, fiddler2.com/

21 i www.fiddler2.com/ X
;] d 4| | >

Kl 3-18 Composer 351

ik GET,

URL: https://www. baidu. com/s? wd= Thinkerbang.

Pil: HTTP/1.1,

3L# . User-Agent: Moxzilla/5. 0 (Windows NT 6. 1; Win64; x64) AppleWebKit/537. 36
(KHTML., like Gecko) Chrome/99. 0. 4844. 84 Safari/537. 36,

il Exeeute %36 WK L 2 0 910 % 2 1 9010 3% 17 1 30 % T 5 203 11 ) 14 45 1
Inspectors YEI R HP 2 A R SCH 2 WA 3-19 iR,

T B, — W L5 K Headers #47, FF AR T A 9 HEADER {5 8 #6220
. ARt B User-Agent {5 B BT, BI 5 3 il 55 &5 Ui 18] % 5 i 09 B2 A5 B IE 00 .
4 User-Agent 5 BB 55 5 1], IR 55 & 23 3% 817 B2 42 42 50 Uk w1y 42 3, an e 3-20 s,

3.3.2 I&E POST #0053

& Composer HR & POST T53K UL P 8 55 A1 08 — Ui SR 485 4 il B B R Y
oL UL 710 5 925 38 By A B9 2 SR 280 T
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@ Progress Telerik Fiddler Teb Debugger N [=] 5]

File Edit Rules Tools Wiew Help

) #pReplay X~ P Go | Streen ecode || Keep: All sessions v (F)Any Process 3Find [ElSave |08] (3) @ Browse v GClear Cache a
I Host [ URL [73] Fiddler OrchestraBets | | Bwg | Drters | = Tmeine |
www.baidu.com  /s?wd=Thinkerbang @ Statistics # AutoResponder ] 4 Composer

Headers ‘ TextView ‘ SyntaxView ‘ WebForms | HexView [ Auth ‘ Cookies “Raw | JS0N |

|

GET https://www.baidu.com/s?wd=Thinkerbang HTTP/1

User-Agent: Mozil11a/5.0 (Windows NT 6.1; Wine4; )(64) ApplewebKit/537.36 (KHTML,
like Gecko) Chrome/99.0.4844.84 safari/537.36

Host: www.baidu.com

Find...

Ctrl+Enter to highlight all I Viewin Notepad I

Transformer ‘ Headers ‘ TextView | SyntaxView | ImageView | HexView | WebView | Auth | Caching |
Cookies |[Raw | 30N | x|

<1ink rel="1icon" sizes="any" mask href="//www.baidu.com/img/baidu_ss beafszil
<link rel="search" type="application/opensearchdescription+xml" href="/cor_

<title>Thinkerbang_TEEZ ¢/

<strle data-for="result” trp ext/css” id="css_newi_result”>bodr {color:#333:background:#fff:p

bod, th, td, . p1, . p2 {font-familr:arial} -
:.I_l >
4 »
Find... (press Ctrl+Enter to highlic I Viewin Notepad I
| | = All Processes I_l 1/1 https:/fwww.baidu.com/s?wd=Thinkerbang 4

[ 3-19 Composer &% GET i 3R 7~ 4l

<!DOCTYPE html>
<htm1 Tang="zh-CN">
<head>
«<meta charset="utf-8">

<titlexEEEL2WBIT title>
{meta http—equiv="Content-Trpe” content="text/html: charset=utf-8">
{meta name="apple—mobile—web—app—capable” content="yves"
<meta n.a.-e:'appl e~mobi le—web-a‘pp‘status‘bax'strle' content="black”>
<meta name="viewport” content="width-device—width, user—scalable-no, initial-scale=1.0,
<meta name="format—detection” content="telephone=noc, email=no”>
<link rel="shortcut icon” href="https://www.baidu. com/favicon. ice” type="image/z—icon”>
¢link rei="icon” EixEB:’HIl‘_I" mask href:'https :/fm baidu. cm/ i-z/baidu. svz')
{meta http-equiv="E-UA-Compatible’ content="IE=Edge">
<meta http-equiv="Content—Security—Policy” content="upgrade—insecure-requests’>
¢link rel="stylesheet” href="https://ppui-static—wap. cdn. bcebes. com/static/touch/css/api
</heady
<{body>
{div class="timeout hide”>
<div class="timeout—img”»</div>
<div class="timeout-title">MEFLH. EHEHE div>
<butten type="button” class="timecut—button”yEEE W </buttonr

Pl 3-20 T 3R S I B AR SC

J7 & :POST

URL: https://login. kongfz. com/Pc/Login/account

WY HTTRP/1. 1

KA -

sec—ch—ua: " Not A;Brand";v="99", "Chromium";v="99", "Google Chrome";v="99"
sec — ch— ua — mobile: ?0
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User — Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/99. 0. 4844.84 Safari/537.36

X — Tingyun — Id: OHEPtRD8z8s;r = 708313924

Content — Type: application/x — www — form — urlencoded; charset = UTF — 8

Accept: application/json, text/javascript, */* ; g=0.01

X — Requested — With: XMLHttpRequest

sec — ch—ua - platform: "Windows"

Origin: https://login. kongfz. com

Sec — Fetch — Site: same — origin

Sec — Fetch — Mode: cors

Sec — Fetch — Dest: empty

Referer: https://login.kongfz. com/

Accept — Encoding: gzip, deflate, br

Accept — Language: zh—CN,zh;q=0.9

Host: login. kongfz. com

Content — Length: 100

BRI

loginName = 13112341234&login]?ass = 123456&captchaCode = &autoLogin = O&newUsername =
&returnUrl = &captchald = ( * Vi : J P 44 A& 5 7 6, 7 A AT KRS

Hi Execute % £l & % 36 oK, 26 ¥ R & A ahid s LR+ W R B8y %, 7E
Inspectors BEI - 1 75 e SC N 25, WA 3-21 iR .

# Progress Telerik Fiddler ¥eb Debugger =100 x|

File Edit Rules Tools VYiew Help

Q) #2Replay X+ b Go | §Strean @ ‘Decode || Keep: Al sessions v @Ay Process #Find [[lSeve | B8] (3) @Browse + (RClear Cache

Host [ URL [ Fidder OrchestraBeta | i FidderSaipt | [l log | [Fiters | = Timeine |
login.kongfz.com  /Pc/Login/account @Stam lepedus £ Au Composer
Headers | TextView | Syntaxview | WebForms | Hexview | Auth | Cookies |[Raw | sON |
|
[sec-ch-ua-mob1le: 20 i i » A
User-Agent: Mozil1a/5.0 (Windows NT 6.1; Win64; x64) ApplewebKit/537.36 (KHTML,

1ike Gecko) Chrome/99.0.4844.84 safari/537.36
X-Tingyun-Id: OHEPtRDS8z8s;r=708313924
[Content-Type: app'l1canon/x—mm—form—ur'lencoded, charset UTF-8
IAccept: application/json, text/javascript, =/*; g=l
IX-Requested-with: XMLHTTpRequest

sec—-ch- ua—p] atform: "windows"

Origin: https://login.kongfz.com

sec-Fetch-site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://login.kongfz.com,

|Accept-Encoding: gzip, deflate, br

[Accept-Language: zh-CN,zh;q=0.9

Host: login.kongfz.com

Content-Length: 100

ToginName=1581_ D&loginPass=8. "Il J&captchaCode=&autoLogin=0
j&newuser name=&r eturnur 1=&captchald=

Find... (press Ctrl+Enter to highlight all) I Viewin Notepad

|}

TrusformlHeaders TexMewlSyntax\ﬁewlhnage\ﬁewIH:xView Wd)\ﬁewIAmhl
Caching | Cookies |[Raw | 3sON | x|

Set-Cookie: PHPSESSID=a672dd086230c42bef029a302fbcd35766d19775; path=/; domain=. k;l
Pragma: no-cache

[Cache-Control: no-cache, no-store, max-age=0
Expires: 1L

IAccess-Control-Allow-Origin: http://login.kongfz.com
|Access-Control-Allow-Headers: X-Requested-wWith
|Access-Control-Allow-Methods: GET,POST,OPTIONS
[Access-Control-Max-A

[Content-Length:

{"status":true,"result": {"userId":3108284,"username": "\usfe7\u4f24\u7684\used1","v
< »
Find... (press Ctrl+Enter to highlight al) J[ viewinNotepad |

[ [= AlProcesses [ | 1/1  htips:/flogin.kongfz.com/Pc/Loginfaccount 4

K 3-21 Composer &% POST i 3K 7= i
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FESUE POST 4% H NG iy o Bt v 3238 T A B O A Il R AT 25 ) o A7 4 00 3
R85 SRR A 2 0 2 B P 48 RN O, T SR #Er PIAR G OO L s A s s A . S
2% TR R T D 25 o 5 I 8 ) SCRE RS 23 e A R A L AR R AT R SR 1 IR IR I JRE
PR B i = BERIVRT 238 3 20 285 00 S I e YA 8 3 ) 6 S SO e e A AR AL L 3t o
i B2 A MG — M B 4w o WERAE N A vl B e A5 A0, 75 2545 0 e N B BEA T
VR 7E I A ) G AT I B D RE . A5 PR STV IR AR AT LT S N B3k 2 0N % 55 9% pR A LA
4% AR BEAS 1E W I8 AT . A BAE TR W K2R ()R

3.3.3 WiEwM{EEOBX

1£ Composer H & % A4 A% POST &K, LA A% 78 1l W 3 http://sahitest. com/demo/
php/fileUpload. htm i , iy A 145 FHIER S EF .

J7 ¥ : POST

URL:http://sahitest. com/demo/php/fileUpload. htm

P :HTTP/1. 1

kB -

Connection: keep — alive

Content — Length: 419

Cache — Control: max —age=0

Upgrade — Insecure — Requests: 1

Origin: http://sahitest.com

Content — Type: multipart/form — data; boundary = ———— WebKitFormBoundaryzzfiEuSJA6RxfHI1G
User — Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/99.0.4844.84 Safari/537.36

Accept: text/html, application/xhtml + xml, application/xml; g = 0. 9, image/avif, image/webp,
image/apng, * / * ;q=0.8,application/signed — exchange;v =b3;q=10.9

Referer: http://sahitest.com/demo/php/fileUpload. htm

Accept — Encoding: gzip, deflate

Accept — Language: zh—CN,zh;g=0.9

B

777777 WebKitFormBoundaryzzfiEuSJA6RxfH1G

Content — Disposition: form— data; name = "file"; filename = "Thinkerbang. txt"

Content — Type: text/plain

http://www. huaruansheng. com

—————— WebKitFormBoundaryzzf iEuSJA6RxfH1G

Content — Disposition: form — data; name = "multi"

false

777777 WebKitFormBoundaryzzfiEuSJA6RxfH1G

Content — Disposition: form— data; name = "submit"

Submit Single

—————— WebKitFormBoundaryzzfiEuSJA6RxfH1G ——

Wi Execute #Z 4l & iK1 K . &% 51 K & A dhid 5 30 L AL G IR 55 4% 3R [l i N 25 15
Inspectors ¥R & A R SCN A, tn&l 3-22 PR .
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53

B Progress Telerik Fiddler Web Debugger -0 x|
File Edit BRules Tools ¥iew Help
©) #sReplay X+ b Go | §Strean @mﬁm Keep: All sessions v @ Any Process @3 Find [flSave |08} (5) @ Browse v RClear Cache T TextHizard | N
# [ Reques... [ Resut [ Protocol | [ Fiters | = Timeline
@3 POST 200 HTTP sahitest] i ’ l @ Composer | @ Fiddler Orchestra Beta
@ 2 N
)27 CONNECT 502 HTTP Tum || 7 | SY" | W | ‘ | |TRaw | son [ |
3 comEecT - HTP Tunr
= ACepL-L ZiCN, 21 0=0. 5 =]
»»»»»» ‘WebKitFormBoundaryzzfiEuSJAERXTH1G
[Content-Disposition: form-data; name="file"; filename="Thinkerbang.txt"
Content-Type: text/plain
http: //www. huaruansheng. com \ J
------ WebK1 tFormBoundaryzzfiEuSJAGRXTHIG
[Content-Disposition: form-data; name="multi" :I
Find... (press Ctrl+Enter to highight all |[ viewinNotepad |
Transformer | Headers | TextView | SyntaxView | ImageView | HexView | WebView | Auth | Caching |
[ |
UTF-8
n><br />Upload: <span id='file'>Thinkerbang.txt</span><br />File Type: <span id='filetype
form</a>
-
Kl | 3
4 » s
Thinke [ viewinNotepad |

‘demo/php/fileUpload.php

4

K 3-22  Composer &1 il

3.4 {E M Fiddler %k App 5K

Bahi App i H Al LU Fiddler SR 58 R T AR . EH (2 UL A h e

) —FH#EF], Web 33T HTML WG E A9 UL H sh kil A1 App s T H5

R UL A sh ki B A A5 X

T T T

EATTHR R 2 T SO G R (9 R o S T R IR R TT 1Y

[FFE EHE T HTTP B4 0K 76 PC Sy 3 130 Ya %8 MRS shut 3£ T App B A0 A3
OZmERE, KRB E—FM . Fiddler ] LI FRE shim App &b OE R,

3.4.1 Fiddler S#EE

TETF IR T8 2|, Wy 2400 DR 15 I & B 4 PC
530 E e R — B s OF HonT DR CE
WA IP Huhk, 7 PCimd ] FF MK R E . EF
PC i 4 FiyFR I W 45 1P Hbhik, W& 3-23 FiR .

FTIF Fiddler %k 1F, % & Tools — Options —
I, 2] 3% Allow remote computers
to connect &I, Xf Fiddler listens on port #ii AAE H
3 5 2EA TR B BRIA T 8888, ANTAT 3-24 7

ZIL.PC B RO EIEE . St PC I
FePE AR 55 %% 1 90, 1P Hodik oy 192. 168, 1. 41,
s 55y 8888,

Connections 1

FEEEFAEE X

SRR O

A IR it
TP BiARER
TP DN BRESR

<

|t [&
R 0% 2
it

k7l tuiild 00-90-F5-E5-01-32
28/ e =

IPwv4 it 192.168. 1. 41 (’
IPve FRIER 255. 255. 255. 0
FRIFELIRIALE 202244 H1H 8:54:00
FALISHARYR B 202244 H10 10:53:13
IPvd BRARIE 192.168.1.1

IPv4 DHCP BR5522 192.168.1.1

IPv4 DS RRESER 192.168.1.1

IPvd WINS FREES

EBH FetBIOS ove... &

Realtek PCIe GBE Family Controlle

£e80::5c15:8e10: aeb2: c1aB%13

o

[ 3-23  PC uf IP #iht- & F
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x|

Options B
General Irﬂ1PS Gauawavl Appean!le Suiﬂiml Exuatﬁnnsl Performance |1iuis I
Fiddler can debug traffic from any application that accepts a HTTP Proxy. All WinINET traffic is routed
through Fiddler when "File > Capture Traffic" is checked.

Learn more...
Fiddler listens on port: |8888 € [V Act as system proxy on startup
Copy Browser Proxy Configuration URL [¥ Monitor all connections [~ Use PAC Script
[~ Capture FTP requests [l DefaultLAN
[V Allow remote computers to connec(
[¥ Reuse client connections
¥ Reuse server connections Bypass Fiddler for URLs that start with:
<-oopback>; :J
[
Help Note: Changes may not take effect until Fiddleris restarted. oK I Cancel |

¥ 3-24 Fiddler 8% &

3.4.2 App wmIEBLENRRIEIZE

1. iEP %%
FIIFFHL T 78 g AMCHEAR 55 %8 1P ik Moo 0 5. 192, 168, 1. 41:8888, i “H &R~
¥ 4T JF Fiddler WEH T2 W m , 4i & 3-25 Frar,

“a=z D W 2141140

To

Fiddler Echo Service

GET / HTTP/1.1

Host: 192.168.1.41:8888

Connection: keep-alive

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Linux; U; Android 10; zh-Hans-CN; SEA-AL10 Bu
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/wel
Accept-Language: zh-CN,zh;q=0.9,en-US;q=0.8,en;q=0.7

Accept-Encoding: gzip, deflate

This page returned a HTTP/200 response

« To configure Fiddler as a reverse proxy instead of seeing this page, see
« You can download the FiddlerRoot certificate \

[ 3-25 Fiddler ik F #k 5 i

Pa; FiddlerRoot certificate 542300, F %% Fiddler iE 4. iEP F 2 l)G, B & T % ¢
14 FiddlerRoot. cer 47 iIE 35 22 3 |
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2. RIBIEE

R S T P B> WLAN B8 "3 R, 76 O 3% #2 WLAN B | K 4 25 3 i
i, qn il 3-26 fros,

TE G BRI 2% 7 0T, 0 H 2 A O 28 M0 DT . A R 2 3 T R AR B 3 Ol T Bl A
AR % 205 B LIRS 25 L4 192,168, 1. 41, IR 55 #5311 54 8888, &l 3-27

Ji 7R .

DT @ @0 [EN #1048 [-EF L) @ 41049
& WLAN ® < RD508
WLAN ([ @] (REX) _

i BAE
i [=EN {E MR MAC
BE WLAN &8
BREIR
S WLAN e =3
;IZ;;;B(W’%EEN) ,"-?" ENEHERHTTP 12, BREUATRF2E8
RD508 BERENEG
o] F§ WLAN
BIBRRILE 192.168.1.41

Tenda_1A47C0O
FFAY (5] £ ) B2 mL (- |
AAAAA a 8888
e .
DIRECT-A3-HP DeskJet 2600 series = HUATHREGIAIE:

= )
e example.com,mycomp.test.com,localhost
teacher =
mE 2

P DHCP

TP-LINK_2996DA =
e e
TP-LINK_D501
mE ) :VEC] RE

K 3-26  # sl WLAN $EI0 Kl 3-27 WLAN{CHIK &

A5 78 ) v i A% 33 9 HUAWEL Nova 5 Pro, 16/ [f] & B AU 5 (1 8% 5 i b ik
B WLAN fRE R SH EZS  EEAELS BB e g n e, WEEEdaEEREe
i R T Ik

WE SR T B E S PC Y Fiddler, X — R 2,

3.4.3 #H%K App imEOHIE

TERS ST T FHL S A ARE i AR R N A T A 4R . 7] LUA B Fiddler 2335 #LIA]
FHAREN TP AU CERAE S8 %] HE A7 T AR 213 52 5 48 R i 4 A B 18T 3-28 B
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# Progress Telerik Fiddler ¥eb Debugger o [ 3
File Edit Bules Tools View Help
) 43Replay X~ b Go | Strean [ , Keep: All sessions v @ Any Process #4Find [FlSave | 18] &) @ rrouse -Qchu Cache /T TextHizard | =
_Im'es_l_l_ﬂe-‘t Protocol | tost [ URL 2] [ Fader o [ | B tog | [ Fiters | = Timelne |
@297 posT 200 cgicol.amap.com /dataP.pelm/udoadData?dm @ statistics % tspectors ] e |
@298 PosT 200 HTTP cgicol.amap.com fuploadData?charu T | = | Svniaey ‘ ‘ | v | = ‘
@299 posT 200 HTTP cgicol.amap.com /dataPipeline fuploadData?charu
300 CONNECT 200 HTTP Tunnel to  ifs.tanx.com:443 | son [ |
#1301 CONNECT 200 HTTP Tunnel to  ifs.tanx.com:443 [Raw] [Header Definitions]
302 CONNECT 200 HTTP Tunnel to  ifs.tanx.com:443 [POST /amdc/mobi1eDispateh! 7=216462978 X£Ddy 1 6AKKYDAIG1e3wPWL,
3303 CONNECT 200 HTTP Tunnel to  ifs. tanx.com:443 Client
2304 CONNECT 200 HTTP Tunnel to  event. toggle.qq.com:443 Accept-Encoding: gzip
[El 305 eer 200 HIP ocsp2.globalsign.com /gsorganizationvalsha2g2/MEOw User-Agent: Dalvik/2. 1.0 (Linux; U; Android 10; SEA-AL 10 BuildHUAWEISEA-AL 10)
[B306 PosT 20 HTTPS  event.toggle.qq.com /report/feature-trigger-event Entity
(307 CONNECT 200 HTTP Tunnel to  ifs.tanx.com:443 Content-Length: 1207
(@308 CONNECT 200 HTTP Tunnel to  ifs.tanx.com:443 Content-Type: application/x-www-form-urlencoded
3309 CONNECT 200 HTTP Tunnel to  ifs. tanx.com:443 Transport
@310 CONNECT 200 HTTP Tunnel to  ifs.tanx.com:443 Connection: dose
@311 CONNECT 200 HTTP Host: amdc.m.tacbao.com
@312 CONNECT 200 HTTP
313 comEcT 200 HTTP
(81314 CONNECT 200  HTTP
316 CONNECT 200 HTTP Tunnel to - oauth-ogin-dren. platform. dban
317 CONNECT 200 HTTP Tunnel to - hwid-dren.platform.hidoud.com | Transformer | Headers | TextView | SyntaxView | ImageView | Hexview |
(318 CONNECT 200 HTTP Tumelto oauthogin-dren platform.dban| | webView | Auth | Caching | Cookies |[Raw | 30N [ |
#1319 comECT 200 HTTP Tunnel to - metrics 1.data. hidoud.com:644
HTTP/1.1 200 OK -

1320 CONNECT 200 HTTP Tunnel to  hwid-drcn.platform.hidoud.com | |server: Tengin :J
& 321 CONNECT 200 HTTP Tunnel to baidu.com:443 gggge"?kngl :g;ﬁggﬁigiﬁgégzc‘:‘a}'sug e

2 CONNECT 200  HTTP Tumelto_ hwid-dran platform.hicoud.com _ Jffonnection: clo: P
(323 CONNECT 200  HTTP Tunnel to  oauth-ogin-dren.platform.dbarf Xl i 27727 Saisnn 5
kS 4 Find... (press Ctrl+Enter to highiight all |[ viewinNoteoad |
[ Capturing [ = AlProcesses | | 1/363  http://amdc.m.taobao. 8plat droiday=5.

& 3-28 Fiddler $i3k App i L {5 8

3.5 Fiddler {& 15

Fiddler B 7 0T LASEELANEL | f# BT &

N DRI AR T RE B — Se R B D AR, AR AR

FHA AT LALE Fiddler @ JH B 5, AT 242

3.5.1 HWIEABTHI

N
hes

24 3 JH I3 B DB 66 T 7k

EPALE AR, B AR BIR 2 5 i $ O A H & 1Y Session, Fiddler #2447 — % &

AL uE I RE L 7E Filters ¥EI K 528,

Fiddler $&fit T 7 41id JE 2530 & HIR 58I Session By I8 BAARMEHI W3R 3-4.,

& 3-4 Filters i

1% T 0 1% T

F 5 wmeAaw i i
1 Hosts PEALAR I 25 7F FHLA T I8 Session DI fig
5 Client Process P HEAR R 245 %8 % i JE B2 4L UE Session M NAE, 2 Fiddler 5% 1
iy 75 AH [8] B E AL Bt 2 B AT
3 Request Headers PALARIE4A € Headers 80N 2513 U Session IINRE , 327 1E M ek
4 Breakpoints FR AR AR5 25 R TR P 1 T SR s 7 1 T P T e
5 Response Status Code PEALAR I8 45 5 B RS T 3 U8 Session BYZHRE , DL R 2L Uk
6 Response Type and Size | $2 AR 4 25 %€ w7 25 A 5l K /N3 J& Session AT fE
7 Response Headers B AR P8 45 2 A5 BONHL I 7 I Ik i 17 Sk A5 819 Zh fig
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ARATAURG] 3 A H P AL 72 b (o i i

1. Host EHLLiE

Host EHLIEIEA WA T 5] LT 5 1 DB LIE TR R A 3 DT No
Zone Filter.Show only Intranet Hosts.Show only Intranet Hosts, JFJ8 J5 7 DAk o 3 sk
H R o 5B W A Session, 2 2 MR8 E I Host THIFIZE, A 4 A~ 3. No Host
Filter (JC EHLIH 2 #%) . Hide the following Hosts,Show only the following Hosts,Flag the
following Hosts. JFJA )5 T LA 7R 5% Bk ok [ 45 & ML Session, AT LLXT 45 2 EHLAY
Session #AT MR I BN .

MR FE Fiddler RINBOK H H B RK Session, W% & FAMESCRWE 3-29 Arw.

cs= Telerik Fiddler Veb Debuggser =

File Edit Rules Tools Yiew Help

@) 4sReplay X~ b Go | §Strean @ Decode || Keep: All sessions ~ €BAny Process 34 Find [[lSave B8] (3) @Browse ~ RClear Cache T Textiizard |

-1
# [ Reques.. [ Result [ Protocol | Host | URL () statistics | L& Inspectors | # AutoResponder | [ Composer I
Eras ceT 20 HTPS www baidu.com -/ [ Fidder OrchestraBeta | i Fiddersaript | ] Log Fiters | = Timeine |
Elso cer 200  HTTPS www.baidu.com /sugrec?prod=pc_} e . ! hetil &
#s3  Ger 2200 HTTPS www.baidu.com /contenbsearch [ useFilters Nmﬁzdﬁe’rssfr’i‘;tw‘;fsgfc‘i’(k;i‘Z‘F_chsu":w:“’vetéje’ff”“9 [BiActions |
€955  GET 200 HTTPS www.baidu.com  /h Host: .
|-o zone Fiter - =
|Show only the following Hosts ‘ﬂ
www.baidu.com \ =
r—Client Proc
" show only traffic from | L‘
[~ Show only Internet Explorer traffic [ Hide trafficfrom Service Host
~Request Header
I show only if URL contains [
4 » [V! Hide if URL contains Ihb-UmZ-QQ-m
™ Flan requests with headers/ =
[ffcapturing [= AlProcesses | | 4 7

&l 3-29  Filters ¥ & i 18 H i R Session

2. Request Headers i1 &

Request Headers £ J8 47 5 Frask % 77 =X, A7 B4t B H rp %) 1 b ol R 2L DR RIOR . A3k
Show only if URL contains, 443 & URL B, J5 1 ) LA BR BAK B{E , 4] a0 % A www. baidu.
com, Hoid JE R 5 K 3-29 H Hosts F AL 98 M1 A, ok 4b B A TE U 3% 35 50 REGEX:
(2insx) /[*\?/] % \. (css|js|json|icoljpgl png|gif | bmp| wav) (\?2.%x )2 $ , IE W FE LK ZE
FI0 U] Ay 3k {i@ H# 3k Request Headers H' Content-Type 4 css.js.json.ico.jpg.png. gif.
bmp.wav FEHI Y Session.,

7)i% Hide if URL contains, 76 J5 AT 2 i 38K URL, 24 Fiddler #E17Hi3kAT & A
Bt U8 URL 4L & 48 € WA 1Y Session,

BB SE I N 25 AE Fiddler il R AE 8. W R T 24 C A 3K Session H #E 47 i
U W E B E A B AR Actions BE IR L, 76 58 Y 26 0T P £ % Run Filterset now, 2 i
3 AR Y Session 23 AR 15 B A 8 B0 U] BB £ 35, G151 3-30 FiTR .
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® Progress Telerik Fiddler ¥eb Debugger =] 3

File Edit Rules Tools View HNelp

@) #3Replay X+ P Go | §Strean || Keep: A1l sessions » @B)Any Process 34Find [[lSave | B8] () @Browse ~ RClear Cache T TextHizard | &
body [ caching [ Content-Type @) statistics | 14 nspectors | # AutoResponder | [ Composer
0 max-age=315... image/gif [ Fiddler ¢ Beta | S i I [E Log Filters I = Timeline
43 private, max-... image/gif : 2 T =
) ) ) Note: Filters on this page are a simple subsetof the filtering —I =
: PrIVAtE Ak ‘"‘age’g‘; ' UseFilters FiddlerScript offers (clickRules > Customize Rules). [Bactions 1 3
private, max-...  image/i — T
0 max-age=360... textfiavascript; charset=utf-8 -
0 Expires: Sat, ... application/octet-stream I’N" Zone Fiiter - j Load Filterset. ..
0 Expires: Tue, ... application/octet-stream [ o Fost Fiter - | G Tty
0 no-cache image/aif ;
13 application/json; charset=utf-8 www.baidu.com Help
618 application/x-javascript
0 no-cache image/gif _:] ‘ |
[~ Client Process:
I7] Show only traffic from =
[7] Show only Internet Explorer traffic I Hide trafficfrom Service Host
-Request Headers
7! Show only if URL contains [X:Cnsx)/[~ VI (cslisbonficopglpnglgitomplwav) (7975 €= ]
[¥ Hide if URL contains [b.cm2.0.com < qm— -
4 »
I Flag requests with headers]| =
p : I
r?_lj(‘a)um |? All Processes r| 1 y

&l 3-30 Filters ¥ & 1F W A S RN S g

3. Response Status Code i i

TE 32 O A, 0 SR 5 B O v sl HEBR 3R 28 i RO A6, W) Response Status Code i 38 7]
I X T 3K . Response Status Code i 38 I 4 & 5 4 m iy PR 25 A5 Bk L0 . Hide
success(2xx) ,Hide non-2xx,Hide Authentication demands(401,407) ,Hide redirects(300,
301,302,303,307) \Hide Not Modified(304) , ] LAAR g 52 By SR E 47 HE 4%

AR 7 481 35 5 B ) B2 IR A A5 R 2xx FF Sk Y Session, A ¥ Hide success (2xx) J5 » £

Actions—>Run Filterset now JEI, $AT 7 B8 ML , 25 R0 3-31 fios .
o

File Edit Rules Tools View Help

@) $pReplay X~ b Go | §Strean || Keep: A1l sessions v @ Any Process @A Find [BlSeve |18 () @Brovse ~ GRClear Cache T Texthizard | E
# Rfﬂ'! Protocol Host | URL @) statistics | 4 mspectors | % AutoResponder | 2 Composer
& 304 HTTPS  peindex-static.cdn.... /oyl [T B Fidder OrchestraBeta | &3 Fiddlersaipt. | ] Log Fiters | = Timeline
Ps T 304 HTTPS  hectorstatic.baidu.c... jcd3 =i
&7 e 304 HTTPS  pcindex-static.cdn.... fpcd ™ Break request on POST ™ Break request on GET with query string
17 CONNECT 5024\ HTTP Tunnel to  con I7 Break onXMLHttpRequest
™ Break response on Content-Type
Status Code
¥ Hide success (20¢) I Hide non-20¢ ™ Hide Authentication demands (401,407)
[T Hide redirects (300,301,302,303,307) ™ HideNot Modified (304)
Typeand Size:
[Shnw 2l Content Types LI ™ Time HeatMap I Block scriptfiles
I Block imagefiles
Hide smaller than =l KB
- _ EA - I Block SWF files
I” Hide larger than = [ Block CSS files
{eaders
™ Flagresponses thatset cookies
[ Flag responses with headers |
I7 Deleteresponse headers |
< »
[ set response header [
~
@ Capturing |? All Processes r| 4 4

3-31 ilters ¥ ¥ M B R 2508 3 g
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3.5.2 &M Fiddler 4 R RiEE
i L

72T AT i o Ay A i 4 B J7 358 BT AL ml A AR R — S8 A Bl R AR

L
Fiddler H iy 4 F 243 A W2, BRIk £ a5 2 M1 Script a4, # H a4 WL 3% 3-5 Ik 3-6.

R 3-5 Fiddler E HiEFEH S

W AW

i T

IR L URL F A& T 48 2 XA Y Session, ] W17 baidu. com, W ff A
URL W45 baidu. com CASHY Session Y42 %

select type

an S 3E BEm Y Headers F) Content-Type F 4555 % FP Y type FY Session .,
A select text/json, W FF A Wi i Headers H Content-Type A text/json FJ
Session ¥4 9 1% T

@host

IR E PRI K Headers F1 A9 Host F 41 & T 38 & Host B Session, i
@baidu. com, i3k Headers At Host A& baidu. com [ Session ] 4£x

I R WA B Y A K T 45 E F Y Session, 8] 40> 5000, T mi Rz Y45 K
T 5KB HJ Session B2 Wik th . 45 & K/NTT LU B AL, 4 40 KB MB, 44
I B Az i DT

o

Gn R 32k B e R PN 2N T4 8 T R Session, 5 40 <5000 , U i R P2 /1
T 5KB K Session ¥ £x g 1k i

= Method

IR K 9 HTTP J7 3k & 45 %€ B 19 Session, ] 4l = POST, W it 5
J3EF POST ik My il R ¥ &yl p

= ResponseCode

3 5 1) S IR 2SS 5 T 45 RE (E 1Y Session . ] i1 =304, =500

toolbar

4R Fiddler iy T RA2 2 7 2 B LY i A L 4, T AR T BB OB

R

about: config

7R Fiddler M #L WAL & % H B 25 1T A 192 5 K% HAH

tearoff

14 Inspectors &5~ A & 1o & 1007 8 i H R

& 3-6 Fiddler & F Script #§ %

w

dn

Gl

WO’

cls

T 25 210 9 3 L 30 TR T BB B9 — 8 I 2

bps

S W97 5 2 5 RE (BB Session 81 2 W R B AN bps 304 . BT A IR N A5
304 Y Session 123 WA 22 W ST W7 5 L 0 R H AR S bps A4 00w
LB W s

bpm

4 HTTP ik 45 E (G K Session B & R IT 45, B 41 bpm POST, AT &
&R H 750 POST BY Session 3429l A #E1E K W o5, 0 R AR S50
bpm fiy 4, W AT LI W

bpu

A URL 838 58 SCA 9 Session BIEE I 3K Wi 5, #7140 bpu index. html, fAf
A5k URL Hf index. html 7Bt A Session ] £ 4 41 & 17 3R Wi A&, 0 5
AR S bpu A4, WA RLERCE B S
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gk

F S e aEW # iR

N URL & 38 2 XA 1) Session B/ & 0 [ B 15 . 1 4 bpafter userinfo, ff
5 bpafter AW URL F 47 userinfo 7Bt ) Session )2 9% 41 & mig b Wr o5, 40 B
AR ZH bpafter a4, W AT LLEUTH W7 5

M 2235 %1 2%, i 238 51) 6 Session BETA K T E 5 H . 640 tail
120, A LA 235 51 & AL % 1 Session A KT 120

Y BT 21 51 2 3l 3K B 9 T A Session 14 77 #l Captures 314 3 H i1
dump. saz X H, dump. saz B B FE C: \ Users\ Demon\ Documents\
Fiddler2\Captures(Fiddler B % % i 4% , 52 & "] R 35 Fiddler Y H {4 2 3%
i BT A

8 start/stop PG /O P e AR A 5

M B% 2% 4 510 & b o B R W A 45 8 MIMEtype ) I H Session, #il 4
9 keeponly keeponly json/ , % £ 1 41 & Hh Jir 45 1 i P 28 A J& JSON £ 1) Session i
A7 1 5 4 3

10 quit 2 Fiddler
Fiddler P4 s 5 3 A 2 A6 8 2 F2 vb o] Die A LA 5 i Dbl g, DL e Ok 38 o
FHRCE PR/ o] LA R AR E A 4R B . Fiddler & F 9 DAt f 0L 3R 3-7,
& 3-7 TFiddler & BRiER

6 tail

7 dump

F S wEAEW # i
1 ALT+Q AT E AL AE A A AT XA HE
2 CTRL+R $TFF FiddlerScript 0 I 2 46 £
3 CTRLA+E FTIF TextWizard
4 CTRL~+Down PP &5 51 R P AR — > Session
5 CTRL-+Up 1k 235 5 R P ) b —4 Session
6 CTRL+T YJ 4 = Inspectors BET K H) TextView T Il
7 CTRL+H PJ#e & Inspectors T K [ HeaderView T 3£ <
8 CTRL++ FARK /NN 1pt (e R AT #m3) 32pt)
9 CTRL+— FRF/N/N 1pt /N3 s 7po
10 CTRL+0 B AR K /NVK E B BRIAAE (8. 25pD)
11 CTRL+M fe/ME Fiddler % 11

3.5.3 EOMMEREE

MERPE AL T R A0 0 B st L 2 03 R TG ik 1E B3R [l i R RO . s R W
:ﬁﬁl*l?l@ﬁ}h%i‘%sf’ﬁ BN W) F- & 1645 5 2x B 25T L S R R 23R B A AE

B 76 M G PR A T Al S5 i R S A — e B R ME . Fiddler R LLSE & ma 7 44 Al Sk 58 B 2
%Dﬂ?ﬁﬁtTﬂEo

Fiddler £ AutoResponder #EMi < H &4t T P44l % B D e . A7 7 1 38 1k ) B8 25 17 7]
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T RE T UL g P AR S AR [ P A Il E AR R, B — A P AR ERE S A4 R
responselnfo. txt, G AR .

//chapter3/responselnfo. txt

{
user : 'Thinkerbang',

info : "WH MBS T RIS 4, Wk A ER T,
Maintainer : 'F#Z#H]"
}

B SO i A% A BN GB 2312 8 UTF-8 &2, B 1k SC N 4 B8 A ELAY .
FTIF Fiddler, % # AutoResponder & 5l 5, /) £ Enable rules. Unmatched requests

passthrough #EI0, 2k /5 iy Add Rule #% 4, 7F Rule Editor i ARk URL Fl )i P 25 3C
PFB% AR, iy Save HELORAF BB 09N ZS, AIAL 3-32 iR,

{5 Fiddlerscript | El tog |

[4] Fiters | "= Timeline I
@ statistics | & Inspectors > AutoResponder

| 4 composer | [ Fiddier Orchestra Beta

Fiddler can return previously generated responses instead of using the network,

Help
¥ Enable {IS I~ Acceptall CONNECTs ¥ UKabched requestspassthrough [~ Enable Latency

AddRue | mport.. | Growp |

—Rule Editor

Ihhps://www,baidu.com =~

| Test.. save |

_ﬂ ™ Match only once

with... [
E:\24%£$# 00575 Bookcodes\chapter03yespo...

e
E:\&: 442 01 4548 Bookcodes\chapterd3Yresponselnfo. txt

If request matches... then re
https://www.baidu.com

[% 3-32  AutoResponder $4 1% &

FT TR0 50 2%, Sy AT 48 /R BT A9 URL Wk https://www. baidu. com, % Enter §#,
Y A% U0 TE 2 R P AR A ] 3-33 TR

(=[=] % ]
'3‘ https://www. baidu. com x -+ v
(— G 0 # baidu. com e D -

{
user : Thinkerbang’,
info : "EMARTRSYS . MBEATRES,

Maintainer : ~ &R’

H

P 3-33 I YE RRIR I 044 P
F It Fiddler T BE Y AR DFRE T .



