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(I
i

LA

A
T

SR E

\l_g

e

BRI R — D B EALZ D BT A — A ML, Tk E R BT — )
fig b A BRI S BT DLGE B AN AR AR AR P B R TR ML, 2R E E
ek AREE A A ET KVM LR E BRI,

AEER

Q BRI R,

Q L1 e EPLM S .

Q L2 5] KVM 15 EHLAY AL & .

Q L2 45 VMware ESXi 15 EHLAY L& ,

Q L2 25 Microsoft Hyper-V 15 EHLAYEL & .

3.1 MEEMMLHEE

F T PRUE R UL T & 1% e e BOAE AT L1 205 (AR A 55 —J2) 9 Hypervisor
S BEAE HAB RS ] CPU 0y g AL T RE , B LA B (%) Mg S AE 032 75 78 4 Hypervisor T,

WRAE L1 50/ Hypervisor FJR 8l 1 X ik £ HE UK B SRy B0 2 o) H g L2 JF
i E ALY XS LAT LTS L2 90501 Hypervisor, Z 36 If4247 A & 1 B SIAL .
W 3-1 fros . B Sk s i A R AL e

.........................................

L, _KwM [, _ESXi L, _ Hyper-V
De=lmg De=pmig D=}
* * *
CentOS 8.3 KVM
Oe=jpp
1t
il oom, pE
i O

CPU [A{¢ M R
F 3-1 & ML B

L1
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TR E AL TR LT A L2 S S Hypervisor, RHEL/CentOS 8.2 J 5
R RRAS 21 525 Intel CPU LR E B HIILTIEE . Red Hat 4 F B HT{LAE Intel CPU R E

HE PLAE B (B AR S8

£ AMD.IBM POWERY il IBM Z &% I e E BRI /E B HE A

Y B AL, PR K Red Hat 28 )AL 2 F7 IR 55 .
FIHY Linux ZAT A G CentOS 7. 2, Tk 52 B Microsoft Hyper-V 2012 Fl 2016
ik ERL, MERARMARE,RHEL/CentOS 8. 3 1] LAFR i #b 37+ Microsoft Hyper-V
2019 M &R

3.2 L1 EZANBEENHESR

i B AL X ‘ﬁ L1 z&%u Hypervisor fig EHLAYE (F 2R AR . T A 5256 A
£ HP 2420 TAE3 38

# 1shw - short

i Ishw A& A LA B s plaa T .

Description

H/W path Class
system
/0 bus
/0/0 memory
/0/4 processor
/0/4/5 memory
/0/4/6 memory
/0/4/17 memory
/0/44 memory
/0/44/0  memory
/0/44/1  memory
/0/44/2  memory
/0/44/3  memory
/0/44/4 memory
/0/44/5 memory
/0/44/6 memory
/0/44/7 memory
X A6 BV —

HP 7420 Workstation (LJ449AV)

1589

64KiB BIOS

Intel(R) Xeon(R) CPU E5 — 2670 0 (@ 2.60GHz

512KiB L1 cache

2MiB L2 cache

20MiB L3 cache

32GiB System Memory

8GiB DIMM DDR3 Synchronous Registered (Buffered) 1333 MHz (0.8 ns)
DIMM Synchronous [empty]

8GiB DIMM DDR3 Synchronous Registered (Buffered) 1333 MHz (0.8 ns)
DIMM Synchronous [empty]

DIMM Synchronous [empty]

8GiB DIMM DDR3 Synchronous Registered (Buffered) 1333 MHz (0.8 ns)
DIMM Synchronous [empty]

8GiB DIMM DDR3 Synchronous Registered (Buffered) 1333 MHz (0.8 ns)

16 #Z% 1y Intel(R) Xeon(R) CPU E5-2670 0 @ 2. 60GHz,32GB NA¥.

16 H |22 %% CentOS 8. 3 34T T+ . FH RS I RUA {5 BANF «

# cat /etc/redhat - release
CentOS Linux release 8.3.2011

H uname - a
Linux localhost. localdomain 4.18.0 — 240.el18.x86_64 # 1 SMP Fri Sep 25 19:48:47 UTC 2020 x86_
64 x86_64 x86_64 GNU/Linux
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HP 7420 TAEuH BIOS 2R T e 004 32 F5 L v] LUGE 33 /8 A /proc/ cpuinfo J& 15 413
/a\ vimzx *H ept *ﬁ;u\%ﬁﬁm’ﬂ—‘{ﬁj Dé\ﬁu—F:

# cat /proc/cpuinfo | egrep '(vmx|ept)'

flags : fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov pat pse36 clflush
dts acpi mmx fxsr sse sse2 ss ht tm pbe syscall nx pdpelgb rdtscp lm constant tsc arch perfmon
pebs bts rep good nopl xtopology nonstop tsc cpuid aperfmperf pni pclmulgdg dtes64 monitor ds_
cpl vmx smx est tm2 ssse3 cx16 xtpr pdcm pcid dca ssed 1 ssed 2 x2apic popcnt tsc _deadline timer
aes xsave avx lahf 1Im epb pti ssbd ibrs ibpb stibp tpr shadow vnmi flexpriority ept vpid
xsaveopt dtherm ida arat pln pts md clear flush 11d

KA WAZ S RO IR T T B R L SCHF L s Bl e T

# cat /sys/module/kvm_intel/parameters/nested
0

IRk 1B Y, MR R E LM TizhaE. R ar AR E 0 BN, W SR IR R
JEH .

EENLE LD RF DA ROR /&S £ L R S

55 1 A7k 2 modprobe 4 HEAT IR I A5 75 ] i 4 A0 F

# modprobe - r kvm_intel

# modprobe kvm_intel nested =1

Jeifid modprobe Ay HIZ kvm_intel B, 4K J5 {# FHEE T nested=1 3 IR E 8.
55 2 Moy ik R AB BUBE SO/ ete/modprobe. d/kvm. conf H I, X AL AT DLFE R R E
Bn shis FALZ G —EHAR L RSPl IT .

# vi /etc/modprobe. d/kvm. conf

# Setting modprobe kvm_intel/kvm amd nested = 1

# only enables Nested Virtualization until the next reboot or
# module reload. Uncomment the option applicable

# to your system below to enable the feature permanently.
£

# User changes in this file are preserved across upgrades.
#

# For Intel

# options kvm_intel nested = 1

options kvm intel nested =1

#

# For AMD

# options kvm_amd nested = 1
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W& AMD (¥ CPU, | 3
[ e S N [ I F e (T

# modprobe - r kvm_amd
# modprobe kvm_amd nested = 1
# vi /etc/modprobe. d/kvm. conf

o

options kvm amd nested =1

LR Z R A kvm_amd,

Wi 4% N kvim_amd nested, Ff

3.3 L2ZH KVMBEHHEE

S L2 A KVM 15 EHLEE T CentOS 8. 3, % F ik 5@ KVM &4k 15

EYLAAR
3.3.1

GRE T
MmAWT .

1 virsh edit #

# virsh edit centos8. 3

¥ A cPU 25

< cpu mode = 'custom' match = 'exact' check =
'forbid'> SandyBridge — IBRS </model >

<model fallback =
< vendor > Intel </vendor >

< feature policy = 'require' name =
< feature policy = 'require' name =
< feature policy = 'require' name =
< feature policy = 'require' name =
< feature policy = 'require' name =
< feature policy = 'require' name =
< feature policy = 'require' name =
< feature policy = 'require' name =
< feature policy = 'require' name =
< feature policy = 'require' name =
< feature policy = 'require' name =
< feature policy = 'require' name =
< feature policy = 'require' name =
< feature policy = 'require' name =
< feature policy = 'require' name =
< feature policy = 'require' name =

< feature policy = 'require' name =

M S PLAC B (InteD)
for A 16 B K LB I T B SO0 T B G4 CPU ik

ZN |

'full'>

'vme'/>

'ss'/>

'pcid'/>

'hypervisor'/>

'arat'/>

'tsc_adjust'/>

'umip'/>

'md — clear'/>
'stibp'/>

'arch — capabilities'/>
'ssbd'/>

'xsaveopt'/>
'pdpelgb'/>

'ibpb'/>

'amd — ssbd'/>

'skip — 11df1 — vmentry'/>
'pschange — mc — no'/>



$3F  LUmEEML [P 139

2,

</cpu >
Bl

< cpu mode = 'host — passthrough'/>

R L1 g EVLR R Intel B CPU, 38 i3 % < cpu mode= 'host-passthrough'/>,
AT DA L2 i EHR L1 18 EVL—FEEH CPU By b RRE
WA L virt-manager 38 B IIPL CPU B, T 3-2 Fiw .,

¥ kvm1 on QEMU/KVM = o x
File Virual Machine View Send Key
- W o ~ | B o>
B overview Detalls XML
ot : e
g 08 information cPUs
Jl Performance Logical host CPUs: 16
CPUs
Current allocation: 2 - +
B Memory
% Boot Options Maximum allocation: | 2 - +
@ YHIODik1 Configuration
(& SATACDROM1 [_] Copy host CPU configuration
Q NIC 018074 Model: | host-passthrough v | -—
g NIC :e9:49:5¢ - - .
[_] Enable available CPU security flaw mitigations
B NIC 1134973
R s » Topology
i 8 - - -
Add Hardware Cancel Apply

& 3-2  fF virt-manager % BB CPU & 1

H Al Cockpit ¥ A S RpE 2 UMLK CPU [,
S 2 L2 0 B Il CentOS 8. 3,3 SSH &5t , m il S F .

# virsh start centos 8.3

Domain centos8. 3 started

# virsh domifaddr centos 8.3
Name MAC address Protocol Address

vnet0 52:54:00:ff:a7:9a ipvd 192.168.122.146/24

# ssh 192.168.122.146
root(@192.168.122.146's password:

Activate the web console with: systemctl enable —— now cockpit. socket

L2 & 4E EALM TP Hohl & 192, 168. 122, 146, {fi ] SSH & % . @id EPIIL I E T A
virt-host-validate A7/ 2 , /R Bl a2 00 °F -
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[root(@ localhost ~ ] # virt — host — validate

QEMU: Checking for hardware virtualization : PASS
QFEMU: Checking if device /dev/kvm exists : PASS
QEMU: Checking if device /dev/kvm is accessible : PASS
QFEMU: Checking if device /dev/vhost — net exists : PASS
QEMU: Checking if device /dev/net/tun exists : PASS
QEMU: Checking for cgroup 'cpu' controller support : PASS
QEMU: Checking for cgroup 'cpuacct' controller support : PASS
QEMU: Checking for cgroup 'cpuset' controller support : PASS
QEMU: Checking for cgroup 'memory' controller support : PASS
QEMU: Checking for cgroup 'devices' controller support : PASS
QEMU: Checking for cgroup 'blkio' controller support : PASS
QEMU: Checking for device assignment IOMMU support : WARN (No ACPI DMAR table found,
IOMMU either disabled in BIOS or not supported by this hardware platform)
QEMU: Checking for secure guest support : WARN (Unknown if this platform

has Secure Guest support)

b 25 A UL P e e B R .
BR: ST HEEMAEIRIRIE, T LS IOMMU #= Secure Guest support %
LR S

EF L2 90018 ENLR CPU Jg Pk il a2 T

[ root(@ localhost ~ ] # cat /proc/cpuinfo | grep model

model : 45
model name : Intel(R) Xeon(R) CPU E5 — 2670 0 (@ 2.60GHz
model : 45
model name : Intel(R) Xeon(R) CPU E5 — 2670 0 (@ 2.60GHz

[ root(@ localhost ~ ] # cat /proc/cpuinfo | grep vmx

flags : fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov pat pse36 clflush
mnx fxsr sse sse2 ss syscall nx pdpelgb rdtscp lm constant tsc arch perfmon rep good nopl
xtopology cpuid tsc_known freq pni pclmulqgdg vmx ssse3 cx16 pcid ssed 1 ssed 2 x2apic popcnt
tsc_deadline timer aes xsave avx hypervisor lahf 1lm cpuid fault pti ssbd ibrs ibpb stibp tpr_
shadow vnmi flexpriority ept vpid tsc_adjust xsaveopt arat umip md clear arch capabilities
flags : fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov pat pse36 clflush
mnx fxsr sse sse2 ss syscall nx pdpelgb rdtscp lm constant tsc arch perfmon rep good nopl
xtopology cpuid tsc_known freqg pni pclmulgdg vmx ssse3 cx16 pcid ssed 1 ssed 2 x2apic popcnt
tsc_deadline timer aes xsave avx hypervisor lahf lm cpuid_ fault pti ssbd ibrs ibpb stibp tpr_

shadow vnmi flexpriority ept vpid tsc_adjust xsaveopt arat umip md clear arch capabilities

TE L2 #0055 FHL CentOS 8.3 L, v LIFF] HP Z420 TAEui 69 CPU A5 R Rk,
FERNEE S €% & i S T I = = | 2 L5 N 1| B = (RO I SR I £ o A B (e | R e =95
APLZEML, X BN TR,
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2,

3.3.2 JEMHLACE (AMD)

IR L1 20 E EHCR R AMD B9 CPU, B & L2 2% 5075 S HLE 7 1 508 Intel
B CPU 4L, 265 lE ML CPU BE B 4 ] host-passthrough B, /R il e &40 F .

# virsh edit centos 8.3

H cru B Bl

< cpu mode = 'host — passthrough'/>

R ER L2 9518 EVLEE AR € 89 CPU i A2 host-passthrough, W7 7 CPU it &
FrsIN< feature policy= 'require' name="vmx'/>, /R Bl ;

# virsh edit centos 8.3
¥ cru BB ECH

< cpu mode = 'custom'match = 'exact'check = 'partial'>
<model fallback = 'allow'> Haswell — noTSX </model >
< feature policy = 'require' name = 'vmx'/>

</Cpu >

3.4 L2 Z5 VMware ESXi B EHIRELE

3.4.1 VMware ESXi |k 5Zedk

VMware vSphere Hypervisor ESXi J&— /gl ™= i B /& VMware 24 ®l #2417 60 KX
AR . R 9 S5 56 1 iUA /2 VMware vSphere Hypervisor (ESXi) 6. 7.y 1SO 3L
PR 28 M4 https://my. vimware. com/en/web/vmware/evalcenter? p={free-esxi6,

TE T T h 2 R SCPF MDS B SHA R 2AE 2 an il 3-3 iR,

Download Packages

=) Your downloads are available below

= VMware vSphere Hypervisor 6.7 Update 3 - Binaries

VMware vSphere Hypervisor (ESXi IS0) image (Includes VMware Tools)

2019-08-20167.0U3 | 314.66 MB | so Manually Download

Boot your server with this image in order to install or upgrade to ESXi (ESXi requires 64-bit capable
servers). This ESXi image includes VMware Tools.

MDSSUM("): cafb95se04245eb3e93fad1602b0fd3b
SHATSUM ['] 415f08313062d1Bd46162dcB1a009dbdbc59b3b
SHA2565UM ['j fcbaad4cd952abd9e629113108/46a0408444050897637 275055917623 ba0

3-3  VMware vSphere Hypervisor 6. 7 X 4815 B



142 | FEIULKVMBER L%

T 2RI o S B ik 28 £ B AR A B T 2SR Se B R Bl A 2 I E

# md5sum /iso/VMware - VMvisor — Installer - 6.7.0.update03 - 14320388.x86 64.iso
cafb95ae04245eb3e93fed1602b0fd3b /iso/VMware — VMvisor — Installer — 6. 7. 0. update03 —
14320388.x86_64. iso

i F Cockpit #1 virt-manager ¥ A & & ESXi BI#AE R G S50, I UL 75 Bl i virt-

install 2K B RENZ 21T ESXi M HEBIHL, R Bl Ay 2 W F

# virt - install -- name = esxi6.7u3 \

-- cpu host - passthrough \

--ram 4096 -- vcpus =4\

-- virt - type =kvm -- hvm \

-- cdrom /iso/VMware - VMvisor - Installer — 6.7.0.update03 - 14320388.x86 64.iso \
- - network bridge = virbrl, model = e1000 \

-- graphics spice, listen=127.0.0.1 \

- - graphics vnc \

-- video gxl \

- - disk pool = vm, size = 80, sparse = true, bus = ide, format = qcow2 \

— - boot cdrom, hd —- noautoconsole —-- force

LR LN IS4,

(1) CPU.: host-passthrough,

(2) MR3EA. E1000,

(3) WifkH 28, 1DE,

(4 BREM. QXL,

R ESXi 09 AR 59 R AR 42, X 2% 2 InE 09 AR A R A 69204,
M ISO SCHFJR B AL, 25 th 22 6 1) ESXi 51 33 5, &l 3-4 Fs .

¥  esxi67u3 System running | Shut Down

Overview Usage Disks Network Interfaces Consoles

Console Type Graphics Console (VNC) - Sendkey ~ Disconnect

B 3-4 ESXi %35 G338

TEXRID B % |, 3% Enter &, W& 3-5 s .
¥ P11 845329, anE 3-6 Frw .,
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VMuare E5SXi 6.7.0 Installer

(Esc) Cancel (Enter) Continue

[ 3-5 22k ESXi 1 fE A

(ESC) Do not Accept (F11) Accept and Continue

¥ 3-6  ESXi 1y Al Bl

% Enter #1650k 24 O BOA 224 K 5 il 3-7 B .

ATA GENU HARDD 15K (118.ATA QENU_HARDOISK...) B9.8d GIB

(Esc) Cancel (F1) Details (F5) Refresh (Enter) Cont inue

Kl 3-7 B PRE R ST PR R A

B 86 Rk US Default. 3% Enter 8. W& 3-8 s .
A root FIRIR S, WA 3-9 Fi/R .

AR WCE) CPU s B # i3 A 1S 4 AT 4% Enter SE4KZE, U118 3-10 Fi7R .
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Us Default

-

o

Passuords match.

(Esc) Cancel (F9) Back {Enter) Cont inue (Esc) Cancel (F9) Back (Enter) Cont inue

3-8 PR & 3-9 'E root 1Y%

(Esc) Cancel (F9) Back {Enter) Cont inue

& 3-10 B3RS

BIAKE 2 2 7E HARRE R 4% F11 8T fn 2 e . &l 3-11 Fiow .

install

(Esc) Cancel (F9) Back (F11) Install

Bl 3-11 A2 H A ik

LR FEAR DR . e 2R A B b 2 WoR HERE % A 3-12 R

(B 3-12 4¢3 gk i

LALGE RS AR W 23N B, i 3-13 B,
R R )G .2 ESXi IR 55 2508 LA D00 . a1 3-14 s . ol DUl R 30 06 8% 5
[l 5% b s B ik X R — IR R E AT Web BB T H,
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Renove the installation media before rebooting.

(Enter) Reboot

K 3-13 %58 W

VHuare ESXi 6.7.8 (VMEernel Release Build 143283883
Red Hat KVH

4 x Intel(R) Xeon(R) CPU E5-2670 B §@ 2.60GHz
4 GiB Menory

To manage this host go to:
http://192.168.1.210/ (DHCP)
http://[FeB0: :5054:(F :Fedf :c3I721/ (STATIC)

<F2> Custonize Systen/Vieu Logs <F12> Shut Doun/Restart

B 3-14  ESXi g4 09 A O 0T

WAl DLFE F2 B fi ATE 22 265 B TP B Y root BT XFERL S HE A RGICE ST, W]
PAAE P o8 J— S8 f SRR B B2 AN 3-15 o

Systen Customization Configure Passuord

Vieu Support Infornation
Reset System Configurat ion

K 3-15 RGEWHEN M

3.4.2 VMware ESXi &

Bt Web W) %2 #5 (LU FI X HTMLS 2 F5 H &8 6 B9 3 %2 2% , 4 Chrome, Firefox 4§)
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FTIF ESXi 048 B U 6 1] root B 7 44 FIE 5 %5 5% I 3-16 Fis

4% Virtual Machines - root@lvm1 X BE - VMware ESXi b +

€ - C A F&z| 192168.1.230/ui/#/login v O

I
vmware ESXi
EB——

Kl 3-16 VMware Host Client & 5 FL1f

X JE— HTML/JavaScript B N FHRR . J& 1 ESXi EHL H R4t m s R
T, & 3-17 Frs .

** Virtual Machines - root@dem1 X localhostyunedata.com - VM, X +
&« 5 C A F&=s| 192.168.1.230/uif4/host/ms s e :
vmware ESsXi

T dERrTEE Y,

v CASH~ ®AE.~ ek v £ v =
HamwEL
BREDRNE

& 3-17 VMware Host Client 3 %1



