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#include"memory.h"

Hinclude"stdio.h"

enum{ENCRYPT, DECRYPT}; //ENCRYPT:fll% , DECRYPT: fif %

void Des Run(char Out[8], char In[8], bool Type =ENCRYPT) ;

/1R B

void Des SetKey(const char Key[8]);

static void F_func(bool In[32], const bool Ki[48]); / /£ K%L
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static void S_func(bool Out[32], const bool In[48]); //s B
/ /724

static void Transform(bool * Out, bool * In, const char * Table, int len);
static void Xor (bool * InA, const bool * InB, int len); / /5
static void RotateL(bool * In, int len, int lool); /B LEFE
/AT A A 2

static void ByteToBit (bool * Out, const char * In, int bits);

/ /0 L 4 i T

static void BitToByte (char * Out, const bool * In, int bits);

/B TP R

const static char IP Table[64] ={
58,50, 42, 34,26,18,10,2, 60,52, 44, 36,28,20,12, 4,
62,54, 46,38,30,22,14, 6, 64,56, 48, 40,32, 24, 16, 8,
57,49, 41,33,25,17,9,1,59,51,43,35,27,19, 11, 3,
61,53,45,37,29,21,13,5,63,55,47, 39, 31,23,15,7

b

[/ ER TP R

const static char IPR Table[64] ={
40,8,48,16,5624,64,32,39,7,47,15,55,23,63, 31,
38,6,46,14,54,22,62,30,37,5,45,13,53,21,61, 29,
36,4, 44,12,52,20,60,28,35,3,43,11, 51,19, 59, 27,
34,2,42,10,50,18,58,26,33,1,41,9,49,17,57, 25

i

//E AR

const static char E Table[48] ={
32,1,2,3,4,5,4,5,6,7,8,9,
8,9,10,11,12,13,12,13,14,15,16,17,
16,17,18,19,20,21,20,21,22,23,24,25,
24,25,26,27,28,29,28,29,30,31,32,1

i

/ /P B

const static char P _Table[32] ={
16,7,20,21,29,12,28,17,1,15,23,26,5,18,31, 10,
2,8,24,14,32,27,3,9,19,13,30,6,22,11, 4,25

i

//PCL AL 3R

const static char PCl Table[56] ={
57,49, 41, 33,25,17,9,1,58,50, 42, 34, 26, 18,
10,2,59,51,43,35,27,19,11, 3,60, 52, 44, 36,
63,55,47,39,31,23,15,7,62,54, 46, 38, 30, 22,
14,6,61,53,45,37,29,21,13,5,28,20,12,4

i

//PC2 ALK

const static char PC2 Table[48] ={
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14,17,11,24,1,5,3,28,15,6,21,10,
23,19,12,4,26,8,16,7,27,20,13, 2,
41,52,31,37,47,55, 30,40, 51, 45, 33, 48,
44,49,39,56,34,53,46,42,50,36,29, 32

bi

/1R RR

const static char LOOP Table[1l6] ={
1,1,2,2,2,2,2,2,1,2,2,2,2,2,2,1

}i

//s &

const static char S Box[8][4][16] ={
//S1
14,4,13,1,2,15,11,8,3,10,6,12,5,9,0, 7,
0,15,7,4,14,2,13,1,10,6,12,11,9,5, 3,8,
4,1,14,8,13,6,2,11,15,12,9,7,3,10,5,0,
15,12,8,2,4,9,1,7,5,11,3,14,10,0,6,13,
//52
15,1,8,14,6,11,3,4,9,7,2,13,12,0,5,10,
3,13,4,7,15,2,8,14,12,0,1,10,6,9,11, 5,
0,14,7,11,10,4,13,1,5,8,12,6,9,3,2,15,
13,8,10,1,3,15,4,2,11,6,7,12,0,5,14,9,
//S3
10,0,9,14,6,3,15,5,1,13,12,7,11,4,2,8,
13,7,0,9,3,4,6,10,2,8,5,14,12,11, 15,1,
13,6,4,9,8,15,3,0,11,1,2,12,5,10,14, 7,
1,10,13,0,6,9,8,7,4,15,14,3,11,5,2,12,
//S4
7,13,14,3,0,6,9,10,1,2,8,5,11,12, 4, 15,
13,8,11,5,6,15,0,3,4,7,2,12,1,10,14, 9,
10,6,9,0,12,11,7,13,15,1,3,14,5,2,8,4,
3,15,0,6,10,1,13,8,9,4,5,11,12,7, 2,14,
//85
2,12,4,1,7,10,11,6,8,5,3,15,13,0, 14,9,
14,11,2,12,4,7,13,1,5,0,15,10,3,9, 8,6,
4,2,1,11,10,13,7,8,15,9,12,5,6,3,0, 14,
11,8,12,7,1,14,2,13,6,15,0,9,10, 4,5, 3,
//56
12,1,10,15,9,2,6,8,0,13,3,4,14,7,5,11,
10,15,4,2,7,12,9,5,6,1,13,14,0,11, 3,8,
9,14,15,5,2,8,12,3,7,0,4,10,1,13,11, 6,
4,3,2,12,9,5,15,10,11,14,1,7,6,0,8,13,
//S7
4,11,2,14,15,0,8,13,3,12,9,7,5,10,6,1,
13,0,11,7,4,9,1,10,14,3,5,12,2,15,8,6,
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1,4,11,13,12,3,7,14,10,15,6,8,0,5,9, 2,
6,11,13,8,1,4,10,7,9,5,0,15,14,2,3,12,
//S8
13,2,8,4,6,15,11,1,10,9,3,14,5,0,12,7,
1,15,13,8,10,3,7,4,12,5,6,11,0, 14,9, 2,
7,11,4,1,9,12,14,2,0,6,10,13,15,3,5,8,
2,1,14,7,4,10,8,13,15,12,9,0,3,5,6, 11
bi
static bool SubKey[16] [48];
void Des Run(char Out[8], char In[8], bool Type) {
static bool M[64], Tmp[32], * Li =&M[0], * Ri =&M[32];
ByteToBit (M, In, 64);
Transform(M, M, IP Table, 64);
if (Type ==ENCRYPT) {
for (int 1 =0; 1 <16; i++) {
memcpy (Tmp, Ri, 32);
F func(Ri, SubKeyl[i]);
Xor (Ri, Li, 32);

memcpy (Li, Tmp, 32);

}
else {
for (int i =15; 1 >=0; i--) {
memcpy (Tmp, Li, 32);
F func(Li, SubKeyl[i]);
Xor(Li, Ri, 32);

memcpy (Ri, Tmp, 32);

}
Transform(M, M, IPR Table, 64);
BitToByte (Out, M, 64);
}
void Des SetKey(const char Key[8]) {
static bool K[64], * KL =&K[0], * KR =&K[28];
ByteToBit (K, Key, 64);
Transform(K, K, PCl Table, 56);
for (int 1 =0; 1 <16; i++) {
RotateL (KL, 28, LOOP Table[i]);
RotateL (KR, 28, LOOP Table[i]);

}

void F_func(bool In[32], const bool Ki[48]) {
static bool MR[48];
Transform(MR, In, E Table, 48);
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Xor (MR, Ki, 48);
S func(In, MR);
Transform(In, In, P Table, 32);
}
void S func(bool Out[32], const bool In[48]) {
for (char i =0, j, k; 1 <8; i++, In +=6, Out +=4) {
j =(In[0] <<1) +In[5];
k=(In[l] <<3) +(In[2] <<2) +(In[3] <<1) +In[4];
ByteToBit (Out, &S Box[i][]][k], 4);

}

void Transform(bool * Out, bool * In, const char * Table, int len)
static bool Tmp[256];
for (int i =0; 1 <len; i++)
Tmp[i] =In[Table[i] -1];
memcpy (Out, Tmp, len);
}
void Xor (bool * InA, const bool * InB, int len) {
for (int 1 =0; 1 <len; i++) {

InA[i] "=InB[i];

}
void RotateL(bool * In, int len, int loop)
{
static bool Tmp[256];
memcpy (Tmp, In, loop);
memcpy (In, In +loop, len —loop);
memcpy (In +len -loop, Tmp, loop):;
}
void ByteToBit (bool * Out, const char * In, int bits) {
for (int i =0; i <bits; i++)
Out[i] =(In[i / 8] >> (i %8)) & 1;
}
void BitToByte(char * Out, const bool * In, int bits) {
memset (Out, 0, (bits +7) / 8);

for (int i =0; 1 <bits; i++)

Out[i / 8] |=In[i] << (1 %8);
}
int main ()
{
char key[8] ={1,9,8,0,9,1,7,2 }, str[] ="test";

puts ("Before encrypting");

puts(str);

{
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Des_SetKey(key);

Des Run(str, str, ENCRYPT);
puts ("After encrypting");
puts(str);

puts ("After decrypting");
Des Run(str, str, DECRYPT);
puts(str);

return 0;

}
BATEIR WA 3-2 iR,
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2. K585 2 RSA B2 F K}

#include<iostream>
#include<cmath>
#include<cstring>
#include<ctime>
#include<cstdlib>

using namespace std;

int Plaintext[100]; YVLD'S
long long Ciphertext[100]; / /%3

int n, e =0, d;

/2R 5 e
int BianaryTransform(int num, int bin num[])
{
int 1 =0, mod =0;
/ATy R, B A temp (184
while (num !=0)
{
mod =num$2;
bin num[i] =mod;
num =num/2;

it++;
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% o 8] B A 4R A S I AR

/ /38 01— 3 i 5 04 o7 5
return i;
}
/ /RT3 R R
long long Modular Exonentiation(long long a, int b, int n)
{
int ¢ =0, bin num[1000];
long long d =1;
int k =BianaryTransform(b, bin num)-1;
for(int i =k; i >=0; i--)
{
c=2%c;
d=(d*d)%n;
if (bin num[i] ==1)
{
c=c+1;

d=(d*a)%n;

}

return d;

/7L 1000 LA i AL
int ProducePrimeNumber (int primel[])
{
int ¢ =0, vis[1001];
memset (vis, 0, sizeof(vis));
for(int 1 =2; i <=1000; i++)if(!vis[i])
{
prime[ct++] =1i;
for(int j =ix i; j <=1000; j+=1)
vis([]j] =1;
}

return c;

//BRIL B AR Y AT
int Exgcd(int m, int n, int &x)
{

int x1,v1,x0,v0, y;

x0=1; y0=0;
x1=0; yl=1;
x=0; y=1;

int r=m%n;



% 3% DES# RSA & L k085 ZI

int g= (m-r) /n;
while(r)
{
x=x0-g* x1; y=y0-g* yl;
x0=x1; y0=yl;
xl=x; yl=y;
m=n; n=r; r=m%n;
q= (m-r) /n;
}

return n;

//RSA 1k
void RSA Initialize()
{
/ /MU 1000 W R BURATAE prime [JEA T
int prime[5000];
int count Prime =ProducePrimeNumber (prime) ;
//BEHLIR P 2% p, g
srand( (unsigned) time (NULL)) ;
int ranNuml =rand() $count Prime;
int ranNum2 =rand() $count Prime;
int p =prime[ranNuml], g =prime[ranNum2];
n=p%q;
int On = (p-1) * (g-1);

//HABILRASY R K e, d
for(int 7 =3; J <On; j+=1331)
{
int gcd =Exgcd(j, On, d);
if(gecd==1¢&&d>0)
{
e=3;

break;

//RSA %

void RSA Encrypt()

{
cout<<"Public Key (e, n) : e ="<<e<<" n ="<<n<<'\n"';
cout<<"Private Key (d, n) : d ="<<d<<" n ="<<n<<'\n'<<"'\n"';

int 1 =0;
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for(i=0; 1<100; i++)

Ciphertext[i] =Modular Exonentiation(Plaintext[i], e, n);
cout<<"Use the public key (e, n) to encrypt:"<<'\n';
for(i=0; 1<100; i++)

cout<<Ciphertext[i]<<" ";

cout<<'\n'<<'\n';

/ /RSA i 5%
void RSA Decrypt ()
{
int 1 =0;
for(i =0; i <100; i++)
Ciphertext[i] =Modular Exonentiation(Ciphertext[i], d, n);
cout<<"Use private key (d, n) to decrypt:"<<'\n';
for(i=0; 1<100; i++)
cout<<Ciphertext[i]<<" ";

cout<<'\n'<<'\n';

/1R IR AL

void Initialize()

{
int i;
srand( (unsigned) time (NULL)) ;
for(i=0; 1<100; i++)

Plaintext[i] =rand()$1000;
cout<<"Generate 100 random numbers:"<<'\n';
for(i=0; 1 <100; i++)

cout<<Plaintext[i]<<™";

cout<<'\n'<<'\n';

int main ()

{
Initialize();
while(!e)

RSA Initialize();

RSA Encrypt();
RSA Decrypt();
return 0;

}
BATERWMA 3-3 Fros,
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