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TextA
AcceptingOnlinePayments

  For manysmallbusinesses,accepting paymentsonlineoffers majorbenefits.
Customersincreasingly expect this facility and it can improve your cashflow
significantly.

Itseasytoacceptchequesorinvoices①foryouronlinesalesandtoprocesspayments
inthetraditionalway.However,becausebuyersoftenusetheInternetforaspeedy
service,mostsalesarepaidforwithcreditanddebitcards.Toacceptcardsonline,you
willhavetomakespecialbankingarrangements.

Onlinepaymentsusingcardsare“card-not-present”transactions.Therearehigher
risksoffraudwiththistypeofpaymentandbanksrequireyoutooperatewithinawell-
definedsetofrulesandacceptahigherlevelofcommercialriskthanaconventional
swipedcardtransactioninashop.

1 OnlinePaymentJargon

Debitandcreditcard② paymentsandtheirapplicationonlineinvolvesomekey
conceptsandjargon.

1.1 Acquirers

Anacquirer③canbeahighstreetbankorotherfinancialinstitutionthatoffers
creditanddebitcardaccepting/processingservices.Itacquiresthe moneyfromthe
customer,processesthetransactionandcreditsyouraccount.

1.2 InternetMerchantAccounts(IMAs)

Youneedtoapplyforamerchantserviceagreementifyouwantabanktohandle
yourelectronicpayments.Forweb-basedonlinetransactionsyouneedanIMA.

①

②

③

Aninvoiceisacommercialdocumentissuedbyasellertothebuyer,indicatingtheproducts,quantities,and
agreedprices(定价)forproductsorservicesthesellerhasprovidedthebuyer.Aninvoiceindicatesthebuyermustpay
theseller,accordingtothepaymentterms.

Acreditcardisasmallplasticcard(塑料卡)issuedtousersasasystemofpayment.Itallowsitsholder(持有

人)tobuygoodsandservicesbasedontheholderspromisetopayforthesegoodsandservices.
Anacquirer(oracquiringbank)isamemberofacardassociation,forexampleMasterCard(万事达卡)and/

orVisa(维萨卡),whichmaintainsmerchantrelationshipsandreceivesallbankcardtransactionsfromthemerchant.
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ObtaininganIMAfromanacquirermaybequickerandeasierifyoualreadyhave
“offline”card-processingfacilitiessetup.Inthiscase,justaskyouracquirerforan
additionalIMA ID foruse exclusively with Internettransactions.Thisprocessis
normallyquick,especiallyiftherisktoyourbusinessdoesnotchange.

Tohelpprotectmerchantsandcardholdersfromfraud,thecardschemeshave
developedaservicethatallowscardholderstoauthenticatethemselveswhenshopping
online.

1.3 PaymentServiceProviders(PSPs)①

APSPwillprovideyouwitha“virtual”tillorterminalthatcollectscarddetailsover
theInternetandpassesthemtotheacquiringbank.Totakeelectronicpaymentsoverthe
web,youwillneedaPSP.

YourchoiceofPSPwilldependonitscostandcompatibilitywithyourchosene-
commercesoftwaresolution.Afixedmonthlyfeestartsataround ￡10,butthereare
somecheaperoptionsavailable,startingaslowas5pencepertransaction.Usually,the
higheryourtransactionvolumethelowertherateyouwillbecharged.

SomeacquiringbanksofferPSPservicesaspartoftheirproductandthereareother
lessexpensiveoptionsavailable.

2 PaymentCardIndustryDataSecurityStandardCompliance

ThePaymentCardIndustry DataSecurityStandard (PCIDSS)isa worldwide
securitystandarddevelopedbythePaymentCardIndustry(PCI)②SecurityStandards
Counciltoprotectcardholderinformation,suchascreditanddebitcardnumbersand
cardholderspersonaldetails.Itincludesrequirementsforsecuritymanagement,network
architecture,softwaredesign,securitypoliciesandprocedures,andotherprotectionof
customeraccountdata.Thestandardisapplicabletoanyorganisationthatstores,

transmitsor processes cardholderinformation;be they a merchant,third-party
processororacquirer.

PCIDSSisasetof6principlesthatencompass12specificrequirements.These

①

②

Apaymentserviceprovider(PSP)offersmerchantsonlineservicesforacceptingelectronicpaymentsbya
varietyofpaymentmethodsincludingcreditcard,bank-basedpaymentssuchasdirectdebit(直接借记),banktransfer
(银行转账),andreal-timebanktransferbasedononlinebanking.SomePSPsprovideuniqueservicestoprocessother
nextgenerationmethodsincludingcashpayments,walletssuchasPayPal,prepaidcardsorvouchers(凭证,凭单),and
evenpaperore-checkprocessing.

Thepaymentcardindustry(PCI)denotesthedebit,credit,prepaid,e-purse(电子钱包),ATM,andPOS
cardsandassociatedbusinesses.

ThetermissometimesmorespecificallyusedtorefertothePaymentCardIndustrySecurityStandardsCouncil,an
independentcounciloriginallyformedbyAmericanExpress,DiscoverFinancialServices,JCB,MasterCardWorldwide
andVisaInternationalonSept.7,2006,withthegoalofmanagingtheongoingevolutionofthePaymentCardIndustry
DataSecurityStandard.
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requirementsareequallyapplicabletoanyorganisationholdingpersonalinformationand
areintendedtoreducetheorganisationsriskofadatabreach.

Principle1:Buildandmaintainasecurenetwork.
•installandmaintainafirewallconfigurationtoprotectyourcardholdersdata.
•donotusevendordefaultsforsystempasswordsorothersecurityactions.
Principle2:Protectyourcardholderdata.
•protectanystoredcardholderdata.
•encrypttransmissionofyourcardholdersdataacrossopen,publicnetworks.
Principle3:Keepavulnerabilitymanagementplan.
•alwaysuseandregularlyupdateyouranti-virussoftware.
•developandmaintainsecuresystemsandapplications.
Principle4:Implementstrongaccesscontrolpractices.
•limitaccesstocardholderdatatoonlythosewhoneedtoknow.
•giveeverypersonwithcomputeraccessauniqueID.
•limitphysicalaccesstocardholderdata.
Principle5:Monitorandtestyournetworksonaregularbasis.
•trackandmonitorallaccesstoyournetworkresourcesandcardholderdata.
•regularlytestsecuritysystemsandprocedures
Principle6:Keepaninformationsecuritypolicy.
Alwayskeepapolicythataddressesyourinformationsecurity.
ThePCISecurityStandardCouncilencouragesbusinessesthatstorepaymentdatato

complywithPCIDSSandbecomecertifiedtohelpreducefinancialrisksfrom data
compromises.However,itisthe paymentcard schemesthat managethe actual
complianceprogramme.Inpracticaltermsthismeanstheprogrammeismanagedby
acquirersand youshould check with your banktoseek advice on yourspecific
complianceobligationsandhowyourbusinesscanbecomecertified.

Failuretobeannuallycertifiedcanbecomeanissueifyouhaveasecuritybreach
andyourcustomerscarddetailsarestolen,inwhichcasepenaltiesleviedbythecard
schemesandcostscanbeheavydependingonthenumberofcardscompromised.Even
whereamerchantiscertifiedthisdoesnotprotectthemfrompotentialpenaltiesifitis
deemedthattheirownactionsthroughnegligence,omissionoraccidentcontributedtoa
breach.

3 SelectingtheBestOnlinePaymentOption

Youcanusethefollowingscenariostohelpyouchoosethebestoptionforyour
business.

3.1 InternetMerchantAccount(IMA)

Yourbusinessalreadyacceptsdebitandcreditcard paymentsforface-to-face
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transactions.Youexpectafairlyhighnumberofonlinetransactions,mostofwhichwill
besimpleandlowrisk.Youneedthegreatestamountofflexibilityinoperatingyour
businessandcashflowisveryimportant.Ifthissoundslikeyourbusiness,thenyou
should:

•applydirectlyforanIMAanddiscussyourrequirementswiththeacquiringbank.
•findtheinformationonsettingupanInternetmerchantaccount.

3.2 Payment-processingcompany

Yourbusinesswillnothavealargenumberofonlinetransactionsandyoudonot
currentlyacceptdebitorcreditcardtransactionssodonothaveanIMA.Youhavenot
beentradinglongandcannotprovideawell-documentedoperationshistory.

Youvaluetheabilitytoattractonlinesalesmorehighlythantheabilitytocollect
salesincomequickly.Yourbusinesswillneedsomeflexibilityinthewayinwhichit
designsandoperatesitswebsite,soyoushould:

•considerthefacilitiesthatapayment-processingcompanycouldoffer,withthe

possibilityofmovingtoalesscostlyoptionlater.
•findtheinformationonusingapayment-processingcompany.

3.3 Onlineshoppingmall

Yourbusinessissmall,youdonotcurrentlyofferdebitorcreditcardsalesandyou
haveverylimitedITskills.Yourproductsarefairlystandardisedandeasilyunderstood.
Youdonotthinkthatyourwebsiteneedsanyunusualfeatures.Youarepreparedtopay
highertransactionandfixedcostsjusttoestablishawebpresence.Ifthisappliestoyour
business,youshould:

•lookatthefacilitiesthatanonlineshoppingmallcouldoffer.
•findtheinformationonsellingthroughanonlineshoppingmall.

New Words
expect [ɪk̍spekt] vt.期待,预期,盼望,指望

significantly [sɪɡ̍nɪfɪkəntli] adv.重要地,有意义地

cheque [tʃek] n.支票

traditional [trə̍dɪʃənl] adj.传统的,惯例的

speedy [̍spiːdi] adj.快的,迅速的

swipe [swaɪp] vt.刷(磁卡);偷盗,扒窃

jargon [̍dʒɑːɡən] n.行话

acquirer [ə̍kwaɪərə] n.发卡行,收单银行

offline [̩ɒf̍laɪn] adj.未联机的,脱机的,离线的

exclusively [ɪk̍skluːsɪvli] adv.排外地,专有地

protect [prə̍tekt] vt.保护
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merchant [̍mɜːtʃənt] n.商人,批发商,贸易商,店主

adj.商业的,商人的

cardholder [̍kɑ:dhəʊldə] n.持有信用卡的人,持有正式成员证的

人,持卡人

virtual [̍vɜːtʃuəl] adj.虚拟的,实质的

volume [̍vɒljuːm] n.量

expensive [ɪk̍spensɪv] adj.花费的,昂贵的

procedure [prə̍siːdʒə] n.程序,步骤,流程,手续

transmit [trænz̍mɪt] vt.传输,转送

encompass [ɪn̍kʌmpəs] v.包围,环绕

requirement [rɪ̍kwaɪəmənt] n.需求,要求,必要条件

breach [briːtʃ] n.违背,破坏,破裂,裂口

vt.打破,突破

password [̍pɑːswɜːd] n.密码,口令

vulnerability [̩vʌlnərə̍bɪləti] n.弱点,攻击

unique [ju̍niːk] adj.唯一的,独特的

regular [̍reɡjələ] adj.规则的,有秩序的,经常的

encourage [ɪn̍kʌrɪdʒ] v.鼓励

compromise [̍kɒmprəmaɪz] v.危及…的安全

scheme [skiːm] n.安排,配置,计划,方案

v.计划,设计

compliance [kəm̍plaɪəns] n.依从,顺从

obligation [̩ɒblɪ̍ɡeɪʃn] n.义务,职责

annually [̍ænjuəli] adv.一年一次,每年

penalty [̍penəlti] n.处罚,罚款

negligence [̍neɡlɪdʒəns] n.疏忽

omission [ə̍mɪʃn] n.冗长

accident [̍æksɪdənt] n.意外事件,事故

flexibility [̩fleksə̍bɪləti] n.灵活性,弹性,适应性

discuss [̩fleksə̍bɪləti] vt.讨论,论述

attract [ə̍trækt] vt.吸引

vi.有吸引力,引起注意

income [̍ɪnkʌm] n.收入,收益,进款,所得

skill [skɪl] n.技能,技巧

establish [ɪ̍stæblɪʃ] vt.建立,设立,安置

presence [̍prezns] n.到场,存在

Phrases
onlinepayment 在线支付
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swipedcardtransaction 刷卡交易

highstreet 大街,主要街道

financialinstitution 金融机构

InternetMerchantAccount(IMA) 因特网商家账号

applyfor 请求,申请

acquiringbank 收单银行

monthlyfee 月费

PaymentCardIndustry(PCI) 支付卡行业

DataSecurityStandard(DSS) 数据安全标准

networkarchitecture 网络结构,网络体系

financialrisk 财务风险

inpracticalterms 实际上

face-to-facetransaction 面对面交易

onlineshoppingmall 在线购物中心,网上购物商城

Exercises

【Ex1】Answerthefollowingquestionsaccordingtothetext.
1.Whyaremostsalespaidforwithcreditanddebitcards?

2.Whatdoesanacquirerdo?

3.Whathavethecardschemesdonetohelpprotectmerchantsandcardholdersfrom
fraud?

4.WhatisPCIDSS?

5.How manyspecificrequirementsdothePCIDSSprincipleshave? Whatarethey
intendedtodo?

6.WhatdoesthePCISecurityStandardCouncilencouragebusinessesthatstorepayment
datatodo?

7.Whatmanagestheactualcomplianceprogramme?

8.Whencanfailuretobeannuallycertifiedbecomeanissue?

9.Whatwillhappenifyourcustomerscarddetailsarestolen?

10.Whichisthebestonlinepaymentoptionofferedinthepassageforyourbusiness?

【Ex2】TranslatethefollowingtermsorphrasesfromEnglishintoChineseorviceversa.
1.acquiringbank 1.
2.swipedcardtransaction 2.
3.onlinepayment 3.
4.onlineshoppingmall 4.
5.financialrisk 5.
6.n.发卡行,收单银行 6.
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7.n.支票 7.
8.vt.建立,设立,安置 8.
9.n.灵活性,弹性,适应性 9.
10.n.安排,配置,计划,方案 10.

【Ex3】Fillintheblankswiththewordsgivenbelow.

 
accurate structure simplified form software
prompted abandon unauthorized fail page

 

DigitalWallets
Aclientsidedigitalwalletrequiresminimalsetupandisrelativelyeasytouse.Once

the  1  isinstalled,theuserbeginsbyenteringallthepertinentinformation.The
digitalwalletisnowsetup.Atthepurchase/check-out  2  ofane-commercesite,

thedigitalwalletsoftwarehastheabilitytoautomaticallyentertheuserinformationin
theonline   3  .Bydefault,mostdigitalwalletspromptwhenthesoftware
recognizesaforminwhichitcanfillout,ifyouchosetoautomaticallyfillouttheform,

youwillbe  4  forapassword.Thiskeeps  5  usersfromviewingpersonal
informationstoredonaparticularcomputer.

Digitalwalletsaredesignedtobe   6  whentransferringdatatoretail
checkoutforms;however,ifaparticulare-commercesitehasapeculiarcheckout
system,thedigitalwalletmay  7  torecognizetheformsfieldsproperly.This

problemhasbeeneliminatedbysitesandwalletsoftwarethatuseECMLtechnology.
ElectronicCommerceModelingLanguageisaprotocolthatdictateshowonlineretailers
  8  structureandsetuptheircheckoutforms.Participatinge-commercevendors
whoincorporate both digital wallet technology and ECML include: Microsoft,

Discover,IBM,OmahaSteaksandDellComputers.
Upwardsof25% ofonlineshoppers  9  theirorderduetofrustrationin

fillinginforms.Thedigitalwalletcombatsthisproblembygivinguserstheoptionto
transfertheirinformationsecurelyandaccurately.This   10  approachto
completingtransactionsresultsinbetterusabilityandultimately moreutilityforthe
customer.

【Ex4】TranslatethefollowingpassagefromEnglishintoChinese.

DigitalWallet
Adigitalwalletallowsuserstomakeelectroniccommercetransactionsquicklyand

securely.
Adigitalwalletfunctionsmuchlikeaphysicalwallet.Thedigitalwalletwasfirst

conceivedasamethodofstoringvariousformsofelectronicmoney(e-cash),butwith
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littlepopularityofsuche-cashservices,thedigitalwallethasevolvedintoaservicethat
providesInternetusers with a convenient wayto store and use onlineshopping
information.

Adigitalwallethasbothasoftwareandinformationcomponent.Thesoftware
providessecurity and encryptionforthe personalinformation andforthe actual
transaction.Typically,digitalwalletsarestoredontheclientsideandareeasilyself-
maintainedandfullycompatiblewithmoste-commerceWebsites.Aserver-sidedigital
wallet,alsoknownasathinwallet,isonethatanorganizationcreatesforandaboutyou
andmaintainsonitsservers.Server-sidedigitalwalletsaregainingpopularityamong
majorretailersduetothesecurity,efficiency,andaddedutilityitprovidestotheend-
user,whichincreasestheirenjoymentoftheiroverallpurchase.

TextB
MobilePayment

1 WhatIsMobilePayment?

Mobilepaymentincludesanytransactionstakingplacethroughamobiledevice.This
includesthingslike mobile moneytransfersanddigitalwallets.Youcanuse mobile
paymenttechnologyforpeer-to-peerpaymentsaswellastopayforgoodsandservices.

Ratherthanpayingforyouritemswithcreditcardsorcash,a mobilepayment
allowsyoutocompletethetransactioncompletelyfromyourmobilephone.Somemobile
paymentsusethird-partyappslikeVenmoandPayPal,whileothersuseadigitalwallet
storedonyourphone.Usingamobilewalletapp,youcanstoreyourbankingdetails
directlytoyourdevice.

2 ReasonstoUseMobilePayment

Mobilepaymentofferssignificantadvantagesoverotherpaymentmethodscurrently
available.

2.1 Secure

Securityisoneofthesignificantadvantagesofmobilepayments,mainlywhenused
withNFCtechnology.Infact,whencombined withothersecurityfeaturesalready
presentinmobilephones,NFCoffersasignificantimprovementoverEMV.

OnekeyaspectthatmakesNFCpaymentsoattractiveistokenization.Thisisan
encryption method thatscramblesthe credit card information data while being
transmittedandstored.Yourbankdoesthiswithauniqueprocessandthensendsitto
yourApplePaywalletforstorage.

Ifhackers weretostealthisdata,allthey wouldgetisuseless,meaningless
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gibberish.Thisdataisalsodynamic,whichmakesitimpossibleforthievestotryand
decipherit.

Mostmobilewalletsalsohavelayersofsecuritytoensurethatyouretheonewhos
makingatransaction.Forexample,ApplePayrequiresthatyouprovideyourfingerprint
scanusingTouchIDwheneveryoumakepayments.Sinceitsimpossibletoreplicateyour
fingerprint,thievescantaccessyourmobilewalleteveniftheystealyourmobilephone.

Thentheresthefactthatusing NFC contactlesspaymentrequiresthatyoure

physicallypresenttomakethetransaction.ComparedtopayingovertheInternet,thisis
amuchmoresecuremethod.

2.2 Fast

Speedisthebestfeatureofmobilepayment.NFCallowsyoutoeasilytapandpayinfractions
ofasecond.Inretailstoresorrestaurantswheretheresalargevolumeoftransactions,thisis
especiallyhandyinspeedingupyourturnover,thereforeincreasingyoursales.

2.3 Convenient

Usingmobilepaymentisnotjustconvenientforyouasabusiness,butalsoforyour
customers.

Mobilepaymentdoesntrequirepeopletobringloadsofcashwhengoingout,which
initselfcanbeasecurityissue.Andforpeoplewhohavemultiplecreditcards,mobile
walletsprovideaconvenientwaytoconsolidatethemintoonepaymentsystem.

Mostpeoplenowadaysalreadyhavetheirphonesattheirsideatalltimes,somobile

paymentbecomesanessentialpaymentmethodthatsavailable24/7.Theyalsodont
needtobuyanyadditionaldevices.Aslongastheyhavesmartphones,mobilepaymentis
builtintothem.

3 TheMostEffectiveWaystoImproveMobilePaymentExperience

3.1 ProvideAsManyPaymentOptionsasPossible

Whenitcomestoe-commerce,customersusuallyhaveaverywiderangeofpayment

preferences.Ifyourbusinessdoesntsupporttheirpreferredoptionofmobilepayment,

theresagoodchanceyoucouldlosethesalealtogether.
Thisisduetoafewfactors,includingcustomersincreasingfocusonprivacyand

securityaswellasasimpledesiretohavetosignintoasfew websitesaspossible.
Anyway,theeasieryoumakeitforyourcustomertopayyou,themoresalesyoullget.

Asaresult,ensuringyourwebsiteiscompatiblewithasmanypaymentoptionsaspossible
iscrucial.Someofthemostimportantpaymentoptionstoincludeonyoursiteare:

•Creditcards.
• Debitcards.
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•PayPal.
• ApplePay,GooglePayandSamsungPay.
• Venmo,Stripeandotheronlinepaymentplatforms.
ThepaymentlandscapeofChinaisuniqueandheavilydominatedbymobilepayment

options.ThetopthreemobilewalletsareAlipay,WeChatPay,andChinaUnionPay.

3.2 DontForceCustomerstoCreateanAccountBeforePaying

Encouragingyourcustomerstocreateanaccountonyoure-commercesiteisindeed
agreatwaytopromotesalesandcollecttheirinformation.Ontheotherhand,forcing
first-timecustomerswhomaynothavefulltrustinyourbrandtocreateanaccountcan
scaremanynewbuyersaway.

Customersprefertoonlycreateaccountswithbrandstheyhaveexperiencewith.
Forcingfirst-timecustomerstocreateanaccountwillnotonly makethecustomers
rememberanotherusernameandpassword,butalsoreceiveexcessivemarketingemails.

Allowingguestcheckoutisagreatwaytoensureyourcustomerscanmakepurchases
aseasilyaspossible.

3.3 MaketheCheckoutDesignSeamless

AccordingtoBaymard,themainreasonthatconsumersabandonacartisdueto
checkoutdesignandflow.Whetheritsduetooverallconfusion,toomanyfieldsorlong
loadingtimes,checkoutdesignhasahugeimpactonconversionrates.

Since manycustomers makeimpulsebuys,the morestreamlinedthecheckout
processis,thebetter.Ifpossible,reducethenumberofcheckoutstepsandkeepform
fieldstoaminimum.

Checkoutpagedesignalsohasasignificantimpactoncustomerslikelihoodto
completetheirpurchase.Createasmoothtransitionfrom carttocheckoutbyusing
similardesignelementslikefonts,colorsandimages.Placeimportantinformationwhere
itseasilyvisibleandguideyourcustomerthroughcheckoutwithprominentbuttonsand
ordersummaries.

3.4 ProvideSecurityandPrivacyAssurances

Consumersaremoreconcernedthaneverabouttheprivacyandsecurityoftheir
information.Sincecheckoutpageshandlesensitiveinformationlikecreditcardnumbers,
theyreespeciallysensitivetoperceivedsecurityviolationsinthisarea.

Improvingtheperceivedsecurityofyourcheckoutpageisoneofthemostimportant
thingsyoucandotodrivemoreconversions.Inadditiontoimprovingthesecurityof
yourpaymentprocessingsoftware,youcanalsomakedesignchoicesthatimprovethe
perceivedsecurityofcertainpartsofapage,especiallythecreditcardfields.

3.5 UseClearCallstoAction(CTAs)

Nomatterhow highyourwebsitetrafficis,yourrevenuewillstaylowifyour


