ESE

TR

I8 0L ) 2%

L

G,

AR TR 7 G0 M DA R UL 0O 6 0 H R EE L X T B LA — E Y Linux W45 LAY AR f
J55 0 BHL IR 45 42 11 R A0 D) 45 42 11 D B % R B
AT
TUN/TAP &4 TAE R 58 8,
WO ATF T A J5 B 5 45 1,
PR AN [R) D) 28 S R0 1y Ji B
BAR NAT M8z BB I H T 55 X 45 2 i
48 VLAN R 5 & .
AR N 2% 3 uE AR Y R S T

5.1 BHEIAMKINGE

KVM S 2 Fh W 45 2680, 5 Se FRATT A B/ — T BRIA Y I 25 3R 455

£ RHEL/CentOS 8 4§ Linux K17 MUAS 142 %¢ i #0040 21 14 1 B A, 38 % 45 A B )t —
ABRN B R 8L 4% BE L X LR — AN R virbrO B9 BB | virbrO-nic f R 8L W 4% 5 1T,
iptables ) NAT . & DNSMASQ MHC & 55 . T 13017500 38 2o 52 90 K 4 & BRIA Y I 4% 2R
B, T R AR Libvirt LR 2% 19 R 3

5.1.1  FH 4 HLA) 4% 20 55
TE VAT I B SUML A T 0T 2 B0 L SR A 60 2% B i ] 51 s

UOO0OO0OO0OD0ODO
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AF 6 LA IR 2

1 # ip address
1: lo: < LOOPBACK, UP, LOWER UP > mtu 65536 gdisc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred l1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred lft forever
2: ens32: < BROADCAST, MULTICAST, UP, LOWER UP > mtu 1500 gdisc fq codel state UP group default
glen 1000
link/ether 00:0c:29:f7:6b:c8 brd ff:ff:ff:ff:ff:ff
inet 192.168.114.231/24 brd 192.168.114.255 scope global noprefixroute ens32
valid_1ft forever preferred lft forever
inet6 fe80::20c:29ff:fef7:6bc8/64 scope link
valid_1ft forever preferred lft forever
3: virbr0O: < NO — CARRIER, BROADCAST, MULTICAST, UP > mtu 1500 gdisc noqueue state DOWN group
default glen 1000
link/ether 52:54:00:e0:41:ac brd ff:ff:ff:ff:ff:ff
inet 192.168.122.1/24 brd 192.168.122. 255 scope global virbr0
valid 1ft forever preferred 1ft forever
4: virbr0 — nic: < BROADCAST, MULTICAST > mtu 1500 gdisc fq codel master virbrO state DOWN
group default glen 1000
link/ether 52:54:00:e0:41:ac brd ff:ff:ff:ff:ff:ff

2 #ip link
1: lo: < LOOPBACK, UP, LOWER UP > mtu 65536 gdisc noqueue state UNKNOWN mode DEFAULT group
default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
2: ens32: < BROADCAST, MULTICAST, UP, LOWER_UP > mtu 1500 gdisc fq_codel state UP mode DEFAULT
group default glen 1000
link/ether 00:0c:29:£7:6b:c8 brd ff:ff:ff:ff:ff:ff
3: virbrO: < NO — CARRIER, BROADCAST, MULTICAST, UP > mtu 1500 gdisc noqueue state DOWN mode
DEFAULT group default glen 1000
link/ether 52:54:00:e0:41:ac brd ff:ff:ff:ff:ff:ff
4: virbr0O — nic: < BROADCAST, MULTICAST > mtu 1500 gdisc fq codel master virbr0 state DOWN mode
DEFAULT group default glen 1000
link/ether 52:54:00:e0:41:ac brd ff:ff:ff:ff:ff:ff

3 # nmcli connection

NAME UuID TYPE DEVICE
ens32 152beb06 — 47c5 — c5e8 — 95a9 — 385590654382 ethernet  ens32
virbr0 3068816f — b57c — 4620 — aea2 — 0e83642cdd87 bridge virbr0

4 # nmcli device

DEVICE TYPE STATE CONNECTION
ens32 ethernet  connected ens32
virbr0 bridge connected  virbr0O

lo loopback  unmanaged —=

virbr0O — nic tun unmanaged —=
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libvirt [ 2% i) 5 55 B 1) 20 4 2 i 400 0 2% 22 4 ML, BRON R Linux B9 B FF SE 8L, libvirt
BINE B — A K virbro B MIEF . virbro J& Virtual Bridge 0 (45 . 54 B sS bl 2
AL K 480 190 26 58 4 ALt 2 DA G4 AT A 8080 0 (D Hh 37 MAC ik, IR A7 i 75 MAC &b,
Py 3028 W BI04 o A5 A PR T R A0 A2 48 AL 1 i 11 50 D v A BR A

£ Linux ZRGeH, v LAl A 43 C 1P skl . AAEE 1 1744 09 % s o il LUE 2], libvirt [1]
virbr0 4} BCAY TP ikl 192, 168. 122, 1/24, libvirt AR A C (4L B SIS 4 B ix 4> 1P Hudik,
JIT LA £ TE / ete/ sysconfig/ network-scripts/ H s HE B 4 N ifcfg- virbrO (B & SCH:

H T Linux BRI 238 3 155 1 A4 04 19 MAC sk 545 & /9 MAC Hb ik, iy D)
libvirt 238 —> 44 virbrO-nic i TAP & 4. M 11756 2 f7an 2 i i h o] LUAE
virbr0 5 virbrO-nic i MAC HihE# /& 52:54:00:¢0:41:ac,

T 4 MR I 4 1 PR N slave 2 0, BEATTER AT LLG2 W B R A mT DL UL R 4%
P& . TAP SRR L5 &) BT LUl O AR o] DLE 8 9 3L 5 B L I 25 % 25 .
AHE R R YF, X 28 slave 422 H A master SL2 BRIALACHAL . A 11750 2 1r4an 2 0%
AT LUE B virbrO-nic B9 J& £ 5 £ 8 master virbrO A, X U B & J2& virbrO I # (1)
slave #: 17,

5.1.2 A% libvirt 0PI 15

£ libvirtd SF9 )T I8 BB, S AR PG & SO — A2 0 default BRI 4, BR T
TEME EHL EAE virbr0o, virbrO-nic Z 4h i 23 i Bt B 1P %% & .iptables /) NAT £ M i 7€
Linux Prilltk s SE 8 NAT Dgg.

libvirt {8 A% & IP £ %% (IP masquerading) , M A 42 8 NAT (Source-NAT, SNAT) B{
H#5 NAT (Destination-NAT,DNAT) , TP fh 2l i AL ol LU 45 LAY TP Hudik 5 4138
W4 HEATIE AR . BRIANE DL T Y A 28 22 e pL L NAT #8178, g UL AT DA 8] 467 T
CiEiE =t/ A =R N R W (S P (VA R e o 7/ B 5 = I N3 9 R = R K e P Bt B U o Y
HEAT AR W2 1 . ARV fh RIS D ) I AN Fe 120 A2 9 15 )

e, AT T virt-manager X H B 7 2Ok A E B AR 2% default.

(1) £ virt-manager ) Edit 325 [, %4 Connection Details,

(2) #E¥TH A9 Connection Details 3¢ ¥ H B ; Virtual Networks ¥ET R . 21 [& 5-2 Fi7s

(3) B Ry ZEMF T B AT o] F A R LI 4% . FRATT AT LA AR A R B 00 0 4% Y TG

TG A AT T RA R MG T

1 # cat /proc/sys/net/ipv4/ip forward
1

2 #iptables ~tnat -L -n
Chain PREROUTING (policy ACCEPT)
target prot opt source destination
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W QEMU/KVM Connection Details - d X
File

Overview Virtual Networks Storage

1z default Detalls XML

Name: default
Device: virbr0
State: EJ Active

Autostart: [«4 On Boot

« IPv4 configuration

Network: 192.168.122.0/24

DHCP range: 192.168.122.2 - 192.168.122.254
Forwarding: g NAT

' . [ ] | ® Apply

& 5-2  virt-manager 7 i) B 481 0 4% Fic B

Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain POSTROUTING (policy ACCEPT)

target prot opt source destination

RETURN all —— 192.168.122.0/24 224.0.0.0/24

RETURN all —— 192.168.122.0/24 255.255.255. 255

MASQUERADE tcp —— 192.168.122.0/24 1192.168.122.0/24 masq ports: 1024 — 65535
MASQUERADE udp —— 192.168.122.0/24 1192.168.122.0/24 masq ports: 1024 — 65535
MASQUERADE all —— 192.168.122.0/24 1192.168.122.0/24

Chain OUTPUT (policy ACCEPT)

target prot opt source destination

TR RAEBUE R AE AT B G 4 X e By KOG AL, B A A T Ak 3 B R R ALEAS
B,

AT Rt P A L, libvirt I8 ] T DNSMASQ 24K default W 4% 1 59 i
ML AL DNS #1 DHCP DR 2 WF .

3 # ps aux | grep dnsmasq

dnsmasq 1561 0.0 0.0 71888 2428 7 S 08:21 0:00
/usr/sbin/dnsmasq —— conf — file = /var/1ib/libvirt/dnsmasq/default. conf
—— leasefile — ro —— dhcp — script = /usr/libexec/libvirt leaseshelper

root 1562 0.0 0.0 71860 1828 ? S 08:21 0:00

/usr/sbin/dnsmasq —— conf — file = /var/lib/libvirt/dnsmasq/default. conf
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—— leasefile — ro —— dhcp — script = /usr/libexec/libvirt leaseshelper
root 3041 0.0 0.0 12108 1108 pts/2 S+ 09:24 0:00 grep

—— color = auto dnsmasq

4 # cat /var/lib/libvirt/dnsmasq/default. conf
+ 4 WARNING: THIS IS AN AUTO — GENERATED FILE. CHANGES TO IT ARE LIKELY TO BE
+ # OVERWRITTEN AND LOST. Changes to this configuration should be made using:
# # virsh net — edit default
# # or other application using the libvirt API.
##
# & dnsmasq conf file created by libvirt
strict — order
pid— file = /var/run/libvirt/network/default. pid
except — interface = lo
bind — dynamic
interface = virbr0
dhcp — range = 192.168.122.2,192.168.122.254
dhcp — no — override
dhcp — authoritative
dhcp — lease — max = 253
dhcp — hostsfile = /var/lib/libvirt/dnsmasq/default. hostsfile
addn — hosts = /var/1lib/libvirt/dnsmasq/default. addnhosts

M 3 176 A By AT LA DNSMASQ B4 Y 04 160 8 SC s 2 il Libvire 328609,
B W) 12 44 & /var/lib/libvirt/dnsmasq/default. conf,

NS 4 A7 A A 4 rhoe] DUE ) i 0L 3 C Y TP b ki 17 95 B2 AL 192, 168. 122. 2
#] 192.168. 122. 254,

e Bk AT R A A

5 £ virsh net - list
Name State Autostart Persistent
default active yes yes

6 # virsh net - dumpxml default
< network connections = '2'>
< name > default </name >
<uuid> 6c729bec — cebe — 4ca3 — b05c — 1fdb99bed fdc </uuid >
< forward mode = 'nat'>
<nat>
< port start = '1024' end = '65535"'/>
</nat >
</forward >
< bridge name = 'virbr0' stp = 'on' delay= '0'/>
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<mac address = '52:54:00:e0:41:ac'/>
< ip address = '192.168.122.1"' netmask = '255.255.255. 0 ">
< dhep >
< range start = '192.168.122.2"' end = '192.168.122.254"'/>
</dhcp >
</ip>
</network >

7 # 1s /etc/libvirt/qgemu/networks/
autostart default. xml

8 # cat /etc/libvirt/gemu/networks/default.xml
<!—-
WARNING: THIS IS AN AUTO — GENERATED FILE. CHANGES TO IT ARE LIKELY TO BE
OVERWRITTEN AND LOST. Changes to this xml configuration should be made using:
virsh net — edit default
or other application using the libvirt API.
- >

< network >
< name > default </name >
< uuid> 6c729bec — ce6e — 4ca3 — b05c — 1fdb99bedfde </uuid >
< forward mode = 'nat'/>
< bridge name = 'virbr0' stp= 'on' delay='0"/>
<mac address = '52:54:00:e0:41:ac'/>
< ip address = '192.168.122. 1" netmask = '255.255.255.0'>
< dhecp >
< range start = '192.168.122.2"' end = '192.168.122.254"'/>
</dhcp >
</ip>
</network >

MEE 5 AT A i T LA XA 448 default 1945 JEBE S libvirtd B9 3010 H 30
Ja B TR AR 2 B

%6 AT A T default M4 AR 40 E L .

(1) <name > default </name >#§ € T k& L’ 45 19 4 F% .

(2) < uuid > 6c729bec-cebe-4ca3-b05c-1fdb99bedfde </uuid >F8 E T He FUL W 25 11 4= J&y M
— R

(3) <forward mode= "nat">¥5 & T K& Ul I 45 15 % £z 2 P BE W 4% , mode J@PE & T 7 &
J5k . BG4 5 nat.route,open, bridge, private, vepa, passthrough F hostdev, Ul
RWABCE forward J& 2, W2 W 45 5 4 ] JH Al 009 28 05 2% B 9 1), 3K /2 isolated #ExX . nat
SR % 45 B2 W 2% (14 K FULDIL 5 B I 5% 22 [) A7 IR 9% b ik 5 4

(4) < port start="1024" end="65535"/> & T JH F< nat > ¥ O JEH ,



6% EEEMML [P 147

(5) < bridge name="virbr0' stp="on"' delay="0"/>#8 %€ T libvirt 775 T HL L A1 & R #F
WA MR R . name JBVEE LT I B 09 4 BR80T 9B I X A iR BRI (STP) 1Y 3245
BRAIEIR g 0, g LA vicbr JFSL B 20K . B BILIE 2 220 82 1% &, i (508 B0 S
BETT B HLE 12 2 Y B S L —

(6) < mac address="'52:54.:00:¢0:41:ac'/>BME X T —4 MACE/F) Hidl , #% =0 K
6 20 2 (i PN A HZEHE 550, XA MAC Hhk 76 8 g i B 23 e 25 47 42 1%
%o BUGE libvirt [ 34— REHL MAC Hohk 6 H AR A A B

(7) <ip address="192. 168. 122. 1" netmask="255. 255. 255. 0'> N M ;45 & 1P #b il ,

(8) < dhep >H57E T 7EMEM M 4% 155 FH DHCP iR 5% .

(9) < range start='192. 168. 122. 2"' end = '192. 168. 122. 254 "' />48 & T B 4t 44
DHCP % 7 s 14 bk b i i 5

’BoR: libvirt W& B F 693 A% 7T £ JL https://libvirt. org/formatnetwork. html,

RHEL/CentOS 8 H ] libvirt [ 48 Bt B A 4715 / ete/ libvirt/ qemu/networks/ H 5% F i XML
SCAE A, g FUAS S T G e ok S T SO TN 3 5 virsh B net-edit A SR IB L,

5.1.3 AFEDHLIG LA E
Tl R AT AR — F Y 20 LS % 57 % L AL A A 0

1 # virsh domiflist centos6.10
Interface Type Source Model MAC

- network default virtio 52:54:00:27:5f:c9
2 #Zvirsh start centos6.10

3 # virsh domiflist centos6.10
Interface Type Source Model MAC

vnet0 network default virtio 52:54:00:27:5f:c9

MEE 1 AT A B Rl LUE . X448 centos6. 10 B HEBIMLA IS 31 2 B Interface /)
JEME N A B R M 2K 44 PR 2 default,

4 JE B LA, libvirt 237615 E AL EAATEE— 307 09 R 400 £ 422 11, K H 34 422 3] I
B virbro b FATAT LM R S8 H 3% (/var/log/messages) & B 2 I AL A 15 B .

Kernel: virbr0: port 2(vnet0O) entered blocking state

Kernel: virbr0: port 2(vnet0O) entered disabled state

Kernel: device vnet0O entered promiscuous mode
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ST IR HE A0 00 28 42 1 A 4 FR A L) vnet TPk 5 2 M 0 TFER R P 5 . 40 SR LML #51F
RGN 4R H sk TP Hiht 09, WA &7 &4 H B E 2 E M DNSMASQ H#LH TP #h
ZUJ:B‘J{EAL»:

dnsmasq — dhep[ 1561 ] : DHCPDISCOVER(virbr0) 192.168.122.142 52:54:00:27:5f:c9
[1561]: DHCPOFFER(virbr0) 192.168.122.142 52:54:00:27:5f:c9
[1561]: DHCPREQUEST(virbr0) 192.168.122.142 52:54:00:27:5f:c9
dnsmasqg — dhep[ 1561 ] : DHCPACK(virbr0) 192.168.122.142 52:54:00:27:5f:c9

dnsmasqg — dhcp
dnsmasqg — dhcp

FATE T LUE T ip Al nmeli iy 2 & F 15 EHL BRI IE N a2 00T
4 #ip addr

3: virbr0: < BROADCAST, MULTICAST, UP, LOWER UP > mtu 1500 gdisc noqueue state UP group default
glen 1000
link/ether 52:54:00:e0:41:ac brd ff:ff:ff:ff:ff: ff
inet 192.168.122.1/24 brd 192.168.122.255 scope global virbr0
valid_1ft forever preferred 1ft forever
4: virbr0 — nic: < BROADCAST, MULTICAST > mtu 1500 gdisc fq_ codel master virbrO state DOWN
group default glen 1000
link/ether 52:54:00:e0:41:ac brd ff:ff:ff:ff:ff:ff
5: vnetO: < BROADCAST, MULTICAST, UP, LOWER UP > mtu 1500 gdisc fq codel master virbr0O state
UNKNOWN group default glen 1000
link/ether fe:54:00:27:5f:c9 brd ff:ff:ff:ff:ff:ff
inet6 feB80::fc54:ff:fe27:5fc9/64 scope link
valid_1lft forever preferred lft forever

5 # nmcli connection
NAME UuID TYPE DEVICE
ens32 152beb06 — 47c5 — c5e8 — 95a9 — 385590654382 ethernet ens32
virbr0 3068816f — b57c — 4620 — aea2 — 0e83642cdd87 bridge virbr0
vnet0 0c886394 — b825 — 432f — 979 — bfe0a67199db tun vnet0

WG 4 FTean 2 W AT LA B BN T — 44 vnet0 B LB 1Y master J2& virbr0,
%5 ﬁuné\ﬁ’mumﬁmT THIZEEE TUNLERE N Y 2 TAP 4%,

F 3= NetworkManager A 25 A (4] 4o 1. 22. 8-5. el8_2. x86_64) % 24 TUN/TAP
#E &R T A TAP % 4& . ip 44 (#l4r iproute-5. 3. 0-1. el8. x86_64) B = & £ A M|  iE #4
#, 5.2 ¥ IRAHM TUN/TAP &4,

TG s — B H R R RIHL win2k3, & S 7ERFF virbro H BB 8 i1 — A4 slave 13 &, Hr
W BN vnetl , a7 S F .
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6 # ip addr

5: vnetO: < BROADCAST, MULTICAST, UP, LOWER UP > mtu 1500 gdisc fq codel master virbr0O state

UNKNOWN group default glen 1000
link/ether fe:54:00:27:5f:c9 brd ff:ff:ff:ff:ff:ff
inet6 feB80::fc54:ff:fe27:5fc9/64 scope link
valid 1ft forever preferred 1ft forever

6: vnetl: < BROADCAST, MULTICAST, UP, LOWER_UP > mtu 1500 gdisc fq_codel master virbr0O state

UNKNOWN group default glen 1000
link/ether fe:54:00:9d:57:9c brd ff:ff:ff:ff:ff:ff
inet6 fe80::fc54:ff:fe9d:579¢/64 scope link

valid 1ft forever preferred 1ft forever

7 # nmcli connection
NAME UuUID TYPE
ens32 152beb06 — 47c5 — c5e8 — 95a9 — 385590654382 ethernet
virbr0 3068816f — b57c — 4620 — aea2 — 0e83642cdd87 bridge
vnet0 0c886394 — b825 — 432f — 9£79 — bfe0a67199db tun
vnetl 3d4el388 — aeeb — 42df — a283 — £cc909939762 tun

DEVICE
ens32
virbr0
vnet0

vnetl

UL g =ML 2K RS Q18] 5-3 TR . 6 5 R AL 22 18] 58 15 L 18 2 AL R SAHL = [A]
1) 38 17 42 38 2 7 K PSS e L (AR ) virbrO PR SE LAY . PR 5 K FUAIL X A1 56 I £ 1) 17 0] 2 5
Bl B R EA AT BN X virbro(192. 168, 122. 1), BRIl 3 iptables 23 NAT I fig
Moens32 kL. BT RAM NAT 02 MASQUERADE (—Ff SNAT) , if L4 Bk 1%
BT AMER M 25 19 =ML BE U7 0] 33X WG &5 kg 4ELBIL , 46 m) 35 R D, 3002 X 9 15 K UM ATL XS T 210 758 o 2%

KA T WL
|m
[reazes2 KVMBEEH, |
l é “M vnetd :
l centos6.10 MmO virbr0-nic T P enq]32 fr——
[192.168.122.142 -_ L Linuxiis s ==
l S e }E ( iptablesICEIAINAT ) Eﬂ;
| f e | i
I : DHCPFIDNS 1' AZHEHN,
: s 192 168.122.1/24 ( DNSMASQ ) 1
I |
|

192.168.122.41

5.2 TUN/TAPZE&IEFRIESEIE

libvire Y HE 6L 28 BN TF T AP 28 B [ kg 00 19 2 2 18 4 B LA 20— F e 19 AR
JEHE BB — T Linux #7800 R 09 TAERE . IR PLRGUE W 24 — 8 MK
P ethO ethl 25, i 28 [0 25 350 4 55 ) B 2% 3 I5C 4 AH OC K L I & 9 50 4 20dis (0 i 5 3
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2 I, A 5-4 iR,

| Socket AP

A=

A% 8] raw ethernet

|
| Network Stack ]

l
| eth0 ]

l

| NIC |
I
M

K 5-4 Linux #/#0 M - T/F 7 #

ethO 3 P HLIN = NIC 55 S0 000 45 AH 32 , 3290 31 0 R 03 i 5008 60 2 22 ) etho f& 38
25 NAZ Y P 25 B AR (Network Stack) o SR J5 1 BIRSCRR X 3 S50 4f (0 90 47 0 — 2D p Ab B

Xf T BB AR UR RO AL SRR T AR R B3R . X T HAR AR TAPL B 6 . Pr SRR
AT AR $ERE S, it T H A kb 2 A LAY T EL 2 b2 0 B 75 SRR 4 Rk 2 i
Socket API A& 45 [ )2 IEAEERF N AR T .

HE DL 26542 11 B4 58 Y T RE S BRI R 0L A WA o ML2E . TUN A TAP . fE Linux
WE 7 Mk EAA —A 308 Chttps: //www. Kernel. org/ doc/Documentation/ networking/ tuntap.
txOFEXFEE L. TUN/TAP Sy J P28 (888 7 32 (808 6 i He o & e . w7 LUK R
7 PR PR s X i B DA R & o B ATTAS 2 DN A Jo 4 WSO 0 T DA P = ) AR O 422 0
B4l . BT 2 i W B R R B A TR S A P S AR Y

WAk & U, TUN/TAP 2 H 2 %A IR B 28 10 jE 40082 11 . P 25 (B R )3 ] LB
F TUN/TAP 3 1 b B ik B)3% 3 1/ i, A&l 5-5 FR

TUN TAP
| SocketAPl | | SocketAPl |
I I
App | | App |
mA%E [
————————————— [ rdevtunx  |----{  idevtapx }------
Rx= 8] 13 pa:ckets raw etlhemet
| Network Stack | | Network Stack |
| tunX | | tapX |

B 5-5 Linux H' TUN/TAP 145 & T/ R
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i TUN/TAP R F LLFE AL E Ay i L 26 52 1, BT DI se 25 0L T 3 W
A DLH H A I TP K B0 A 0% i B3z B e A s 55 . TUN/TAP A B R H 8y 0 H 5
. VPN Fl=it5,

TUN 5 TAP A4 X 502

TUN (tunneD £ 76 OSBRI 3 2817, B LB & B BLAY 1P o506 fi 82 01, i
T HAE LR 1R sz i TP B . B %A MAC Huhk ., i HOR GE A R A9 slave
W,

TAP(Network Tap) iz47 7705 TUN & HHRL, AR BE 174 OSI BRI 5 2 2
e R AR R LG22 11 % 6 A U I DA R VB B, BT LA E 5 LUK M R RRBIA L. BA
MAC Hiuik, 7] LLREH PO B slave %45,

T L S R TAP &R R,

e ip 4. ip & iproute $PF A HL A Y — > KA M4 i B T B HP tuntap F
A H T4 TUN/TAP 80 . &4 F .

1 #ip link
1: lo: < LOOPBACK, UP, LOWER UP > mtu 65536 gdisc noqueue state UNKNOWN mode DEFAULT group
default glen 1000
1ink/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
2: ens32: < BROADCAST, MULTICAST, UP, LOWER_UP > mtu 1500 gdisc fg_codel state UP mode DEFAULT
group default glen 1000
link/ether 00:0c:29:f7:6b:c8 brd ff:ff:ff:ff:ff:ff
3: virbr0: < BROADCAST, MULTICAST, UP, LOWER UP > mtu 1500 gdisc noqueue state UP mode DEFAULT
group default glen 1000
link/ether 52:54:00:e0:41:ac brd ff:ff:ff:ff:ff:ff
4: virbr0 — nic: <BROADCAST, MULTICAST > mtu 1500 gdisc fq codel master virbr0 state DOWN mode
DEFAULT group default glen 1000
link/ether 52:54:00:e0:41:ac brd ff:ff:ff:ff:ff:ff
6: vnet0: < BROADCAST, MULTICAST, UP, LOWER_UP > mtu 1500 gdisc fg_ codel master virbr0O state
UNKNOWN mode DEFAULT group default glen 1000
link/ether fe:54:00:27:5f:c9 brd ff:ff:ff:ff:ff:ff
7: vnetl: < BROADCAST, MULTICAST, UP, LOWER UP > mtu 1500 gdisc fq codel master virbr0O state
UNKNOWN mode DEFAULT group default glen 1000
link/ether fe:54:00:9d:57:9c brd ff:ff:ff:ff:ff:ff

2 # ip tuntap help
Usage: ip tuntap { add | del | show | list | 1st | help } [ dev PHYS DEV ]
[ mode { tun | tap } ] [ user USER ] [ group GROUP ]
[ one queue ] [ pi ] [ vnet hdr ] [ multi queue ] [ name NAME ]

Where:USER : = { STRING | NUMBER }
GROUP : = { STRING | NUMBER }
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3 # ip tuntap list
virbrO — nic: tap persist
vnet0: tap vnet hdr
vnetl: tap

5 147 ip link fy2 T B8 4/ 0L 8 B A5 4 38 K 2 400 A0 o 48358 4%
%2 ﬁﬁ%/‘\ﬁﬁﬂir ip fiT 4 1 tuntap Tfr & B9 HE B,
3T AT B R SET TUN/TAP &5 4, bab 3 3 4~ TAP 4.

7R libvirt 24 & TAP & &0, 2AREEMAM T XA R A& A TAP % & 38 i
S AR (Flag) , B 4o 4 virtio % & M F 3% e 89 4732 2% vnet_hdr, @ 5 T %69 1000 ¢ W
0 R & E AR,

HRORESM 1A TAP 84 ARG &R X B & . fr S WF .
4 = ip tuntap add dev tap - nicl mode tap

5 ## ip tuntap list
virbrO — nic: tap persist
vnet0: tap vnet hdr
vnetl: tap

tap — nicl: tap persist

6 #ip link
1: lo: < LOOPBACK, UP, LOWER UP > mtu 65536 gdisc noqueue state UNKNOWN mode DEFAULT group
default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
2: ens32: < BROADCAST, MULTICAST, UP, LOWER_UP > mtu 1500 gdisc fq_codel state UP mode DEFAULT
group default glen 1000
link/ether 00:0c:29:f7:6b:c8 brd ff:ff:ff:ff:ff:ff
3: virbrO: < BROADCAST, MULTICAST, UP, LOWER UP > mtu 1500 gdisc noqueue state UP mode DEFAULT
group default glen 1000
link/ether 52:54:00:e0:41:ac brd ff:ff:ff:ff:ff: ff
4: virbr0 — nic: < BROADCAST, MULTICAST > mtu 1500 gdisc fq codel master virbr0 state DOWN mode
DEFAULT group default glen 1000
link/ether 52:54:00:e0:41:ac brd ff:ff:ff:ff:ff:ff
6: vnet0: < BROADCAST, MULTICAST, UP, LOWER UP > mtu 1500 gdisc fg codel master virbr0O state
UNKNOWN mode DEFAULT group default glen 1000
link/ether fe:54:00:27:5f:c9 brd ff:ff:ff:ff:ff:ff
7: vnetl: < BROADCAST, MULTICAST, UP, LOWER_UP > mtu 1500 gdisc fg_ codel master virbr0 state
UNKNOWN mode DEFAULT group default glen 1000
link/ether fe:54:00:9d:57:9c brd ff:ff:ff:ff:ff:ff
8: tap — nicl: < BROADCAST, MULTICAST > mtu 1500 gdisc noop state DOWN mode DEFAULT group
default glen 1000
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link/ether 76:0a:b9:fa:83:e9 brd ff:ff:ff:ff:ff:ff

7 # ip addr add 172.16.123.1/24 dev tap - nicl

W AATAMAINT 1 4K tap-nicl B9 TAP 4. W 5.6 4142 0% ] L& 3
XA 4

FEATAT LARAS BE BRI R — RS BB U 8 3 11, BN SE 7 AT A e E T 1A H
B IP il 2 FoRMBR XA TAP & ARG & F S RIIMER . &I F .

8 # ip tuntap del dev tap - nicl mode tap

9 # ip tuntap list
virbrO — nic: tap persist
vnet0: tap vnet_hdr
vnetl: tap

SIEGME T LA S AT A T T BR XA TAP %4 .58 9 frmi S T & F TAP & &
k.,

RHEL/CentOS 8 Hffi il ip g &ML B &5 B KEb 2 f 5 e b i, R
B A TUN/TAP #% ﬁ, ) #E 7% fff ] NetworkManager 3£ @ &, N i & 7138 of
NetworkManager H1 AUy 24T L H nmeli SEMSSRISL58 a2 U0 .

10 # nmcli connection add type tun con - name newconl ifname tap - nic2 mode tap ip4 172.16.123.
2/24
Connection 'newconl' (09df2d02 — dfcl — 4a92 — 9d24 — 72dd97fe0756) successfully added.

11 # nmcli connection

NAME UuID TYPE DEVICE
ens32 152beb06 — 47c5 — c5e8 — 95a9 — 385590654382 ethernet  ens32
newconl 09df2d02 — dfcl — 4a92 — 9d24 — 72dd97fe0756 tun tap — nic2
virbr0 46edfc4d— 8edb— 4560 — 8a86 — c84cad9b61c9 bridge virbr0
vnet0 540308fa — 9ffa — 40ec — 8860 — dd5cel3dde73 tun vnet0
vnetl 7a8486a7 — 88d0 — 4423 — 950a — 0705d7aa3025 tun vnetl

12 # nmcli device

DEVICE TYPE STATE CONNECTION
ens32 ethernet  connected ens32

tap — nic2 tun connected newconl
virbr0 bridge connected  virbr0
vnet0 tun connected  vnet0
vnetl tun connected  vnetl

lo loopback  unmanaged —=

virbrO — nic tun unmanaged —=



154 | FEIILKVMIENA ]

NetworkManager ¥ FT A W 4% Bt & 17 fif 4 3% % (connection) » ‘B {11 J2& $ 38 40 fa] 41 22 o5 4%
AT E R N AL E (2 BN E B JIP il ) 14 & . NetworkManager 3¢ 43 08 i%
R E L Fh, A1 $5 ethernet, wifi. pppoe. infiniband. bluetooth. bond. bridge. tun. vxlan
G, W TE B M )2, NetworkManager N X 3 % #: 5 A1 58 35 & TUN & & TAP, 48—
4 TUN,

55 10 A1 a2 BN T — A B 4R K type IKE N tun, il con-name 8 E T IERE A
# A newconl, i id ifname 87 T O A FX A tap-nic2, il i mode ¥§ & TN tap, 1T
ipd 85 T 1P Huhik Ky 172.16. 123, 2/24,

NS 11 4744 1 i 11 v AT LU B3X A 44 R newconl Y87 % 45 SO @ k.

M 12 74w A B i b T DUE BB 45 tap-nic2, type R A tun, FRATAT LA R iX
AR AR, AR AR, tap-nic2 BIERILJE tap. XD AT AN 14 Fran
A R A AT

13 # ip address show tap — nic2
7: tap — nic2: < NO — CARRIER, BROADCAST, MULTICAST, UP > mtu 1500 gdisc fq_codel state DOWN
group default glen 1000
link/ether ce:ba:06:00:66:ef brd ff:ff:ff:ff:ff:ff
inet 172.16.123.2/24 brd 172.16.123. 255 scope global noprefixroute tap — nic2
valid 1ft forever preferred 1ft forever
inet6 feB80::c5d3:c6b8:d79:81a7/64 scope link tentative noprefixroute
valid 1ft forever preferred lft forever

14 # ip tuntap
virbr0 — nic: tap persist
vnet0: tap vnet hdr
vnetl: tap
tap — nic2: tap persist

15 # nmcli connection delete newconl
Connection 'newconl' (09df2d02 — dfcl — 4a92 — 9d24 — 72dd97£fe0756) successfully deleted.

16 # ip tuntap list
virbr0O — nic: tap persist
vnet0: tap vnet hdr
vnetl: tap

MEE 13 F74r 4 [kt vh T B B 52 400 0 45 82 1 tap-nic2 (915 8., L35 AL B 1 MAC
Hiht IPv4 itk IPve HihE25(5 5. .
5515 7 A 2 15 BRIE #E newconl , 3 AR AE 12> [ BHH) 54k K 4000 25 422 11 3% 4% tap-nic2.,
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5.3 MBI IERIESEE

PR — PP RS BE R A RS . 2. 4 WRDUJG B9 Linux W Z R E LML T MR DI6E.
TE HE AUAL % R J5 28 v OB 2 — R EE 2 4L

5.3.1 EB5HAMB

£ RHEL/CentOS 8 1, 7] LLi@# i iproute, NetworkManager 1 Cockpit & & K T fi#t
YHT EHL B I O .

5. 1.1 EFEEIL PG IR — 5 b T el 38 5 iproute 1 NetworkManager
KA FE fm ENLSHTA A, N EFATE S Cockpit £ F X #84rF # .

1E Cockpit ¥ Networking Bt 0l LLE 278 EHLAI T A M3 05 B, 7 Hphnl DIE
B RIARF virbro, WA 5-6 7R

CENTOS LINUX & Privieged . fatt =

ﬁ kvml Interfaces l Add Bond H Add Team ][ Add Bridge ” Add VLAN J

Name IP Address Sending Receiving
Search
Q Searc ens32 192168 114.231/24 445 Kbps 177 Kbps
Overview virbrQ 1921681221/24 Obps Obps
Logs
Unmanaged Interfaces
Storage
Name IP Address Sending Receiving
virbrQO-nic

& 5-6 Cockpit H ) ¥ 2% 422 1

s virbr0o g0 DLE BXAS B (9 FEA0{E B, 46 1P Hiht \ SCRE STP . §% & 838 K W
AN vnetO 1 vnetl, W& 5-7 FF 7w,

2R: RHEL 7.7 &% Rk #4% A bridge-utils 7, /1A £ RHEL 8/CentOS 8 ¥ &%
FikAE R bretl 44T L&A Z AT A4 A iproute, NetworkManager #= Cockpit k% K €,

5.3.2 ilid iproute ¥ BRI B
£ iproute F AL L ip fr A J& e W i 4, F I i T A g — A WA B L AR
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CENTOS LINUX

ﬁ kvmi

Q Search

Overview

Logs

Storage
Networking
Virtual Machines
Accounts

Services

virbrO Bridge 52:54:00:E0:41:AC

Status 192.168.122.1/24
Carrier Yes

General ) Connect automatically

IPv4  Address 192.168.122.1/24
IPv6  Ignore

Bridge Spanning Tree Protocol
Forward delay 2

Ports Sending Receiving
vnetD 0.415 bps Obps
vnetl 0.415 bps 0 bps

& 5-7  Cockpit H iy P HF I 4115 B

R 24 B R LU T 2R RBE . a2 Ui F

1 # ip link add name br2 type bridge

2 # ip address

& Privileged

. root =
©

@ -
@ [-]

7: br2: < BROADCAST, MULTICAST > mtu 1500 gdisc noop state DOWN group default glen 1000
link/ether 36:21:b7:e4:58:fe brd ff:ff:ff:ff:ff:ff

3 #ip link

7: br2: <BROADCAST, MULTICAST > mtu 1500 gdisc noop state DOWN mode DEFAULT group default glen

1000

link/ether 36:21:b7:e4:58:fe brd ff:ff:ff:ff:ff:ff

AT AIE T 1A% br2 MR O . M 2 1755 3 v S s el LI E
FA BT, MEFESA 1 A BEILA: B MAC Hohb , 73 25 0 B 534 350 T 9 MAC Hb ik

IEI% 36:21:})7:64:58:{60

A TR TS RO AT 0T RO A e 1 BE AT LR A B ] LA

S MR AU 11, AR S 06 4 o P R 04 11 L i 2 U
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4 # ip tuntap add dev tap - nicl mode tap
5 # ip tuntap add dev tun - nicl mode tun

6 # ip tuntap
virbrO — nic: tap persist
vnet0: tap vnet hdr
vnetl: tap
tap — nicl: tap persist

tun — nicl: tun persist
7 #ip link

7: br2: <BROADCAST, MULTICAST > mtu 1500 gdisc noop state DOWN mode DEFAULT group default glen
1000
link/ether 36:21:b7:e4:58:fe brd ff:ff:ff:ff:ff:ff
8: tap — nicl: < BROADCAST, MULTICAST > mtu 1500 gdisc noop state DOWN mode DEFAULT group
default glen 1000
link/ether 26:3a:41:e8:7f:78 brd ff:ff:ff:ff:ff:ff
9: tun — nicl: < POINTOPOINT, MULTICAST, NOARP > mtu 1500 gdisc noop state DOWN mode DEFAULT
group default glen 500
1ink/none

WA TTRAUINT 1A% K tap-nicl B TAP KB BRI 0, BT X B 9. 46
B 5 A EAIE T 1 %N tunnicl B TUN 8B I8 1, AT RIESS 6 1762 1%
MHFERX 2 AN EREED,

WNEE 7 Fran A B9 b ] LUE Y tapnicl 5 br2 B9 MAC 4k 2 AR, BT tun-
nicl J&—41 3 EMEA . e 2 RA MAC #ibkry .

P oRBOE B R E TN AR .

8 # ip link set br2 up

9 #ip link set tap - nicl up

10 #ip link set tun - nicl up

11 # ip link set tap - nicl master br2

12 # ip link set tun - nicl master br2
RTNETLINK answers: Invalid argument

ip i B Y 3% B BRI A WO L B ASE 8.9, 10 17 s 7 iX 3 M. B

11 F7 i 283X A4 4 tap-nicl 19 TAP B A& BCE N AT br2 (73 1, A 2 80 f it =R
WM. T tunnicl E—A 3 B &, EIE R S MM FH 0L T LR 12 1744 ik
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Fl— 5%,
BTAEMERE . mSWF .

13 # ip addr

3: virbr0: < BROADCAST, MULTICAST, UP, LOWER UP > mtu 1500 gdisc noqueue state UP group default
glen 1000
link/ether 52:54:00:e0:41:ac brd ff:ff:ff:ff:ff:ff
inet 192.168.122.1/24 brd 192.168.122. 255 scope global virbr0
valid_1ft forever preferred 1ft forever
4: virbrO — nic: < BROADCAST, MULTICAST > mtu 1500 gdisc fg codel master virbrO state DOWN
group default glen 1000
link/ether 52:54:00:e0:41:ac brd ff:ff:ff:ff:ff:ff

7: br2: < NO — CARRIER, BROADCAST, MULTICAST, UP > mtu 1500 gdisc noqueue state DOWN group
default glen 1000
link/ether 26:3a:41:e8:7f:78 brd ff:ff:ff:ff:ff:ff
inet6 feB80::3421:b7ff:feed:58fe/64 scope link
valid_1ft forever preferred lft forever
8: tap — nicl: < NO — CARRIER, BROADCAST, MULTICAST, UP > mtu 1500 gdisc fq codel master br2
state DOWN group default glen 1000
link/ether 26:3a:41:e8:7f:78 brd ff: ff:ff:ff:ff:ff
9: tun — nicl: <NO - CARRIER, POINTOPOINT, MULTICAST, NOARP, UP > mtu 1500 gdisc fg codel state
DOWN group default glen 500
link/none

FMFEE—TH 13 @205 H . tap-nicl Y master 2 M br2, M B M br2 &%
MEE 1 A8 1 i MAC Hedik 47 A & 1 MAC, 3t f& tap-nicl ) MAC Hifik 26:3a:41:e8:
76:78, K& Linux FIFF— 4L B AZIRH 1AM E DB MAC 24E A C B MAC
Hihl, Br LA libvirt 7861 @ M #F virbrO B, &8 @ — 4 TAP R A3 0 virbrO-nic, X £
virbrO 1 virbrO-nic ) MAC HuhE#RJ& 52.54.00.¢€0:41 :ac,

BIR: BT libvirt & A& 49 MAC #4E52 52.54.00 FF k85,

7E iproute FAFELH L BR T ip i Ah B 1 D440 bridge M -UL5 AR A C . Ar S NF

14 # bridge link

4: virbrO — nic: < BROADCAST, MULTICAST > mtu 1500 master virbr0O state disabled priority 32
cost 100

5: vnetO: < BROADCAST, MULTICAST, UP, LOWER UP > mtu 1500 master virbrO state forwarding
priority 32 cost 100

6: vnetl: < BROADCAST, MULTICAST, UP, LOWER UP > mtu 1500 master virbrO state forwarding
priority 32 cost 100
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8: tap — nicl: < NO — CARRIER, BROADCAST, MULTICAST, UP > mtu 1500 master br2 state disabled
priority 32 cost 100

e S8 Z 5 FATT AT LA T 3 i 4 i BRESSS BR A
15 # ip link set tap - nicl nomaster

16 # ip link delete br2 type bridge

17 # ip tuntap delete tap - nicl mode tap

18 # ip tuntap delete tun - nicl mode tun

5.3.3 i#iid NetworkManager & Pl [ Bf

A LLIE 3 nmeli /) connection Far A K EHMAE ., 5 ip 2201, &t & o 0 8 W A
P EREEAETED, ARZART S AR D0 .
16T RS2 i b, AT T — B8 W R ens34 7B 8 MR 9 74 00 RS0 F .

1 # nmcli connection
NAME UuID TYPE DEVICE
ens32 152beb06 — 47c5 — c5e8 — 95a9 — 385590654382 ethernet  ens32
ens34 293e8ad9 — d491 — 46ee — alac — 789fc12c5407 ethernet  ens34

virbr0 bdccd8df — £27f — 4c97 — 9709 — bcca97a890e5 bridge virbr0
vnet0 39e2fcf8 — 26f4 — 4edf — be22 — 1eb79f43c01b tun vnet0
vnetl 84718c08 — 1d46 — 4d0b — b80c — 79fb448eccce tun vnetl

2 # nmcli device

DEVICE TYPE STATE CONNECTION
ens32 ethernet  connected ens32
ens34 ethernet  connected ens34
virbr0 bridge connected virbr0
vnet0 tun connected vnet0
vnetl tun connected vnetl

lo loopback  unmanaged ——

virbr0 — nic tun unmanaged ——

4 = 1s /etc/sysconfig/network - scripts/
ifcfg— ens32 ifcfg— ens34

5 # cat /etc/sysconfig/network - scripts/ifcfg - ens34
TYPE = Ethernet
PROXY_METHOD = none
BROWSER_ONLY = no
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BOOTPROTO = dhcp

DEFROUTE = yes

IPV4 FAILURE FATAL = no

IPVEINIT = yes

IPV6_AUTOCONF = yes

IPV6_DEFROUTE = yes

IPV6_FAILURE FATAL = no

IPV6 ADDR GEN MODE = stable — privacy
NAME = ens34

UUID = 293e8ad9 — d491 — 46ee — alac — 789fc12c5407
DEVICE = ens34

ONBOOT = yes

6 = ip address

3: ens34: < BROADCAST, MULTICAST, UP, LOWER UP > mtu 1500 gdisc fq codel state UP group default
glen 1000
link/ether 00:0c:29:f7:6b:d2 brd ff:ff:ff:ff:ff:ff
inet 192.168.114.130/24 brd 192.168.114.255 scope global dynamic noprefixroute ens34
valid 1ft 1750sec preferred 1ft 1750sec
inet6 fe80::697b:329c:b7b3:238d/64 scope link noprefixroute

valid_1lft forever preferred 1ft forever

NEE 1 AT 5 2 ATan 2 i e LR A — 48 ens34 WiERE, EA — &
A AR 2 R 5%

1E /ete/sysconfig/network-scripts/ H sF A — 4 M ilclg-ens34 Y RIHF 82 10 304, A
55 5 AT A A AT DLE BIX IS SN . REERI IR AT 23 B S AR 95 X A4~ T S
PFEAT AR R 15 & 1 4038 3 DHCP 45 ens34 4)BCA 1P Mahik 3% 7] LANSS 6 474 4 1 i
T F 1P Huhik S 192, 168, 114.130/24,

B 4o R /ete/sysconfig/network-scripts/ B TP A A H M F oo X4, Wk T F
A & Z 9, & T vhid it nmeli device connect ens34 4~k A R — AN HE T A4,

HER SR IAT LLT A

7 # nmcli connection add type bridge autoconnect yes con - name virbrl ifname virbrl
Connection 'virbrl' (24fc8f00 — ca86 — 47da — 817c — cb392c4d15b4) successfully added.

8 # nmcli connection
NAME UuID TYPE DEVICE
virbrl 24fc8f00 — ca86 — 47da — 817c — cb392c4d15b4d bridge virbrl
ens32 152beb06 — 47c5 — c5e8 — 95a9 — 385590654382 ethernet  ens32
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ens34 861£3757 — 4b5b — 464a — 9d56 — £d7c0b4e8cee ethernet ens34
virbr0 d767930b — ee30 — 49ee — 8d59 — e51708f1lccld bridge virbr0

9 # nmcli device

DEVICE TYPE STATE CONNECTION
ens32 ethernet connected ens32
ens34 ethernet  connected ens34
virbr0 bridge connected virbr0
virbrl bridge connecting (getting IP configuration) virbrl

lo loopback  unmanaged —

virbr0 — nic tun unmanaged -

10 # 1s /etc/sysconfig/network - scripts/
ifcfg — ens32 ifcfg— ens34 ifcfg— virbrl

11 # cat /etc/sysconfig/network - scripts/ifcfg - virbrl
STP = yes
BRIDGING_OPTS = priority = 32768
TYPE = Bridge
PROXY_METHOD = none
BROWSER_ONLY = no
BOOTPROTO = dhcp
DEFROUTE = yes
IPV4 FAILURE FATAL = no
IPV6INIT = yes
IPV6_AUTOCONF = yes
IPV6_DEFROUTE = yes
IPV6_FAILURE FATAL = no
IPV6_ADDR GEN_MODE = stable — privacy
NAME = virbrl
UUID = 24£c8f00 — ca86 — 47da — 817c — cb392c4d15bd
DEVICE = virbrl
ONBOOT = yes

FTATWA BB T — A EEIF R E T B M, type 8 € 198 2 bridge,
autoconnect 1§ E N H 313 3l . con-name 8§ 7€ W% 4 FX A virbrl, ifname 8 € 09 3 0 & FX
W virbrl,

MNES 8 AT A 9 AT W H B Rl LU B A PO 1 7 B A 1R B

7 AT A 43 A8 /ete/sysconfig/network-scripts/ H 5% H124E L — 4% N ifelg-virbrl 1Y
W) 26 42 11 SO

WES 11 T Ak B g4 J@ ¥ . TYPE=DBridge Al BOOTPROTO=dhcp,
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BT ORPATHY AT ST
12 # ip address

3: ens34: <BROADCAST, MULTICAST, UP, LOWER UP > mtu 1500 gdisc fq codel state UP group default
glen 1000
link/ether 00:0c:29:f7:6b:d2 brd ff:ff:ff:ff:ff:ff
inet 192.168.114.130/24 brd 192.168.114. 255 scope global dynamic noprefixroute ens34
valid 1ft 1582sec preferred_ lft 1582sec
inet6 feB80::697b:329¢c:b7b3:238d/64 scope link noprefixroute
valid_1ft forever preferred lft forever

6: virbrl: < NO — CARRIER, BROADCAST, MULTICAST, UP > mtu 1500 gdisc noqueue state DOWN group
default glen 1000
link/ether 92:23:18:cb:00:e3 brd ff:ff:ff:ff:ff:ff

13 # nmcli connection modify virbrl ipv4.addresses 172.16.123.11/24 ipv4.method manual

14 # cat /etc/sysconfig/network — scripts/ifcfg - virbrl
STP = yes
BRIDGING_OPTS = priority = 32768
TYPE = Bridge
PROXY_METHOD = none
BROWSER_ONLY = no
BOOTPROTO = none
DEFROUTE = yes
IPV4 FAILURE FATAL = no
IPV6INIT = yes
IPV6_AUTOCONF = yes
IPV6_DEFROUTE = yes
IPV6_FAILURE FATAL = no
IPV6_ADDR_GEN_MODE = stable — privacy
NAME = virbrl
UUID = 24£c8£00 — ca86 — 47da — 817c — cb392c4d15b4
DEVICE = virbrl
ONBOOT = yes
IPADDR =172.16.123.11
PREFIX = 24

MEE 12 A7 A ik ol DUE . i TR WA BTG BT MR virbrl, BT LLE %A M DHCP
MR 55 45 A5 1P Mk, 75 2 A J& virbrl 19 MAC ok 2 REHLA: BN 92:23:18:¢b: 00
3,5 ens34 i MAC #idik 00:0¢:29:17:6b:d2 FH-AHMF .

%513 Fran Ak virbrl B9 1P Mk B B AS 1P Mudik 172, 16,123, 11/24, XMEN S
JUBRTE /ete/sysconfig/network-scripts/ H 5% W1 BY W& 32 1 S0 ifefg-virbrl BYZE 4L I,
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R OR AT A S T

15 # nmcli connection delete ens34
Connection 'ens34' (861f3757 — 4b5b — 464a — 9d56 — fd7cOb4e8cee) successfully deleted.

16 # nmcli connection add type bridge - slave autoconnect yes con - name ens34 master virbrl
Connection 'ens34' (ad4ae2e5 — £95f — 415a — a9el — 23e2££650956) successfully added.

17 # nmcli connection

NAME UUID TYPE DEVICE
virbrl  24fc8f00 — ca86 — 47da — 817c — cb392c4d15b4 bridge virbrl
ens32 152beb06 — 47c5 — c5e8 — 95a9 — 385590654382 ethernet  ens32

virbr0  d767930b — ee30 — 49ee — 8d59 — €51708flccld bridge virbr0

ens34 ad4ae?2e5 — £f95f — 415a — a9el — 23e2f£650956 ethernet ens34

18 # nmcli device

DEVICE TYPE STATE CONNECTION
ens32 ethernet connected ens32
virbrl bridge connected  virbrl
virbr0 bridge connected  virbr0
ens34 ethernet connected ens34

lo loopback unmanaged —=

virbr0O — nic tun unmanaged —=

19 # 1s /etc/sysconfig/network - scripts/
ifcfg — ens32 ifcfg— ens34 ifcfg— virbrl

20 # cat /etc/sysconfig/network - scripts/ifcfg - ens34
TYPE = Ethernet
NAME = ens34
UUID = ad4ae2e5 — £95f — 415a — a9el — 23e2f£650956
ONBOOT = yes
BRIDGE = virbrl

21 # nmcli connection up virbrl
Connection successfully activated (master waiting for slaves) (D — Bus active path: /org/
freedesktop/NetworkManager/ActiveConnection/7)

W28 B2 % ens34 IUAE IR & T — > [6] 4 1% 52 i LA B0 X A H M BR . 265 15 474w
AW i 2 ens34 MR .

55 16 174 2B 48 48 ens34 WS INE] M HF virbrl, TSk BOAT (9 F- 42 1. type 48 €
126 # K bridge-slave,autoconnect 8 %€ i A 3l J3 3l , con-name $§ %€ 1Y % # % X Ny ens34,
master f5 & 0 M 44 FR a2 virbrl,

IS 17 47 5 18 A7 th T LAIE B virbrl (ens34 W IR &HEE .
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%16 F71 243N ens34 fE/ete/sysconfig/network-scripts/ H 5% A Az il — AN 57 19 W 2%
He D130 ifcfgens34., @5 20 47 fiv 4 A5 A X B SO BT SCPRAR R A B0 JE R
BRIDGE=virbrl, BN ens34 #§ % | master,

21 AT A EE T M, £ RHEL/CentOS 8 v, X b #: VE 25 78 &R 48 W /var/log/
messages ‘£ H G H . YRR, B 525 26 H A5 A5 1R B T IR AT T HERS 4

T RPATH AT IE

22 # ip address

3: ens34: < BROADCAST, MULTICAST, UP, LOWER UP > mtu 1500 gdisc fq codel master virbrl state
UP group default glen 1000
link/ether 00:0c:29:£7:6b:d2 brd ff:ff:ff:ff:ff:ff

6: virbrl: < BROADCAST, MULTICAST, UP, LOWER_ UP > mtu 1500 gdisc noqueue state UP group
default glen 1000
link/ether 00:0c:29:f7:6b:d2 brd ff:ff:ff:ff:ff:ff
inet 172.16.123.11/24 brd 172.16.123. 255 scope global noprefixroute virbrl
valid_1ft forever preferred 1ft forever
inet6 feB80::e708:9d2e:c0ca:f913/64 scope 1link noprefixroute

valid_1ft forever preferred 1lft forever

23 4 bridge link

3: ens34: < BROADCAST, MULTICAST, UP, LOWER_UP > mtu 1500 master virbrl state forwarding
priority 32 cost 100

5: virbrO — nic: < BROADCAST, MULTICAST > mtu 1500 master virbr0 state disabled priority 32
cost 100

M 22 174 895 AT LIE . ens34 B9 master J& virbrl, X Ui BH & & B virbrl )
FHE: 0, FIBEER virbrl B MAC #hik © 284 #5128 BEAL LAY MAC #uhk 1,0
SR TH 1 AFHIT B ens34 (1) MAC ik 00:0c:29:17:6b:d2,

23 1A B H B SR Y ens34 AY master & virbrl,

B P B9 SE B Ak 52 T T T IR AR T N R AR SR R L A S R

24 # mkdir ~ /bak

25 #cp /etc/sysconfig/network - scripts/ifcfg- * ~/bak

26 # nmcli connection down virbrl
Connection 'virbrl ' successfully deactivated (D — Bus active path: /org/freedesktop/
NetworkManager/ActiveConnection/7)

27 # nmcli connection delete virbril
Connection 'virbrl' (24£c8f00 — ca86 — 47da — 817c — cb392c4d15b4) successfully deleted.
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28 # nmcli connection delete ens34
Connection 'ens34' (ad4ae2e5 — £95f — 415a — a9el — 23e2££f650956) successfully deleted.

29 # nmcli device connect ens34
Device 'ens34' successfully activated with '6d322e2c — af9c — 4c87 — 9740 — d4cf6e076bfc'.

N T RS A 24 17 V58 25 A7 R S T Y RO 4 1 SO A 4 B~ /bak H
S L

S 26 1164 G virbrl , S8 J5 M BR 1% #2 virbrl .ens34.,

WL 20 fTA S S E B E B £ ens34, I AE/ete/sysconfig/network-sceripts/ H 5% 4k
B AL BN R YEME AY ifcfg-ens34 SCIF,

B : £ NetworkManager ¥ i& A B 7 1L W 4 & 3 4 # £ nm-connection-editor, 5
nmclic £ ML, € 47T VAR 75 42 3 5 e (M IR Fo 15 28 NetworkManager 7 4% 89 M 4% 3% 4%,

5.3.4 o g2 10 SO B Y

TE H % /ete/sysconfig/network-scripts/ N 41 &t B #F # it B S ifefg-virbrl #1742 1
il B SCHF ifefg-ens34, 0 A] DAAR J5 16 Mo B 22 RO#F . A & 20 T -

1 #vi /etc/sysconfig/network - scripts/ifcfg - virbrl
HIRIMLLT %
TYPE = Bridge
STP = yes
BOOTPROTO = none
NAME = virbrl
DEVICE = virbrl
ONBOOT = yes
IPADDR=172.16.123.11
PREFIX = 24

2 #vi /etc/sysconfig/network - scripts/ifcfg - ens34
EWMLLT A2
TYPE = Ethernet
NAME = ens34
ONBOOT = yes
BRIDGE = virbrl

3 # nmcli connection reload

4 # ip address
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3: ens34: < BROADCAST, MULTICAST, UP, LOWER UP > mtu 1500 gdisc fq codel master virbrl state UP
group default glen 1000
link/ether 00:0c:29:f7:6b:d2 brd ff:ff:ff:ff:ff:ff

6: virbrl: < BROADCAST, MULTICAST, UP, LOWER _UP > mtu 1500 gdisc noqueue state UP group default
glen 1000
link/ether 00:0c:29:f7:6b:d2 brd ff:ff:ff:ff:ff:ff
inet 172.16.123.11/24 brd 172.16.123. 255 scope global noprefixroute virbrl
valid_1ft forever preferred lft forever
inet6 fe80::20c:29ff:feb3:7340/64 scope link
valid_1ft forever preferred lft forever

WA 1 AT VBB 2 AT A R AN R R I T SRR S 4 R T SR AT
m B AR AT, AR, A DB b — SC 80 & fE H Sk ~/bak/ B9 ifcfg-virbrl F1 ifcfg-
ens34 HIZEE Hl 3 H 5% /ete/sysconflig/network-scripts/ F .

PATES 3 A7 A A ERT N ARG B S, O G R T, X AT LAAER 4 4T
A B S B AR EE, IR, AT DL A R RS H % /var/log/ messages H Y 45 H
KA AR,

5 # rm /etc/sysconfig/network - scripts/ifcfg - virbrl
6 Zrm /etc/sysconfig/network - scripts/ifcfg - ens34

7 # nmcli connection down virbrl
Connection 'virbrl ' successfully deactivated (D — Bus active path: /org/freedesktop/

NetworkManager/ActiveConnection/6)

8 # nmcli connection reload

T BRPURF vicbrl AR B B S PRATHS 5 47 45 6 17 A& M R WOAT £ 1 08 SOk AR s
FESR P R virbrl 22 ) BT 048 ) 28 % 4 R ]

5.3.5 jiut Cockpit 45 B

MR AT LRI 051 Cockpit 25 5060 B S 1 010 75 0 % 35 B oh o i Add
Bridge 5t a] LAGS IIUHT AT 1, 4018 5-8 s

B BT RBR 4 Bk virbrl, 36 0 F 4 11 (Cockpit ¥ HFR N port) ens34, H Al 7 191 44 45 Bk
NARJE Bt Apply $2E0Q1EH M, aniEl 5-9 Fios .

il 3 Cockpit B @85 MAF virbrl , 2 H 3 1E/ete/sysconfig/network-scripts/ H 5% H1 4]
A E S ifefg-ens34 F ifcfg-virbrl,

Cockpit BRINE F DHCP A& 45 [ 57 B 2 e TP Mok o 2458t 0T DL 8 A virbrl ()
HEHE AT B, A 5-10 BiR
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CENTOS LINUX & privieged () root~

B kvmi Interfaces Add Bond || Add Team I Add Bridge | Add VLAN

Name IP Address Sending Receiving

ens32 19216814 231/24 249 Kbps 960 bps
Ovearview ens34 192168 114.130/24 O bps Obps
Logs virbrQ 1921681221/24 Mo carrier
Storage

Unmanaged Interfaces
Networking

Name IP Address Sending Receiving
Virtual Machines

wirbrO-nic

[® 5-8 Cockpit H At W 2% 32 11

CENTOS LINUX

E kvmi
Bridge Settings

Q Search

Name virbrl

Overview Ports
Logs

Storage ¥ ens34
Networking

Virtual Machines

Accounts Spanning Tree Protocol (STP)

Services
STP Pricrity

STP Forward delay

Applications

STP Hello time
Diagnostic Reports

Kernel Dump STP Maximum message age

SELinux

ware Updates

K 5-9 7E Cockpit FP 4 5 19 I’ #5

A DLFE B v R i TP Hihk  STP K F 32 055 {5 B, L nl LU 5 Delete #2241 M B
B, &l 5-11 Fiw.
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CENTOS LINUX

EI et Interfaces [_Add Bond ” Add Team “ Add Bridge "_Add VLAN]

Name IP Address Sending Receiving
Q Search ens32 19216814.231/24 354 Kbps 144 Kbps

Corviond virbrQ 1921681221/24 Mo carrier
Logs I wvirbrl Configuring IP I
Storage

Unmanaged Interfaces
Networking

Name IP Address sending Receiving
Virtual Machines

virbrQ-nic

P 5-10  h K 2 fry i 0 A

CENTOS LINUX

E kvml virbrl  Bridge 00:0C:29:F7:6B:D2 D

Status 192.168.114.130/24, fe80:0:0:0:5334:b885:a6:31b¢/64

Q Search
Carrier Yes

Overview General @ Connect automatically
Logs IPv4  Automatic (DHCP)
IPve Automatic

Storage
Bridge  Spanning Tree Protocol

MNetworking

Virtual Machines
Ports Sending Receiving +

ens34 0.480 bps 845 Kbps (o] El

Accounts
5-11 WA RIS B

5.4 KVM/libvirt & F B M & KB

TEHEIR T TUN/TAP % #5 K WA LA 5 2 J5  Fe A T8k 7T LA 2% 2] KVM/libvirt &
BRI EALT

AT AR AL S 3 00 2% | Libvirt 45 38 i 00 2% L SR 5 D i AR 45 0 TR
i
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HEAULPL = £ 1 X 2%

R R DB S ) 4% 3% 42 ) B L B R R R UL R A IR A 2SR (AN virtio, 1000
5 rtl8139) Z Ab , FAITid 5 By HAR R W 2% 34 e i) H AR v] LUK H A3 APk

(D IR ML . i libvirt SRE LS, 641 NATRouted 1 Isolated 5. K #UHL 1Y
il & f& interface type="network",

(2) LAY A . B TE ENLERE R G4 B4R, ) Ay 4 B -4 DA A T
FHLYEE N R4, EMIPLE & & interface type="bridge" 5 interface type="direct",

7 RHEL/CentOS 8 " AN [R) A BT R SCHF Y HESUML I W 45 S B 7R T i A BE A i) 22
5o Bl virt-manager(virt-manager-2. 2. 1-3. el8. noarch) fifi F§ Network source fJ—>#£5i3k&
TE BB P 2% 3% 32, AN 18] 5-12 B 7x . Cockpit (cockpit-machines-211. 3-1. el8. noarch) N {ii
H Interface Type 1 Model PI/MET, 41 [E 5-13 Fizs, Ml i virsh A edit F A2 g8 SUHL )
XML C8 AT A 2 357 7 A 59 P 2528 8 Chttps: //libvirt. org/formatdomain. html) ,

5-12

& 5-13

W& Add New Virual Hardware X

2 Storage
B Controller

Detalls XM
§ Input | Bridge virbr1: Host device ens34
= &Sam ; Nl 10! netviork st - NAT
4| Serial Virtual network ‘isolated?’ : Isolated network
=d| Parallel MAG ackwes: Host device ens32: macviap
i Console c
4 Channel Device model: Host device ens34: macvtap
-3{3} USB Host Device Specily shared device name

+& PCI Host Device

Cancel Finish

virt-manager-2. 2. 1-3. el8 ffi | Network Source [} — /™€ 1 > Bt & K2 $LAL A0 /9 28 4% 01

Add Virtual Network Interface X

Interface Type Virtual network -

Virtual network

Bridge to LAN
Generic ethernet connection

Direct attachment
Modal Ly jrorvr

MAC Address @ Generate automatically

Set manually

Can CEI

cockpit-machines-211. 3 {{i Fi] Interface Type Fl1 Model ™335 >k Fic & fig #1045 322 11
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R 5-1~3 5-8 AR E H I =L X IR,

F 51 EERBEUMNLE default

TH

] < IE

virt-manager
Cockpit
HE SLHL XML

Virtual network 'default': NAT
Interface Type: Virtual Network Source: default
<interface type= "network">

< source network="default" />

< mac address="52:54:00:xx:xx:xx"/>

< model type="virtio"/>

</interface >

x 52 EZEIEPME isolatedl

TR P e
virt-manager Virtual Network 'isolatedl': Isolated Network
Cockpit Interface Type: Virtual Network Source:isolatedl
BRI XML < interface type= "network">

< source network="isolated1" />
< mac address="52:54:00:xx:xx:xx"/>
< model type="virtio"/>
</interface >
R 5-3 EEFFENLE virbrl
TH o R e

virt-manager
Cockpit
ML XML

Bridge virbrl: Host device ens34
Interface Type: Virtual Network Source: virbrl
<interface type="bridge">

< source bridge="virbrl" />

< mac address="52:54.00:xx:xx:xx"/>

< model type="virtio"/>

</interface >

%54 EBBEIEHIEZEE ens34(VEPA)

TH P i
virt-manager Host device ens34: macvtap, Source mode: VEPA
Cockpit Interface Type: Direct attachment Source: ens34 ZRINZE vepa
JE UL XML < interface type="direct">

< source dev="ens34" mode="vepa"/>
< mac address="52:54:00:xx:xx:xx"/>
< model type="virtio" />

</interface >
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% 5-5 EHEBEVIZE ens34(Bridge)

TH

R i

virt-manager
Cockpit
RERIHL XML

Host device ens34: macvtap, Source mode: Bridge
Interface Type: Direct attachment Source: ens34 75 & T T4 mode
<interface type="direct">

< source dev="ens34" mode="bridge" />

< mac address="52:54:00; xx:xx:xx" />

< model type="virtio" />

</interface >

* 5-6 EEEEHILZE ens34(Private)

TH

[ ST

virt-manager
Cockpit
REHL XML

Host device ens34: macvtap, Source mode: Private
Interface Type: Direct attachment Source: ens34 75 % F T4 mode
<interface type="direct">

< source dev="ens34" mode="private" />

< mac address="52:54:00;xx:xx:xx"/>

< model type="virtio" />

</interface >

57 EEBEVIZE ens34(Passthrough)

TH

P TiC

virt-manager
Cockpit
REHL XML

Host device ens34: macvtap, Source mode: Passthrough
Interface Type: Direct attachment Source: ens34 75 2 F T & mode
< interface type="direct">

< source dev="ens34" mode="passthrough" />

< mac address="52:54:00;xx:xx:xx"/>

< model type="virtio" />

</interface >

K58 EREEHZRE

TE P i
virt-manager Specify shared device name Bridge name: brtest

Cockpit
HE AHL XML

AL

<interface type="bridge">
< source bridge= "brtest" />
< mac address="52:54:00:xx:xx:xx"/>
< model type="virtio"/>

</interface >
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5.4.2 libvirt £ BRI 400K %

£ RHEL/CentOS 8 "1 )7 8l libvirtd 5F ¥ #2 )% i}, libvirtd £ 38/ ete/libvirt/qemu/
networks/autostart/ H [ 455 4 42 BIr 45 [m] 14 5 $0L 1 2 B SO A L SR 5 i NetworkManager
BT HEAR R B PUAF  TAP 85328, JE AR 75 2 B0 1P % % (6 i 3R A iptables WY NAT #1

DU, DT Sy AU AIL 2 A4 R UL 1) 24 3R 85

XF T K2 420 ™ 2% , RHEL/CentOS 8 H1 & [|] 4
T HRWA — 290 6 2 5, 0. vire
manager (virt-manager-2. 2. 1-3. el8. noarch) i Ff
A AR 2 Mode fl Forward to, 3 5 ' Mode, I
K 5-14 fi7n, Cockpit(cockpit-machines-211. 3-1.
el8. noarch) fiff ] Y AR 1 F 2 /& Forward Mode i
Device,{{f5 3 ' Forward Mode, {1 & 5-15 fi/x,
i i virsh B net-create. net-define. net-edit
Fl net-update F iy & 4 48 P 46 XML 3C {4 W 32
A 09 5 B 4% 25 AU Chttps: //libvirt. org/

formatnetwork. html)

W Create & new virtual network *

Ri
Forward to: ice -
Open

» IPv4 conl lsclated
» IPVE con| SR-IOV pool
» DNS domaln name

Cancel Finish

5-14  virt-manager-2. 2. 1-3. el8
B AU 2%

Create Virtual Network

Name Unique Network Name

Forward Mode | NAT

Open
None (Isolated Network)

Device

IP Configuration IPv4 only

IPv4 Network 192.168.100.0

Mask or Prefix Length 24

Set DHCP Range

[ 5-15 cockpit-machines-211. 3 £l & K 42, M 4%
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2% 5-9~3 5-13 AR B H# I =L X IR,

% 5-9 NAT &= R #l I 4%

THR

DL 09 245 T

virt-manager

Cockpit

HE AL 4% XML

Mode: NAT,Forward to: Any physical device
Forward Mode: NAT,Device: Automatic
< network >
< name > natl </name >
< forward mode="nat"/>
< domain name= "natl"/>
<ip address="192.168. 100. 1" netmask="255. 255, 255. 0">
< dhcp >
< range start="192. 168. 100. 128" end="192. 168. 100, 254" />
</dhcp >
</ip >
</network >

*£ 510 FREXEMUMLE

TH

JRE $UA 1) 45 T

virt-manager
Cockpit
RE UM 45 XML

Mode: Open
Forward Mode: Open,IP Configuration: IPv4 only
< network >
< name > openl </name >
< forward mode="open" />
< domain name="openl" />
<ip address="192. 168. 100. 1" netmask="255. 255. 255. 0">
< dhep >
< range start="192. 168, 100. 128" end="192. 168. 100. 254" />
</dhcp >
</ip >

</network >

F5-11 BEHEXEMME

TH

UL 45 T

virt-manager
Cockpit
L 4% XML

Mode: Isolated
Forward Mode: None(Isolated Network) ,IP Configuration: IPv4 only
< network >

< name > isolated] </name >

< domain name="isolated1" />

<ip address="192.168. 100. 1" netmask="255. 255, 255. 0">
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TH HE 0 1) 2% T
RE LM 4% XML < dhep >
< range start="192, 168. 100, 128" end="192. 168. 100. 254" />
</dhcp >
</ip >
</network >
®512 BEBREMRS
TH HE 400 Y 4% T
virt-manager Mode: Routed,Forward to: Any physical device
Cockpit ANiE
U 25 XML < network >
< name > routel </name >
< forward mode= "route" />
< domain name= "routel" />
<ip address="192. 168. 100. 1" netmask="255. 255. 255. 0">
< dhcp >
< range start="192.168.100. 128" end="192. 168. 100. 254" />
</dhcp >
</ip >

</network >

% 5-13 SR-IOV #E X & LM 4%

TR K 400190 4 i
virt-manager Mode: SR-I0OV pool
Cockpit NidE
JE 4D 45 XML < network >

<name > sriovl </name >
< forward mode= "hostdev" managed="yes" />

</network >

5.4.3 NAT BiX

Xof T 45 T RE APk 0 3 PR Bk UF L NAT #8802 fe e T Y R 0L I 28 =, R 5 ik AT
RSB L A Y E SUMLSE T DA ) AR 2% L 2 a8 AR VR s E LS R INLZ 8 dE AT A
NAT B F B G728 EVLZ ARG TIE VTR R UL, BN default P45 58 &
NAT =, anE 5-3 fros .

NAT B 5 00 2% & #E iptables P HS B N 6 & A, S22 0 FH O e e o, A1 b, 45 1k
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iptables 23 5 BUR LB PN & R0 46 (4 b i . T T S 0 R AT e AU AN

1 # virsh domiflist centos6.10
Interface Type Source Model MAC

vnet0 network default virtio 52:54:00:32:£8:e2

2 # virsh domifaddr centos6. 10
Name MAC address Protocol Address

vnet0 52:54:00:32:f8:e2 ipv4 192.168.122.18/24

3 # ssh 192.168.122.18 "ping - c 1 www. baidu. com"
root(@192.168.122.18's password: ki A & HIHLENE R Gt root [ HE 1
PING www. wshifen. com (103.235.46.39) 56(84) Bytes of data.

64 Bytes from 103.235.46.39: icmp seq=1 ttl =127 time = 418 ms

——— www.wshifen. com ping statistics ———
1 packets transmitted, 1 received, 0 % packet loss, time 418ms
rtt min/avg/max/mdev = 418.056/418.056/418.056/0.000 ms

51 A A i s 2 S R B UL centos6. 10 5 —PZERE R default 4% 1 2522 17

#
Do
Y
!
'EI

A4 1 5 R R XA R Y TP Mk 2 192, 168,122, 18/24,

5 3 AT A BB A5 R UE T NS5 I8, — AR AR S EHLAT LAY AR T NAT R 4% Y

REAAIL o 53 Hh— > X 15 FLHIL a] LAs 1R) 4 SEATLAD AR A 0 2%
BT ORPATHI AT 20T
4 # systemctl stop firewalld. service
5 # iptables - L -t nat
Chain PREROUTING (policy ACCEPT)

target prot opt source destination

Chain INPUT (policy ACCEPT)

target prot opt source destination

Chain POSTROUTING (policy ACCEPT)

target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target prot opt source destination

6 # ssh 192.168.122.18 "ping - c 1 www. baidu. com"
root(@192.168.122.18's password:
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PING www. wshifen. com (103.235.46.39) 56(84) Bytes of data.

——— www. wshifen. com ping statistics ———

1 packets transmitted, 0 received, 100 % packet loss, time 10000ms

AT T B KBRS . MR 5 AT an A i Al LUE H iptables ) NAT 3£
T BT A i B R U X8 A s
MEE 6 F7am A 0% 4 AT LA B, X 6 R ML AE TG L U ) 1 EHLANE Y 4%

RN : AL M4 DHCP R %2 ¥ dnsmasq #2449 42 0L 55 KGR 5 R 2 % vh b
HALTAS 6 AT AR BRSBTS TAEER

5.4.4 HriEmilk

libvirt A B 28 FEAF A R 4%, BT LL 7 22 56 i il NetworkManager , Cockpit %
T HEBNERG DA — MR EH— BN -R (SRR — 0 2 D R 53
WE 45 WY AR A SR 742 11 L d5 Je 05 R JUUMTL 3% 422 28] otk A R B0 38 e ML) L a1 5-16 Tz

| rees KYME A :
o UL e |

| ekl virbr1 | 192.168.114.0/24
| centos6.10 e eng32

: 192,168,114 CERE TN m
| pensss = : |

i ! ) ! iz

I UM : ZEAH, DHCPFIDNS | | ZIHEH,

l o M g tea 14231724 (DNSMASQ) |

| 192.168.114x . :

Pl 5-16 B B8 X B o 45

RIMEEALE OST M ZEERL S 2 2 Bas 7. RIAF GRS He bl virbrl @5 ens32 57
FHLIN A R 28 AHE 2 . UL centos6. 10, win2k3 5 15 FHLLE[R] — 4> 7 W oy, Sh 3R 4y 2
(RN RS ESEIRD Y il E2 NS (NE) O EE i X En v LI

5.4.5 PREEIX

JB5T 44 JE SL 33 SR — st A A0 I 4%, 3 2 T I R 0SS e HIL B R FELAIL BT LA L AE A L R eT LA
5 FAHAGEG AR EMNAREASHE LS EIY 8RS8, 24 5% I8 g FEHLIN T
PilaleAT, A 5-17 iR,

5.4.6 Pl

T A BT i SR B S0 2 6 e A - TC B ey LI R ADUBIL 0 o R 400 S e L5 0 2 oA 255 A1
AN 5-18 iR o MRS — A G B AR . e ZBTTE S0 B g 0 IR G i3 7 b B B IE
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RO TP P&, LIMEZ B S ELR 0175 AL 640 . 75206 K B Ar ik 2 192, 168. 100. 0/24 %L
PaALEE K 2 ens32 19 TP ik (0 % i, 75 U)X 286 ] 520 5040 A 8 i i A 25 31 38 78 L.

| KVM7EER, :

- ijumpEEE .

ey et virbr1 ena|32

(e — —

92.168.100x ———

[ poon|— ) 'E;E‘_.

£ g2l ! iz

ilvmEE— sumin | oHepons | | Sl

: B netl  oa 681001724 ( DNSMASQ ) |

| 192.168.100x I

S |

P 5-17 b sy 1 %

e
= KVMBEM, |
L ilvm |
| virbr1 Bl I 5
{102 e?é%ﬂsb:;ro Y Linuxp4gie g e
e, — — & — —
b vaias L-ix1=l-] ( 7 saennhe ) Elﬁ L=l=[=]=]
] ) ——— B yym
I L) RN DHCP#IDNS : 2z,
: e ot 192.168.100.1/24 ( DNSMASQ ) |
|192.168.100.12 :

5-18 [ R B I I 4%

BN RIEARBOER (e XEH DMZ RR) , A 20 E XA 2B m%k, &N
BE R R B X,

5.4.7 JFiBE

TF A 3 15 % A 26 L X BIAE T Libvire 275 J k40000 2535 & B S5 B0 0]

A B A AL libvire 23 FC B B 8 AL L 1] 4n o F DHCPDNS 45 3 3, 17 76 it & F
TR A L libvirt AS 2378 I K2 8L 00 26 Az AT ] iptables RO, X ARk 75 22 H P AATRCE . X
R AR R

» - v, |

5.4.8  FL R X i

|

\ 3 TR A = B 9 byirt 4 5

HEADL L6 3 05 247 68T Libviee 5 38 :H-

|

I

I

I

|

o o o e o o e

F) K2 00 190 2% Ao ¥ A 8 P A AL A O A T i P :
L1 0 macviap 38 B 46 U 0L A0 ?E—E‘?rn_l_egg‘* m
BEIN B0 75 AL B B E B R L A 5019 BTk ] — A

R B 19 0 R A B S L T DA e g
PP R0 i 32 ML AR EL AL A R AT ) DL AT G — Bl 5-19  F B At
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(=2t
HEEMMA 4 M. VEPA . bridge,private,passthrough, B 176 i &£ # L 7H — L&
25 . BIN Rk VEPA #i5X,

EE: AR XS B £ AL L 8 (passthrough) 74 .

5.4.9 PCI Hiliy SR-IOV

KVM Hypervisor A LU 1 EHL_EAT 4 2 AF 9 PCT 3% 23 Bl 45 2 AL, Xt & PCT
il (PCI passthrough) . BRI DLk UL A0 5 X b 15 (8] PCT 15 4%, 1 HOAS 75 22 sl 1R > 75 22
KVM 825, fit Lol DL @ PERE .

H 5K 250 R S 3k Bl e M L 38 58 PCT B8 K B AT 20 BE 45 i AL . AT 3 2 %) o) 2%
P BB ZER U H m 1Y  F 5 oK

fHIETE M 55 i 1% 3¢ PCI 3§ PCI-E & & B9 £ it B2 A FR A, 1 B Bl 4 35 25 2000 19 1
L, w4, SR-IOV(Single Root Input/Output Virtualization) 42 &1 % iX Fft [a] £
M) — R e %8 . B LR A B PCT &R 20 2 Ly PCT 45 AR R B4
BC 25 REAUAL . B0 8 s ML 1SR SR-IOV Dyfig i I R Xl 43 i 2 A 1037 16 18 400 090 - 4
A HEFA R 43 T 25 — A~ M LA ]

T L, Intel 8 X540-AT2 LA Ry il AT UL A

e RIS EAL A 6 A 3K S0 AR, AT LU I 3k He R L AR 5 ] virt-manager
H— G B PLE AL {4, #.d: PCI Host Device, A 15 & B8 — &5 Al LU 4 Bid 45 1 AL BY
PCl ¥ &, EH IR Intel B X540 [ Virtual Function, 2% 5 #; Finish ¥4, T & 5-20
Jii7R o X FEREAUAILE T LA HTX A PCT Bl A T .

_.| Storage
B Controller

MNetwork Host Device:
& Input | 0000:00:1C:0 Intel Corporation C610/X99 series chipset PC| Express Root Port
M Graphics 0000:00:1C:3 Intel Corporation C610/X99 series chipset PC| Express Root Port
o Sound 0000:00:1D:0 Intel Corporation C610/X99 series chipset USB Enhanced Host (
<& Serial 0000:00:1F:0 Intel Corporation C610/%99 series chipset LPC Controller
<d| Parallel 0000:00:1F:2 Intel Corporation C610/X99 series chipset 6-Port SATA Controller
< Console 0000:00:1F:3 Intel Corporation C610/X59 senes chipset SMBus Controller
<& Channel 0000:03:00:0 Intel Corporation Etharnet Controller 10-Gigabit X540-AT2 (interf
o4 USB Host Device 0000:03:00:1 Intel Corporation Ethernet Controller 10-Gigabit X540-AT2 (interf
% PClHost Device 0000:03:10:0 Intel Corporation X540 Ethernet Controller Virtual Function (inter
o video 0000:03:10:1 Intel Corporation X540 Ethernet Contreller Virtual Function (inter
B watchdog 0000:03:10:2 Intel Corporation X540 Ethernet Controller Virtual Function (inter
& FAlesystem 0000:08:00:0 Matrox Electronics Systems Ltd. MGA G200e [Pilet] ServerEngin
@ Smartcard 0000:7F:08:0 Intel Corporation Xeon E7 v4/Xeon ES vé/Xeon E3 vd/Xeon D QPI |
@ UsSE Redirection 0000:7F:08:2 Intel Corporation Xeon E7 v4/Xeen ES vd/xXeon E3 vd/Xecn D QPI |
g ™™ 0000:7F:08:3 Intel Corporation Xeon E7 vd/Xeen ES vd/Xeon E3 vdfXecn D QPI |
& RNG 0000:7F:09:0 Intel Corporation Xeon E7 v4/Xeon ES vd/Xeon E3 vd/Xecn D QPI |

Qanuc Nal_iﬁe!' 0000:7Fi09:2 Inge!_ Corporation Xeon E7 vd/Xeon ES v4/xeon E3 vdfxeon D QP |

Cancel Finish

& 5-20 5 BRBLEN I HF SR-IOV A9 W
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5.5 GIEZMETIERER MK

B 2 B D) 2% 2 B fRT L 2% . AT IRATTKSE S % B 5-17 FoR 4 $h . 38 1 virt-manager .,
Cockpit Hl virsh A & F4E B — A~ 24 4 isolated [ FE 25 M 4%

5.5.1 jdixk virt-manager Gl @t H1E PHPR 25 K 4%

BG, AT i virt-manager JE 47 A1 8, SR 5 i virsh K H oAb EEAE R Gy & b AT
=E,

(1) £ virt-manager ) Edit 325 [, %4 Connection Details,

(2) TFFTIFHY Connection Details S B BT Virtual Networks ZE I

(3) WORZAEMF T A ] HE BRI, g2 FMe i, & B Create a
new virtual network & H , WK 5-21 fi/R .

W& Create a new virtual network x

— | Create virtual network

Detalis XML

Name: | isolated1
Mode: | Isolated -

« IPv4 configuration
[@ Enable IPv4

Network: | 192.168.100.0/24
(s Enable DHCPv4
Start: | 182.168.100.128

End: | 192.168.100.254

« IPv6 configuration
[_] Enable IPvE

« DNS domain name
(®) Use network name

() Custom

Cancel Finish

Kl 5-21 FE virt-manager ¥ 81 57 () B B W 4%

(4) B BB RN ) 4 FR % Mode B N Isolated , % B 3 4 i IPv4 configuration,
(5) i XML 3%, 2 A B MM 25 8 XML E X, K 5-22 Fis .,
(6) Hi Finish 4% $ 5¢ BB MM 28 59 6 £ . 557 A4 ) U1 26 B9 05 2 18] 5-23 Fis
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W& Create a new virtual network x

2 virtual network

Detalls XML

A\ XML editng is disabled in ‘Preferences’. Only enable t # you know what you are dong.

Cancel Finish

Bl 5-22 BT IEE M4 1) XML & X

W QEMU/KVM Connection Details - O x
File

Overview Virtual Networks Storage

B default Detalls XML

L. isclated!

Name: isolated1
Device: virbri

State: E Active
Autostart: (w4 On Boot
Domain: isolated1

« IPv4 configuration
MNetwork: 192.168.100.0/24

DHCP range: 192.168.100.128 - 192.168,100.254
Forwarding: @] Isclated network

2] [slo

P 5-23 i b I 4% B TR R £ B

N fE R viesh A ARAE R GE a4 ok £ A X ASET Y R A R4 L T

1 # virsh net - list

Name State Autostart Persistent
default active yes yes
isolatedl active yes yes

2 # virsh net - dumpxml isolatedl
< network >
< name > isolatedl </name >
<uuid> 44505edf — d08b — 4552 — a9f9 — 0254b80db693 </uuid >
< bridge name = 'virbrl' stp= 'on' delay='0'/>
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<mac address = '52:54:00:9a:14:dd"/>
< domain name = 'isolatedl'/>
< ip address = '192.168.100.1' netmask = '255.255.255.0">
< dhep >
< range start = '192.168.100.128"' end = '192.168.100.254"'/>
</dhcp >
</ip>
</network >

%1 AT AT B R REEFIE M T — A4 K isolated]l WY AN £, B E K AR LA
BN Ja sy, i H Y PRS2 CEOE .

55 2 Fran A B R T isolated]l MITEARME BB T E A,

(1) name: $&ML T RN 1 4 7R .

(2) uuid: AR SR AE T 42 Jm il — Y BRIRAT .

(3) bridge: name J& ¥ ST K FH T 44 2R 00 00 45 1) AT 15 45 1 44 FR o K SULBILOHRS 3% 42
FNZ B RS AT W] DA B85 . BT YA forward JTTE . T LLIX J& — 1> B 25 W)
%, LIE 2 %% mode % T nat.route I open Y forward JCE ., JEIE stp I E G L Fi 4
BRI, BT delay $8 & LARD S A 15 4B R GBRIAH 0D,

(4) mac: address J&MEE LT —A MACHE ) Hihik

(5) domain: name J&ME LT BRI A9 2 FR,

(6) ip: address & X T 43+ 2EH 4% 20 B 1Pvd4 ik s br i B 5 2 B 59+ 7S 0F i 4% 28
1) IPv6 Mtk , 3 26 b k4 75 5 5 00190 268 DGR B PO i 4 AT L . netmask & LT+ ¥
e

(7) dhep: f5ETEBLE MR %% EJR A DHCP fiiss .

(8) range: start fil end JEYEFE & T Z ML DHCP % F 3ty 114 o bk vt 1 30 5

B2 P oRPAT A A I F .

3 #1s /etc/libvirt/qgemu/networks/
autostart default.xml isolatedl.xml

4 # cat /etc/libvirt/qgemu/networks/isolatedl. xml
<!—-
WARNING: THIS IS AN AUTO — GENERATED FILE. CHANGES TO IT ARE LIKELY TO BE
OVERWRITTEN AND LOST. Changes to this xml configuration should be made using:
virsh net — edit isolatedl
or other application using the libvirt API.
- >

< network >
< name > isolatedl </name >



182 | FEHMLKVMIIEA ]

< uuid> 44505edf — d08b — 4552 — a9f9 — 0254b80db693 </uuid >
< bridge name = 'virbrl' stp = 'on' delay= '0"'/>
<mac address = '52:54:00:9a:14:dd"'/>
< domain name = 'isolatedl'/>
< ip address = '192.168.100. 1' netmask = '255.255.255.0'>
< dhcp >
< range start = '192.168.100.128" end = '192.168.100.254"'/>
</dhcp >
</ip>
</network >

5 #1s /etc/libvirt/qgemu/networks/autostart/ -1
total 0
lrwxrwxrwx. 1 root root 14 Jul 30 16:30 default.xml —> ../default.xml
lrwxrwxrwx. 1 root root 40 Nov 23 17:50 isolatedl. xml - > /etc/libvirt/gemu/networks/

isolatedl. xml

55 3 AT A B R 7E /ete/libvirt/qemu/networks/ H 5 H B 1 T 1 4> XML SC{
isolatedl. xml, AT H 35 4 B3 A SCF T Z A virsh net-edit 47 48 X 2 N E
TEARAF SCHF I 22 HEAT — SN B ARG A

55 Fran 2 B Y R 78/ ete/libvirt/qemu/networks/autostart/ H s W, 5 — N8 &
B SO A5 5 B 422 AR AT DU IEAE JS 2 Libvirtd SF3PRR T 05 [ 305 sl A FE L 45

TR PATH AT A IF .

6 # ip address

8: virbrl: < NO — CARRIER, BROADCAST, MULTICAST, UP > mtu 1500 gdisc noqueue state DOWN group
default glen 1000
link/ether 52:54:00:9a:14:dd brd ff:ff:ff:ff:ff:ff
inet 192.168.100.1/24 brd 192.168.100. 255 scope global virbrl
valid_1ft forever preferred lft forever
9: virbrl — nic: < BROADCAST, MULTICAST > mtu 1500 gdisc fg_codel master virbrl state DOWN
group default glen 1000
link/ether 52:54:00:9a:14:dd brd ff:ff:ff:ff:ff:ff

7 # nmcli connection

NAME UuID TYPE DEVICE
ens32 152beb06 — 47c5 — c5e8 — 95a9 — 385590654382 ethernet  ens32

virbr0 2ffcd6c3 — 9abb— 4071 — b5f8 — 61557313d623 bridge virbr0
virbrl 44d4f380 — 9fde — 4d84 — a8c9 — 1a24d159e30b bridge virbrl

8 # nmcli device
DEVICE TYPE STATE CONNECTION

ens32 ethernet connected  ens32
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virbr0 bridge connected virbr0
virbrl bridge connected virbrl
lo loopback unmanaged -
virbr0 — nic tun unmanaged -
virbrl — nic tun unmanaged ==

556 AT B Y R RGBS T 1 A4k vicbrl BYRIAE BBy TP Huhk 2 FATTHE E
) 192.168. 100. 1/24, B M B A — A4 4 A virbrl-nic i F % [, virbrl 4 virbrl-nic [
MAC HHE#R & 52:54:00:9a:14:dd,

TESE 747 568 8 ATHY nmeli B9 Far 2 M W . & F F virbrl 5 virbrl-nic,

9 # route - n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0 192.168.114.2 0.0.0.0 UG 102 0 0 ens32
192.168.100.0 0.0.0.0 255.255.255.0 U 0 0 0 virbrl
192.168.114.0 0.0.0.0 255.255.255.0 U 102 0 0 ens32
192.168.122.0 0.0.0.0 255.255.255.0 U 0 0 0 virbr0

BT A n s R TE s EHLAY B R R LB T — 4% 192, 168. 100. 0/24 19 %
.43 0 & virbrl 283 HL, BT LA AT LAZEfE AL b5 1) 2 32 2 isolatedl 4% i jg AL .

RR: EQERBEEXGEMMLN, R 5] A& iptables AL 85 T 4L,

ORI 2% ) B, A LLFE virt-manager WG BT ® AR 15 IR 4K, R G
P © Fi S R Y 45

5.5.2 ik Cockpit Gl @t A4S BREE 25 9 4%

W37 Cockpit 1 & F14E PR B W 4% 5 virt-manager fRZ5181

(1) s 23 F /i 1Y Virtual Machines 482 , 80 Networks #54%

(2) s Create Virtual Network #5482, 2R 5 N B B I 25 % & @ M, SR 5 B i Create
P AL DL 58 B A L I 5-24 iR . T B AR . IPv4 Network BB B 1 2 #7401 & X BF
) TP itk o 1 A 2 R B TP sk

(3) 5 virt-manager R[], i 7 B8 0 Activate $5£1 LB B B 2 /9 6 00 0 2% . 38 T
VIR ERT 223 1 Run when host boots £ £ E , 1 i 00 W 2% 1% & 4 A 3l g 2. &l 5-25
Ji 7R

MR P LR UL 4 8 A, T DL B Deactive $22HLAS 1R 45, SR I B i Delete $#%
R M 55 1) 2%
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Create Virtual Network X
Name isolated!
Forward Mode None (Isolated Network) .
IP Configuration IPv4 only id

1Pv4 Network 1921681001

Mask or Prefix Length 24

¥ Set DHCP Range

Start 192.168.100.128 End 192.168.100.254

Cancel

Pl 5-24 7 Cockpit H @ EEHT Y B 2 19 4%

Virtual Machines » Networks

Networks Create Virtual Network
Name Device Connection Forwarding mode State
> default virbrQ System NAT active
b isolated! virbrl System None (lsolated Network) inactive
General IPv4 Address
Persistent  yes Address 1921681001
Autostart [ Run when host boots Metmask 2552552550

DHCP Range 192168100128 -

192168100.254

P 5-25 B i1 b I 4% 1 T A £ 8

5.5.3 dlxd virsh G A1 PRFE 25 Y 4%
virsh & 3420 25 19 T8 2 2802 L net P35, 7 LI 13 virsh help network 3545
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X674 (9 L il 5 virsh help SR TS B PR D) e A0

1 # virsh help network
Networking (help keyword 'network') :

net — autostart autostart a network
net — create create a network from an XML file
net — define define an inactive persistent virtual network or modify an existing

persistent one from an XML file
net — destroy destroy (stop) a network
net — dhcp — leases print lease info for a given network

net — dumpxml network information in XML

net — edit edit XML configuration for a network

net — event Network Events

net — info network information

net — list list networks

net — name convert a network UUID to network name

net — start start a (previously defined) inactive network

net — undefine undefine a persistent network

net — update update parts of an existing network's configuration
net — uuid convert a network name to network UUID

2 #virsh help net - create
NAME
net — create — create a network from an XML file
SYNOPSIS
net — create < file>
DESCRIPTION
Create a network.
OPTIONS
[ —— file] < string> file containing an XML network description

virsh [ net-create T2 1] IARYE 1 4> XML SCAE b 35 & Sk A1) 22 il Bk 1 1% (transient) [
M4 . net-define g4 BE AT LABTEEHT 0 i 00 25 AT DU SO A 19 RE LM 2% . net-define
i A A A AT ) R UL D 2 R T (BRI SR 0 L 75 S net-start FAir AT IO .
T AT net-define F Ay 2 MM — A5 A S 40T

3 #vi isolatedl.xml
£ 07 M 0L X 2% 1) 2 TR
< network >
< name > isolatedl </name >
< domain name = "isolatedl"/>
< ip address = "192.168.100.1" netmask = "255.255.255.0">
< dhcp >
< range start = "192.168.100.128" end = "192.168.100.254"/>
</dhcp >
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</ip>
</network >

4 # virsh net - define isolatedl. xml

Network isolatedl defined from isolatedl.xml

5 #Z virsh net - dumpxml isolatedl
< network >
< name > isolatedl </name >
< uuid> 744c4ba9 - cb35 — dacc — b577 — 00b75d4eee52 </uuid >
< bridge name = 'virbrl' stp= 'on' delay= '0'/>
< mac address = '52:54:00:28:05:b0'/>
< domain name = 'isolatedl'/>
< ip address = '192.168.100.1' netmask = '255.255.255.0'>
< dhcp >
< range start = '192.168.100.128"' end = '192.168.100.254"'/>
</dhcp >
</ip>
</network >

53 ATATATE S H SR T AV T — B SO AR T R R T s
M JE A . W RN e B W ER A BB B A X, Wi 2R A48 % bridge J& 1, W libvirt 23 AR 415
BRI AE K — D 2R vicbr 53k 09 AT .

B AT E LT — A M. A 5 T2 W b ] LUE B libvire &4 gl — 2k
JEVEE . 045 uuid,bridge.mac 5%,

e PR BT A A I F .

6 # virsh net - list
Name State Autostart Persistent
default active yes yes

7 % virsh net - list -- all

Name State Autostart Persistent
default active yes yes
isolatedl inactive no yes

8 # virsh net - start isolatedl
Network isolatedl started

9 # virsh net - autostart isolatedl

Network isolatedl marked as autostarted
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10 # virsh net - list --all

Name State Autostart Persistent
default active yes yes
isolatedl active yes yes

FT T 7 8 0 S A0 I 45 0 AT WS L BT L E R 2 B 6 1T S

Fr i & A —-all Bedt, By LLAT LA B3 9 2%
9 8 AT A A M 9 AT M IR BN H R B

ORI R

T ST B R AU 45 R P LLE T net-edit Ty 4 Ok 4w i XML SCHF, AT D3 i

net-update F#F MG 5 Sh—A> XML #8931 F A7 58

YO PR B HE AL 4 1 I A AT LSS (AT net-destroy i 4 5 1R B SR U5 i ]

net-undefine Ffiy - M Fx & HI 2 X,

5.5.4 {HHIPR ML

P 9 A e A R DL 2 [0 AR E A L (FUR B T TE vk 5 A 0 4 B o 5% 5E

7368 5 S92 56 R AT 5600

(ERNC

T

FATHE HE ML centos6. 10 Hl win2k3 AR M H] isolated] X 4> HE LI 2% v . B S0 DL AL
P 45 3% 42 19 7 i AR BT B 1 AN AE virt-manager "B BCHE FULALAY 0 2% JC E RO AT G A 5-26

FroR .

W centos6.10 on QEMU/KVM - o X
File Virtual Machine View Send Key

- o] ~ | B

B Overview Detalls XML

= = on Virtual Network Interface

Performance ;
= Network SOUTCE: | yirtual network ‘default : NAT
{3 crus
Virtual network ‘isclated1’ : Isolated network

BN Memory Davice model: :

‘% Boot Options Host device ens32: macvtap

€ . ki i WA adcintes: Host device ens34: macvtap

- i is|

'_‘ IP address: | gpecify shared device name

(%) IDE CDROM 1

= NIC :27:51:c9 Link state: (v active

[ Controller USB O

— PR

Add Hardware Remove Cancel Apply
5-26 BT B SAHL Y ) 4% L

] virsh B9 edit 7T MBSO BIALAY XML SCHFE . B Ak A w400 - i & 2k T8 e,

A E AT
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< interface type = 'network'>

<mac address = '52:54:00:27:5f:c9"'/>

< source network = 'default'/>

<model type = 'virtio'/>

< address type = 'pci' domain = '0x0000' bus = '0x00' slot = '0x03' function = '0x0'/>
</interface >

MBS R E AT

< interface type = 'network'>

< mac address = '52:54:00:27:5f:c9"'/>

< source network = 'isolatedl'/>

< model type = 'virtio'/>

< address type = 'pci' domain = '0x0000"' bus = '0x00' slot = '0x03' function = '0x0'/>
</interface >

% FE R B U< source network="isolated1'/>, BN Z 5 EFH @@Tﬂ*ﬂﬂﬂﬂﬁi%{o
RS MOE AR B AT R R AL R B 7 B Ad A update-device FAF 4 . ST :

1 # vi new. xml
< interface type = 'network'>
< mac address = '52:54:00:32:f8:e2"'/>
< source network = 'isolatedl'/>
< model type = 'virtio'/>
< address type = 'pci' domain = '0x0000' bus = '0x00' slot = '0x03"' function= '0x0"'/>
</interface >

2 #virsh update - device -- domain centos6.10 -- file new.xml -- persistent -- live
Device updated successfully

# virsh edit centos6. 10

3 # virsh domiflist centos6.10
Interface Type Source Model MAC

vnet0 network isolatedl wvirtio 52:54:00:32:f8:e2

81 AT A T RSB E R XML X, 5 EA XML SRR X 5 &< source

network= "isolatedl"'/>X —4T,

uuid

L,

B2 fr A A A XML SCF ok o B 5 4. i i --domain 48 2 B A ML AY & FR L ID B
,—file J5 Al 5 & XML 3CfF ., —persistent ffi 28 fb £ A ,—live F] T1& & IE 78 12 17 10 1B

M 3 A7an A S H AT LLUE BB SUHLAY B 35 T4 ) isolated] EHIMLE T .
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BR: R EDMNIP AFHE P Hn, N EH52 DHCP Ml e+ 224, &R
TR B RA LK %A R BAUIRAE R Sk 247 DHCP BIAHRAET .

B, —SBIMETURASLAREYMNE,BETARRSE ML EMI LT T
WBAZR? e BRT AL A F T A8 A ke Z R A 8 AR R

5.6 GIEFMEBIE NAT MK

5.6.1 fEHIZ M5 NG NAT %%

7E RHEL/CentOS 8 ['%4& KVM Mg AL 411 i bt . 23 A sh Q18— A4 4 default /1y
NAT M4, —&E EHL LA 240K NAT 8 A 63000 45 8 1 3471 /5 0 8 — A4~ 4
N nat2 B NAT #E:0H B2 LR 25

o B Adi F virt-manager A& T ZK Mode % & 4 NAT, o] LL{#+F Forward to 4
Any physical device, ¥ B & & B IPv4 configuration, W& 5-27 iR .

W& Create a new virtual network x

| — 1 Create virtual network

Detalls XML
Mame: | nat?
Mode: | NAT -
Forward to: | Any physical device -

« IPv4 configuration
IZ Enable IPv4

Natwork: | 192.168.100.0/24
| Enable DHCPv4
Start: | 182.168.100.128
End: | 192.168.100.254
» IPv6 configuration

» DNS domain name

Cancel Finish

K 5-27 AF virt-manager FEIZEF A NAT W 4%

iy XML $E3 R AT DL A B M 45 19 XML & X, $iify Finish #8158 g . i 5-28
i,

7£ Cockpit B H 1 NAT M4 19 /205 virt-manager 2801, A 75 2 F B A & . 1Pv4
Network BEI 5% B (19 J& 57 B & MR A9 TP stk L i A J2& M BERY TP sk, W&l 5-29 FiR .
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¥ Create a new virtual network X

1 Create virtual network

Detalls XML

*192.168.100.1" netmask="255.235.255.0">

= start="192.168.100.128" end="192.168.100.2%

Cancel Finish

[ 5-28 ¥ virt-manager £F & # 19 R 2% 19 XML & X

Create Virtual Network X

Name nat2

Forward Mode NAT -
Device Automatic T
IP Configuration IPv4 only >

IPv4 Network 1921681001

Mask or Prefix Length 24

# Set DHCP Range

Start 192.168.100.128 End 192.168.100.254]

Cancel

K 5-29 1E Cockpit AN EEH 19 NAT M 2%

I virsh KA1 NAT #E0H 2% 5 2R 75 2T XML A% 2R i & S0 i 2 F

1 # vi new. xml
< network >
< name > nat2 </name >

< forward mode = "nat" />
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< domain name = "nat2" />
< ip address = "192.168.100. 1" netmask = "255.255.255.0">
< dhep >
< range start = "192.168.100.128" end= "192.168.100.254"/>
</dhcp >
</ip>
</network >

2 # virsh net - define new. xml
Network nat2 defined from new.xml

3 £ virsh net - autostart nat2

Network nat2 marked as autostarted

4 # virsh net - start nat2
Network nat2 started

5 # virsh net - list -- all

Name State Autostart Persistent
default active yes yes
nat2 active yes yes

S5 1 ATARAAE ST H SN B T — AN SO e b R R 00 R AU A BT — S B
BE M. “<forward mode="nat"/>" % I EHIML & NAT, IR ATEE bridge J& M,
M libvirt 2342 8 —A~ LA virbr 3k B9 A

52 AT E LT —H AT

B3R E NG E AT TR AME,

T ORMATH AT IF

6 # ip address

6: virbrl: < NO — CARRIER, BROADCAST, MULTICAST, UP > mtu 1500 gdisc noqueue state DOWN group
default glen 1000

link/ether 52:54:00:4d:94:67 brd ff:ff:ff:ff:ff:ff

inet 192.168.100.1/24 brd 192.168.100. 255 scope global virbrl

valid_1ft forever preferred 1ft forever

7: virbrl — nic: < BROADCAST, MULTICAST > mtu 1500 gdisc fqg codel master virbrl state DOWN
group default glen 1000

link/ether 52:54:00:4d:94:67 brd ff:ff:ff:ff:ff:ff

7 # virsh net - dumpxml nat2
< network >
< name > nat2 </name >



192 |

RE B KVMARIR A7)

<uuid> 8a54c7f3 — €910 — 4d12 — 8312 — 34al1467ac86 </uuid >
< forward mode = 'nat'>
<nat>
< port start = '1024' end = '65535'/>
</nat >
</forward >
< bridge name = 'virbrl' stp = 'on' delay= '0'/>
<mac address = '52:54:00:4d:94:67"'/>
< domain name = 'nat2'/>
< ip address = '192.168.100.1' netmask = '255.255.255.0">
< dhep >
< range start = '192.168.100.128' end = '192.168.100.254"'/>
</dhcp >
</ip>
</network >

6T AR BoR . B 1 AR vicbrl BIRAF, EE 1 4% K virbrl-nic BT
H, Wa”f virbrl 5 virbrl-nic /5 MAC Huhik 47
55 7 AT A A o b OB MOAT R TEANME B & B S MY T BAMEEUE A SR R .
T RPATHI AT .

8 = iptables - L —-tnat - n
Chain PREROUTING (policy ACCEPT)
target prot opt source destination

Chain INPUT (policy ACCEPT)

target prot opt source destination

Chain POSTROUTING (policy ACCEPT)

target prot opt source destination

RETURN all —- 192.168.100.0/24 224.0.0.0/24

RETURN all —— 192.168.100.0/24 255.255.255.255

MASQUERADE tcp —— 192.168.100.0/24 !192.168.100.0/24 masq ports: 1024 — 65535
MASQUERADE udp —— 192.168.100.0/24 !192.168.100.0/24 masq ports: 1024 — 65535
MASQUERADE all —— 192.168.100.0/24 !192.168.100.0/24

RETURN all —— 192.168.122.0/24 224.0.0.0/24

RETURN all —— 192.168.122.0/24 255.255.255.255

MASQUERADE tcp —— 192.168.122.0/24 1192.168.122.0/24 masq ports: 1024 — 65535
MASQUERADE udp —— 192.168.122.0/24 !192.168.122.0/24 masq ports: 1024 — 65535
MASQUERADE all —— 192.168.122.0/24 1192.168.122.0/24

Chain OUTPUT (policy ACCEPT)

target prot opt source destination
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9 Zroute - n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0 192.168.114.2 0.0.0.0 UG 100 0 0 ns32

192.168.100.0 0.0.0.0 255.255.255.0 U 0 0 0 virbrl
192.168.114.0 0.0.0.0 255.255.255.0 U 100 0 0 ens32
192.168.122.0 0.0.0.0 255.255.255.0 U 0 0 0 virbr0

libvirt 23R 5 NAT #5219 52 00X 45 19 BC & >k & B iptables i NAT #LU A1 & 48 19
B,

NER 8 AT A B v LLE B 7E iptables ) NAT £ POSTROUTING #f 4 £ 4
BEXT 192,168,100, 0/24 FFRLIN , 1F J& Fy T 3 S8 K00 A 3% 2 2] nat2 W45 (% i 0L AT LA
Vi 0] PR 0 19 45

59 AT am A I R AE e E LAY R SR B T — A F 192. 168, 100. 0/24 11 #%
H o A ik 2 3 A X 268 08 B8040 A 8 3l i virbr] SC#R HLE 2% 1 25 XRE L 0 AT LAFE 1 E L
BV R E R nat2 M ERAL T 1 HJE T default W45 0 LU 0] LA R] nat2 X 4%
) i AL

5.6.2 {HH NAT %%

TESCIR PR B v, ME & H I B B UL R (OS2 5. win2k3 8 2 J& T default W 4%, %
centos6. 10 BN nat2, a2 UNF .

1 #virsh edit centos6.10

< interface type = 'network'>
<mac address = '52:54:00:32:f8:e2"'/>
< source network = 'nat2'/>
<model type = 'virtio'/>
< address type = 'pci' domain = '0x0000' bus = '0x00' slot = '0x03' function = '0x0'/>

</interface >
2 #Zvirsh start centos6.10

3 # virsh start win2k3

S5 1 A T g B AU BC A XML SCF, B B R B9 B 4 source, IF 4 HB 2

< source network= "nat2'/>,

55247 5 3 AT A iR B T IX 2 B R TN [ kAR 45 64 R AL
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BT ORPATHY AT ST
4 # ip address

8: vnet0: < BROADCAST, MULTICAST, UP, LOWER UP > mtu 1500 gdisc fq codel master virbrl state
UNKNOWN group default glen 1000

link/ether fe:54:00:27:5f:c9 brd ff:ff:ff:ff:ff:ff

inet6 fe80::fc54:ff:fe27:5fc9/64 scope link

valid 1ft forever preferred 1ft forever

9: vnetl: < BROADCAST, MULTICAST, UP, LOWER_UP > mtu 1500 gdisc fg_ codel master virbr0O state
UNKNOWN group default glen 1000

link/ether fe:54:00:9d:57:9¢c brd ff:ff:ff:ff:ff:ff

inet6 feB80::fc54:ff:fe9d:579¢c/64 scope link

valid_1ft forever preferred 1ft forever

5 # virsh domiflist centos6.10
Interface Type Source Model MAC

vnet0 network nat2 virtio 52:54:00:27:5f:c9

6 # virsh domifaddr centos6.10
Name MAC address Protocol Address

7 # virsh domiflist win2k3
Interface Type Source Model MAC

8 # virsh domifaddr win2k3
Name MAC address Protocol Address

vnetl 52:54:00:9d:57:9¢c ipv4 192.168.122.41/24

NEE 3 ATAr A B B T LLE B AL LB T 2 > TAP 2B K LI 45 #2 11 vnetO
I vnetl, EAT5r 512 MAF virbrl A1 virbr0o B F RO,

NEE 5 AT A 8 AT T LA H . B UL centos6. 10 #4525 HE UM 4% nat2, & [ 1P
HidkJ& DNSMASQ 23 Bt 9 192, 168. 100. 139/2, MEIIHL win2k3 % 12 2 HE 8L M 4% default,
B IP Hihl 2 DNSMASQ 73 BCi 192, 168. 122, 41/24,

BR: BEMNELHA vnet FFkt9 TAP ZE& L5 EMMHARR FRZ“—7% 4, €
M6 MAC Hoat 5 5 41 2 45+ SR K F R AE 8, # . vnet0 5 centos6. 10 # ethO #9
MA(; i{bilk%ﬁi%yy\“g)zl:OO:Z?:S[:CEY’??‘:“*O
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T ’ATE B E R centosb. 100192, 168. 100. 139) K fr— Ll ik . 2 F .

9 # ssh 192.168.100.139 "ping - ¢ 2 www. baidu. com"
root(@192.168.100.139's password:
PING www. wshifen. com (103.235.46.39) 56(84) Bytes of data.
64 Bytes from 103.235.46.39: icmp seq=1 ttl =127 time = 278 ms
64 Bytes from 103.235.46.39: icmp_seq=2 ttl =127 time = 277 ms

——— www.wshifen. com ping statistics ———
2 packets transmitted, 2 received, 0% packet loss, time 1281ms
rtt min/avg/max/mdev = 277.802/278.094/278.387/0.603 ms

10 # ssh 192.168.100.139 "ping - c 2 192.168.122.41"
root(@192.168.100.139's password:
PING 192.168.122.41 (192.168.122.41) 56(84) Bytes of data.
64 Bytes from 192.168.122.41: icmp seq=1 ttl =127 time=1.96 ms
64 Bytes from 192.168.122.41: icmp seq=2 ttl =127 time=2.10 ms

——— 192.168.122.41 ping statistics ———
2 packets transmitted, 2 received, 0% packet loss, time 1005ms
rtt min/avg/max/mdev = 1.962/2.034/2.107/0.085 ms

MER 9 A7 i A B s Rl DU DA AE FEHLAT L5 0] 3% 422 31 450 0 2% nat2 (19 R AUHL
T 26 R AU AL AT DLGE 3k 8 LR NAT ZRE 1 [R) F1 358 9 45 B8 4

MNER 10 4744 % 1 AT LUFE . % 4 30 R 100 48 nat2 /Y AHL A AT DL 8] IR — i 3
BLE B A NAT /45 7 g UL (default M4 Y win2k3)

5.7 GIZMETEHEHN ML

I H AR 1 28 2 AR DL A A0 I 4% 1 A S B0 AT LA 5 ) 34 e 4 =X AT b /9
AL,
T & 5-16 BT 7 B #1 H 0 R AB— 7 H A5 0 455 19 S0 3

5.7.1 AF4a FHL eI M
WATHI A &0 F

1 # ip address
1: lo: < LOOPBACK, UP, LOWER UP > mtu 65536 gdisc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred 1lft forever
inet6 ::1/128 scope host
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valid_1ft forever preferred lft forever
2: ens32: < BROADCAST, MULTICAST, UP, LOWER UP > mtu 1500 gdisc fq codel state UP group default
glen 1000
link/ether 00:0c:29:b3:73:36 brd ff:ff:ff:ff:ff:ff
inet 192.168.114.231/24 brd 192.168.114.255 scope global noprefixroute ens32
valid 1ft forever preferred 1ft forever
inet6 feB80::c589:del9:7895:d32e/64 scope link noprefixroute
valid_1ft forever preferred l1ft forever
3: virbrO: < NO — CARRIER, BROADCAST, MULTICAST, UP > mtu 1500 gdisc noqueue state DOWN group
default glen 1000
link/ether 52:54:00:fd:b2:60 brd ff:ff:ff:ff:ff:ff
inet 192.168.122.1/24 brd 192.168.122.255 scope global virbr0
valid 1ft forever preferred 1ft forever
4: virbrO — nic: < BROADCAST, MULTICAST > mtu 1500 gdisc fg_ codel master virbr0 state DOWN
group default glen 1000
link/ether 52:54:00:fd:b2:60 brd ff:ff:ff:ff:ff:ff

51 AT A2 W A R O 2 ET I 45 A {E B, TP HihE 192,168, 114, 231/24 &
5 ens32 AHEBERY

fili I Cockpit Sfe @ 2 W0 A7 2 o 1) B0 00 3% . 3 B 1 4 Bk virbrl . #4575 AL L ofE—
FIPEIN R en32 VE BT 0, Q& 5-30 FiR .

Bridge Settings

Name virbrl

Ports
¥ ens32

virbrQ

Spanning Tree Protocol (STP)

[ Canc':-IJ Apply

&l 5-30 i i Cockpit £ @5 ) P B

R OR AT A T

2 # ip address
1: lo: < LOOPBACK, UP, LOWER_UP > mtu 65536 gdisc noqueue state UNKNOWN group default glen 1000
1ink/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
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valid_1ft forever preferred lft forever
inet6 ::1/128 scope host
valid_1ft forever preferred 1lft forever
2: ens32: < BROADCAST, MULTICAST, UP, LOWER UP> mtu 1500 gdisc fq codel master virbrl state UP
group default glen 1000
link/ether 00:0c:29:b3:73:36 brd ff:ff:ff:ff:ff:ff
3: virbrO: < NO — CARRIER, BROADCAST, MULTICAST, UP > mtu 1500 gdisc noqueue state DOWN group
default glen 1000
link/ether 52:54:00:fd:b2:60 brd ff:ff:ff:ff:ff:ff
inet 192.168.122.1/24 brd 192.168. 122. 255 scope global virbr0
valid_1ft forever preferred 1lft forever
4: virbr0O — nic: < BROADCAST, MULTICAST > mtu 1500 gdisc fq codel master virbrO state DOWN
group default glen 1000
link/ether 52:54:00:fd:b2:60 brd ff:ff:ff:ff:ff:ff
5: virbrl: < BROADCAST, MULTICAST, UP, LOWER_UP > mtu 1500 gdisc noqueue state UP group default
glen 1000
link/ether 00:0c:29:0b3:73:36 brd ff:ff:ff:ff:ff:ff
inet 192.168.114.231/24 brd 192.168.114.255 scope global noprefixroute virbrl
valid 1ft forever preferred 1ft forever
inet6 fe80::17b3:2554:31a6:df6e/64 scope link noprefixroute

valid 1ft forever preferred 1ft forever

3 # nmcli connection

NAME UuID TYPE DEVICE
virbrl 66629af3 — 7afb — 4cbd — 9170 — 020a9£9cb805 bridge virbrl
virbr0 665697d3 — 824e — 4832 — b057 — 14acf8d379e0 bridge virbr0
ens32 152beb06 — 47c5 — c5e8 — 95a9 — 385590654382 ethernet ens32

B2 A TR E M 2 A MR AE B . TP Hilik 192, 168. 114, 231/24 5
virbrl A2 HK  ens32 WA K virbrl B9F42 1, BIFF virbrl 555 1 AT D WL ens32 1)
MAC ﬂﬁiﬂ:%*ﬁﬁﬁ‘] ’%B%“OOOC29:b373:36”0

EE: R BEMNERAF—ARF,m A ERAZB T nmeli KM% HE 2 EF L4 LA
ERAN,EEHNDS BB RORELSFRAFFAITIRAZE R,

BT RPATHI AT ST

4 = cat /etc/sysconfig/network - scripts/ifcfg - virbrl
STP = no
TYPE = Bridge
PROXY_METHOD = none
BROWSER_ONLY = no
BOOTPROTO = none
IPADDR = 192.168.114.231
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PREFIX = 24

GATEWAY = 192.168.114.2
DNS1=8.8.8.8

DEFROUTE = yes

IPV4_FAILURE_FATAL = no

IPV6INIT = yes

IPV6_AUTOCONF = yes

IPV6_DEFROUTE = yes

IPV6_FAILURE FATAL = no

IPV6_ADDR GEN_MODE = stable — privacy
NAME = virbrl

UUID = 66629af3 — 7afb — 4cbd — 9170 — 020a9£9cb805
DEVICE = virbrl

ONBOOT = yes

AUTOCONNECT SLAVES = yes

5 # cat /etc/sysconfig/network - scripts/ifcfg - ens32
TYPE = Ethernet
PROXY_METHOD = none
BROWSER_ONLY = no
DEFROUTE = yes
IPV4_FAILURE_FATAL = no
NAME = ens32
DEVICE = ens32
ONBOOT = yes
IPADDR = 192.168.114.231
PREFIX = 24
GATEWAY = 192.168.114.2
DNS1 =8.8.8.8
UUID = 152beb06 — 47c5 — c5e8 — 95a9 — 385590654382
BRIDGE = virbrl

B AT A S R MAF vicbrl #0945 52 101 BB SO R N A o i B R M R
TYPE=DBridge.

B 5 AT A BN T HCE U ifcfg-ens32 WAEfL . X AME R AY BC B SR SR BRI T
A ST HME B . ANt B OCHE R J& PE 2 BRIDGE=virbrl,

5.7.2 fEHMIBY

DL UL centos6. 10 A, FATT38 13 Cockpit R & s H M 45 4 A BC & . 7F Interface
Type FiE#E Bridge to LAN, 2R J5 7E Source H11E £ virbrl, 8 i Save % #H 1% ££ 5 2, U0
Kl 5-31 fIfs
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52:54:00:32:f8:e2 Virtual Network Interface Settings X

Interface Type Bridge to LAN -
Source I virbrl i
Modal virtio (Linux, perf) >

MAC Address 52:54:00:32:f8:e2

& 5-31  {fi FH Cockpit BT M LA 11 190 2% Fic &

PATHY AT 20T
1 # virsh domiflist centos6.10
Interface Type Source Model MAC
= bridge virbrl virtio 52:54:00:32:f8:e2

2 # virsh dumpxml centos6.10

< interface type = 'bridge'>

<mac address = '52:54:00:32:f8:e2"'/>

< source bridge = 'virbrl'/>

<model type = 'virtio'/>

< address type = 'pci' domain = '0x0000' bus = '0x00' slot = '0x03' function= '0x0'/>
</interface >

3 # virsh start centos6.10

4 Zping - c2192.168.114.129
PING 192.168.114.129 (192.168.114.129) 56(84) Bytes of data.
64 Bytes from 192.168.114.129: icmp seq=1 ttl =64 time=1.15 ms
64 Bytes from 192.168.114.129: icmp seq=2 ttl =64 time = 0.940 ms

——— 192.168.114.129 ping statistics ———
2 packets transmitted, 2 received, 0% packet loss, time 3ms
rtt min/avg/max/mdev = 0.940/1.047/1.154/0.107 ms

%1 Tﬁﬁ/&\ 15 N R T I E UL C 2 E B MR virbrl,
B2 AT A B N A BR T B R AT 2 0 28R R < interface type= 'bridge'™
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% 34T S T RSB, X0, UL centos6. 10 23 A AL BT 7E 4 28 19 2% v (1Y
DHCP fIR 55 #% 25 45% 1P #dik . FATH] LU B ML A A L TP ik 76 A< 7 ] o 192,

168.114.129
A AT AR T XX A TP Motk AT I3, 5 AR A1 A B R0 45 - 4 A 3 BIL e mT LA
1] b FELAL

5.8 GIEMETIEIEBEMNE

B B AR AR WL, 7EX AR i AL T 2 8L 4% 5 A0 A B R 4 2 T 1) %
M. H2s AN BCE EF B H . MBI S SURTETE FHLZ AR B B iR L 7
B B R LI 4% 1) IR R R

FEATHE AR BT 5-32 Fros B H MR A — > 5286 . FERXAS LS b 15 EALM R ens32 (1 TP
Mtk 192, 168. 1. 231/24 . 75 ZE A # 0YB RE #4244 i TP dbhik /& 192. 168.100.0/24, BR T
FEAE AL ST E AN T BRI RS A B E E R 0 B B A5 B AR S
WEAEAMREAL 192, 168. 1. 48/24 FEIN“¥s HAx Mk 2 192, 168. 100. 0/24 WU G154 Kk 45
192.168. 1. 2317 A i 1 & H

192.168.1.48/24
I e e e e e e s S e e 1
e = EI:I
: "M vnetd l I
: centos6.10 virtx | virbr1-nic W en§|32
| 192.168.100.x - Linux A—
l — - ( WoET s ) .1_92.1231;24 ===

pressus 116811
i & HEHL | R
VMRS s DHCPAIDNS ! 334,
| e e 192.168.100.1/24 ( DNSMASQ ) |
| 192.168.100y I

|

P 5-32 ik ey S I 45 S 06 4 4

5.8.1  fEAd AL b Gt B I &%

BRTAS Y Cockpit B #LAL 1 (cockpit-machines-211. 3-1. el8. noarch) /A~ 37 357 61 4t %
FH A2 A IO 2%, HL I AT DL IE B Ml 8 s 8% RS R 2% . FRATTAT LAdd 3 virt-manager >E @1 #
A R 2%, B, B Mode % & N Routed, ] LL{#$F Forward to & Any physical
device, % B iE 51 IPv4 configuration, #& 5-33 /R,

B8R 8 virsh 19 net-define i 4 Bt , A1 i i 5 2l 1 XML A SO 254 R

< network >
< name > routel </name >

< forward mode = "route" />
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W Create a new virtual network

—

»
Create virtual network

Detalls XML

Mame: | routed|

Mode: | Routed

-

Forward to: | Any physical device

-

« IPv4 configuration
IZ Enable IPv4

Natwork: | 192.168.100.0/24

) Enable DHCPv4

Start: | 192.168.100.128

End: | 192.168.100.254

» IPv6 configuration

» DNS domain name

Cancel Finish

& 5-33  fii ] virt-manager 1] 2 % d A5 = W 4%

< domain name = "routel" />
< ip address =

"192.168.100.1" netmask = "255.255.255.0">
< dhcp >

< range start = "192.168.100.128" end="192.168.100.254"/>
</dhcp >

</ip>

</network >

libvirt 7681 57 ) A 0 28 1) I ¢ L 23 78 g AL B 7 AT B L1 e 11 38 g%
PR B B e 2% BBy 8 BRI, AT B i T

1 # ip address

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

1: lo: < LOOPBACK, UP, LOWER UP > mtu 65536 gdisc noqueue state UNKNOWN group default glen 1000
inet 127.0.0.1/8 scope host lo

valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred lft forever
2: ens32: < BROADCAST, MULTICAST, UP, LOWER UP > mtu 1500 gdisc fq codel state UP group default
glen 1000

link/ether 00:0c:29:b3:73:36 brd ff:ff:ff:ff:ff:ff

inet 192.168.1.231/24 brd 192.168. 1.255 scope global noprefixroute ens32
valid 1ft forever preferred lft forever
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inet6 fe80::20c:29ff:feb3:7336/64 scope link
valid_1ft forever preferred l1ft forever
3: virbrO: < NO — CARRIER, BROADCAST, MULTICAST, UP > mtu 1500 gdisc noqueue state DOWN group
default glen 1000
link/ether 52:54:00:fd:0b2:60 brd ff:ff:ff:ff:ff:ff
inet 192.168.122.1/24 brd 192.168. 122. 255 scope global virbr0
valid_1ft forever preferred 1ft forever
4: virbr0Q — nic: < BROADCAST, MULTICAST > mtu 1500 gdisc fq_codel master virbrO state DOWN
group default glen 1000
link/ether 52:54:00:fd:b2:60 brd ff:ff:ff:ff:ff:ff
5: virbrl: < NO — CARRIER, BROADCAST, MULTICAST, UP > mtu 1500 gdisc noqueue state DOWN group
default glen 1000
link/ether 52:54:00:d2:32:33 brd ff:ff:ff:ff:ff:ff
inet 192.168.100.1/24 brd 192.168.100. 255 scope global virbrl
valid_1ft forever preferred 1ft forever
6: virbrl — nic: < BROADCAST, MULTICAST > mtu 1500 gdisc fg_codel master virbrl state DOWN
group default glen 1000
link/ether 52:54:00:d2:32:33 brd ff:ff:ff:ff:ff:ff

2 # virsh net - list

Name State Autostart Persistent
default active yes yes
routel active yes yes

3 # virsh net - info routel

Name: routel
UUID: el66c9be — b791 — 4ead — 814a — 6£1c99326eea
Active: yes

Persistent: yes
Autostart: yes
Bridge: virbrl

4 = virsh net - dumpxml routel
< network >
< name > routel </name >
<uuid> el66c9be — b791 — 4ead — 814a — 6£1c99326eea </uuid >
< forward mode = 'route'/>
< bridge name = 'virbrl' stp= 'on'delay='0"/>
< mac address = '52:54:00:d2:32:33"'/>
< domain name = 'routel'/>
< ip address = '192.168.100. 1' netmask = '255.255.255.0"'>
< dhcp >
< range start = '192.168.100.128' end = '192.168.100.254"'/>
</dhcp >
</ip>
</network >
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551 AT A R N 2 R T AT B9 4 FR virbrl, HIP kS 192, 168. 100, 1/24,
virbrl A 1 30 virbrl-nic,
552 AT A A I YA R TR AL 4% i B R
55 34T VE 4 ATAT A RS AR R TR R UL 4 R A S
B R RPATH AT S F

5 Zroute - n

Kernel IP routing table

Destination
0.0.0.0
192.168.1.0

192.168.100.
192.168.122.

TEH 5 A7 a4 WM b B 2757 8 i4 % ok 25 H

Gateway Genmask

192.168.1.2 0.0.0.0

0.0.0.0 255.255.255.0
0 0.0.0.0 255.255.255.0
0 0.0.0.0 255.255.255.0

A K Ay virbrL oA 32 A HE AP 4
BT RIFTRAAS T

6 # iptables - L -n - v
Chain INPUT (policy ACCEPT 202 packets, 17430 Bytes)

target
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT

Chain FORWARD (policy ACCEPT 0 packets, 0O Bytes)

prot opt in out
udp —— virbrl * 0.
tcp —— virbrl * 0.
udp —— virbrl * 0.
tcp —— virbrl * 0.
udp —— virbr0 * 0.
tcp —— virbr0 * 0.
udp —— virbr0 * 0.
tcp —— virbr0O * 0.

target prot opt in

ACCEPT all —— x

ACCEPT all —— virbrl *

ACCEPT all —— virbrl virbrl

REJECT all —— x virbrl
icmp — port — unreachable

REJECT all —— virbrl *
icmp — port — unreachable

ACCEPT all —— x virbr0
RELATED, ESTABLISHED

ACCEPT all —— virbr0 *

ACCEPT all —— virbrO virbr0

o O O O O O O o

Flags
UG

U

U

U

source
0.0/0 0.0.0.0/0
0.0/0 0.0.0.0/0
0.0/0 0.0.0.0/0
0.0/0 0.0.0.0/0
0.0/0 0.0.0.0/0
0.0/0 0.0.0.0/0
0.0/0 0.0.0.0/0
0.0/0 0.0.0.0/0

out

virbrl

192.168.100.

0.0.0.0/0
0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

0/24

192.168.122.0/24

0.0.0.0/0

Metric Ref Use Iface

100 0 0 ens32
100 0 0 ens32
0 0 0 virbrl
0 0 0 virbr0

. HARE 192, 168. 100. 0/24 By %5

destination
udp dpt:53
tcp dpt:53
udp dpt:67
tcp dpt:67
udp dpt:53
tcp dpt:53
udp dpt:67
tcp dpt:67

source destination
0.0.0.0/0 192.168.100.0/24
0.0.0.0/0

0.0.0.0/0

0.0.0.0/0 reject — with
0.0.0.0/0 reject — with

192.168.122.0/24 ctstate

.0.0.0/0
0.0.0.0/0
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REJECT all —— * virbr0Q 0.0.0.0/0 0.0.0.0/0 reject — with
icmp — port — unreachable
REJECT all —— virbr0 * 0.0.0.0/0 0.0.0.0/0 reject — with

icmp — port — unreachable
Chain OUTPUT (policy ACCEPT 177 packets, 21663 Bytes)
target prot opt in out source destination
ACCEPT udp —— % virbrl 0.0.0.0/0 0.0.0.0/0 udp dpt:68
ACCEPT udp —— * virbr0 0.0.0.0/0 0.0.0.0/0 udp dpt:68

MNER 6 47 w4 14 5 v nT LU EIHT H 0 0 7 K 5% R

(1) INPUT %£: f1F virbrl A3y DNS(53 3 1) F1 DHCP(67 3 1) (1,

(2) FORWARD % . SRVFWE virbrl Hsf R A SCE AR B4, IR -5 H AR # 2 virbrl Y
£, 4548 icmp-port-unreachable ZSHI ¥ F,,

(3) OUTPUT ##: fi4F virbrl H3fag DHCP(68 % ) (4,

5.8.2 8 I B AY 4%
B BE BAHL centos6. 10 &5 21 5 48 i 59 K2 BA R 2% . a2 A0 F .
1 # virsh edit centos6.10

< interface type = 'network'>
<mac address = '52:54:00:32:f8:e2'/>
< source network = 'routel'/>
<model type = 'virtio'/>
< address type = 'pci' domain = '0x0000"' bus = '0x00' slot = '0x03' function = '0x0'/>

</interface >

2 # virsh start centos6.10

3 # virsh domiflist centos6.10
Interface Type Source Model MAC

vnet0 network routel virtio 52:54:00:32:£8:e2

4 # virsh domifaddr centos6. 10
Name MAC address Protocol Address

vnet0 52:54:00:32:f8:e2 ipvd 192.168.100.182/24

A FH T o 58 R S0P A9 Bc B S0 HOA% 0 J& ME &< source network= 'routel '/>,
) Tﬁﬁé\mﬂ:)ﬂﬁﬂ X 5 AL,
A1 s R UL 2 U1 28T (19 44 8 routel FOREEIMZE R T,
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A AT A Eon ERHLA TP M hE & 192, 168. 100. 182/24, & & M 15 £ ML 1
DNSMASQ #44rE Ay .
R RPATHMASIT .

5 # ssh 192.168.100.182 "route - n"
root(@192.168.100.182's password:
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.100.0 0.0.0.0 255.255.255.0 U 0 0 0 eth0
169.254.0.0 0.0.0.0 255.255.0.0 U 1002 0 0 eth0
0.0.0.0 192.168.100.1 0.0.0.0 UG 0 0 0 eth0

6 # ssh 192.168.100.182 "ping - c 2 192.168.1.231"
root(@192.168.100.182's password:
PING 192.168.1.231 (192.168.1.231) 56(84) Bytes of data.
64 Bytes from 192.168.1.231: icmp seq=1 ttl =64 time = 0.300 ms
64 Bytes from 192.168.1.231: icmp seq=2 ttl =64 time = 0.582 ns

——— 192.168.1.231 ping statistics ———
2 packets transmitted, 2 received, 0% packet loss, time 1002ms
rtt min/avg/max/mdev = 0.300/0.441/0.582/0.141 ms

7 # ssh 192.168.100.182 "ping - c 2 192.168.1.48"
root(@192.168.100.182's password:
PING 192.168.1.48 (192.168.1.48) 56(84) Bytes of data.

——— 192.168.1.48 ping statistics ———
2 packets transmitted, 0 received, 100 % packet loss, time 11003ms

555 AT am A I R TR SHLERAE R 8 b i i e 2 s R OG & 192, 168, 100. 1,
WEE 218 EH Y virbrl,

56 AT S MBI UL ping 15 EHLH ens32 B9 1P itk , b1 T 45 EHLANIE 192, 168.
100. 0/24 7EWE 5L, By LAAT DL IE & 3R 8]0 R

8 74T A MR RIPL ping 18 FHLZ AN EHL(192. 168. 1. 48) Wi i G B T LA A
2. WA YR LAY AL (0 received)

e TAEAMER FAL 192, 168. 1. 48 LA #) 192. 168. 100. 0/24 E@Eﬁmgm

TEARSLEH,192. 168. 1. 48 &— 1 Windows 10 B8 HL, Br LIV LLiE i3 route print £
AHEHE.MESWT

C: \WINDOWS\ system32 > route print -4

EARBIIES
4...38d547 b9 33¢c6 ...... Realtek PCIe GbE Family Controller
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L Software Loopback Interface 1
IPv4 &£
1% 2l % |
W 4 H br 48] 445 3 i ZES E | BR ASEL
0.0.0.0 0.0.0.0 192.168.1.1 192.168.1.48 291
127.0.0.0 255.0.0.0 TE 55 % | 127.0.0.1 331
127.0.0.1 255.255.255. 255 TE4E % - 127.0.0.1 331
127.255.255. 255 255.255.255. 255 TE 5% % B 127.0.0.1 331
192.168.1.0 255.255.255.0 TEHE I I 192.168.1.48 291
192.168.1.48 255.255.255. 255 TEHE I I 192.168.1.48 291
192.168.1.255 255.255.255. 255 TEHE I I 192.168.1.48 291
224.0.0.0 240.0.0.0 TE 4% % I 127.0.0.1 331
224.0.0.0 240.0.0.0 TE5E % | 192.168.1.48 291
255.255.255. 255 255.255.255. 255 TE4E % |- 127.0.0.1 331
255.255.255. 255 255.255.255. 255 TE 4k B I 192.168.1.48 V 291
T
] £ b 1k 8] 245 41 i ] 5 Hb ik BR A5 EL
0.0.0.0 0.0.0.0 192.168.1.1 LI

HT7ERMRFRTEA S 192. 168. 100. 0/24 FHUCHE B2 H , B DL B 250 5 192, 168.
100.0/24 BYEL A 44 BRINMI G (192,168, 1. 1), T AN 248 FEHLAY 1P Hihk 192, 168. 1. 231, 1E
ASZEG v, AT DL A U A B R R R DX A R L A A A

C: \WINDOWS\system32 > route add 192.168.100.0 MASK 255.255.255.0 192.168.1.231

C: \WINDOWS\system32 > route print -4 | find "192.168.100"
192.168.100.0 255.255.255.0 192.168.1.231 192.168.1.48 36

XA L) ping T AR

9 # ssh 192.168.100.182 "ping - c 2 192.168.1.48"
root(@192.168.100.182's password:
PING 192.168.1.48 (192.168.1.48) 56(84) Bytes of data.
64 Bytes from 192.168.1.48: icmp seq=1 ttl =127 time = 0.857 ms
64 Bytes from 192.168.1.48: icmp seq=2 ttl =127 time=1.86 ms

——— 192.168.1.48 ping statistics ———
2 packets transmitted, 2 received, 0% packet loss, time 1004ms
rtt min/avg/max/mdev = 0.857/1.363/1.869/0.506 ms
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5.9 6l & 5B R E) M &

ﬁﬁﬂﬁf'ﬁﬂ%ﬁaﬁf%’ﬂuw\ﬂzgl_ﬁﬂm libvirt A~ 23 g T ORE 030 & By K A . T
i 1 S ok A R X PR U

1 # vi new. xml
< network >
< name > openl </name >
< forward mode = "open" />
< domain name = "openl" />
< ip address = "192.168.100. 1" netmask = "255.255.255.0">
< dhep >
< range start = "192.168.100.128" end= "192.168.100.254"/>
</dhcp >
</ip>
</network >

2 # virsh net - define new. xml
3 # virsh net - autostart openl
4 # virsh net - start openl

5 # virsh net - list

Name State Autostart Persistent
default active yes yes
openl active yes yes

1 AT TR M 4% 1 XML E S0

55 2 frdn A al it XML SCPFE OB R 46,56 3 frn & T 308 A 35 3, 55 4 Fr a2 0
JA Bl XA TR 4

55 5 A7 A i Hh R BT A8 B R T

BT RPATHI AT F

6 # virsh net - info openl

Name: openl
UUID: 55dfcdda — decf — 47b7 — a2b9 — d2£5¢130804c
Active: yes

Persistent: yes
Autostart: yes
Bridge: virbrl
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7 # virsh net - dumpxml openl
< network >
< name > openl </name >
<uuid> 55dfcdda — decf — 47b7 — a2b9 — d2f5c130804c </uuid >
< forward mode = 'open'/>
< bridge name = 'virbrl' stp= 'on' delay= '0'/>
< mac address = '52:54:00:16:a8:57"'/>
< domain name = 'openl'/>
< ip address = '192.168.100.1' netmask = '255.255.255.0">
< dhep >
< range start = '192.168.100.128"' end = '192.168.100.254"'/>
</dhcp >
</ip>
</network >

WA 6 4T T AT e T LA R BTN A ME R
R OR AT A S IF

8 # ip address
1: lo: <LOOPBACK, UP, LOWER UP > mtu 65536 gdisc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: ens32: < BROADCAST, MULTICAST, UP, LOWER UP > mtu 1500 gdisc fq codel state UP group default
glen 1000
link/ether 00:0c:29:f7:6b:c8 brd ff:ff:ff:ff:ff:ff
inet 192.168.1.48/24 brd 192.168.1.255 scope global noprefixroute ens32
valid_1ft forever preferred lft forever
inet6 fe80::20c:29ff:fef7:6bc8/64 scope link
valid 1ft forever preferred 1ft forever
3: virbrO: < NO — CARRIER, BROADCAST, MULTICAST, UP > mtu 1500 gdisc noqueue state DOWN group
default glen 1000
link/ether 52:54:00:e0:41:ac brd ff:ff:ff:ff:ff:ff
inet 192.168.122.1/24 brd 192.168.122. 255 scope global virbr0
valid_1ft forever preferred lft forever
4: virbr0 — nic: < BROADCAST, MULTICAST > mtu 1500 gdisc fq codel master virbrO state DOWN
group default glen 1000
link/ether 52:54:00:e0:41:ac brd ff:ff:ff:ff:ff:ff
5: virbrl: < NO — CARRIER, BROADCAST, MULTICAST, UP > mtu 1500 gdisc noqueue state DOWN group
default glen 1000
link/ether 52:54:00:16:a8:57 brd ff:ff:ff:ff:ff:ff
inet 192.168.100.1/24 brd 192.168.100. 255 scope global virbrl

valid_1ft forever preferred 1lft forever
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6: virbrl — nic: < BROADCAST, MULTICAST > mtu 1500 gdisc fg_codel master virbrl state DOWN
group default glen 1000
link/ether 52:54:00:16:a8:57 brd ff:ff:ff:ff:ff:ff

N 8 AT A A W AT AF e i T 1 A4 K virbrl B9 A, 2 IP bk 2 192.
168.100.1/24, EH —"4 N virbrl-nic ) FH 1T,
B RPTH AR .

9 Ziptables - L -n -v
Chain INPUT (policy ACCEPT 963 packets, 70270 Bytes)

target prot opt in out source destination

ACCEPT udp —— virbr0 * 0.0.0.0/0 0.0.0.0/0 udp dpt:53
ACCEPT tep —— virbr0 * 0.0.0.0/0 0.0.0.0/0 tep dpt:53
ACCEPT udp —— virbr0 * 0.0.0.0/0 0.0.0.0/0 udp dpt:67
ACCEPT tep —— virbr0 * 0.0.0.0/0 0.0.0.0/0 tecp dpt:67

Chain FORWARD (policy ACCEPT 0 packets, O Bytes)

target prot opt in out source destination

ACCEPT all —— % virbr0 0.0.0.0/0 192.168.122.0/24 ctstate
RELATED, ESTABLISHED

ACCEPT all —— virbr0 * 192.168.122.0/24 0.0.0.0/0

ACCEPT all —— virbr0 virbr0 0.0.0.0/0 0.0.0.0/0

REJECT all —— % virbr0 0.0.0.0/0 0.0.0.0/0 reject — with
icmp — port — unreachable

REJECT all —— virbr0 * 0.0.0.0/0 0.0.0.0/0 reject — with

icmp — port — unreachable

Chain OUTPUT (policy ACCEPT 508 packets, 62659 Bytes)
target prot opt in out source destination
ACCEPT udp —— * virbr0 0.0.0.0/0 0.0.0.0/0 udp dpt:68

5t AR L libvirt A2k 708 G 90 28 15 B B K B% B0, Bl U 2 7E 5 9 176
A u P E S5 192, 168, 100. 0/24 F1 virbrl 122 BN .
R RPATHaAIR .

10 # virsh edit centos6.10

< interface type = 'network'>

<mac address = '52:54:00:27:5f:c9'/>

< source network = 'openl'/>

< model type = 'virtio'/>

< address type = 'pci' domain = '0x0000' bus = '0x00' slot = '0x03' function = '0x0'/>
</interface >
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11 # virsh start centos6.10

5510 Fran A H FAEME ML centos6. 10 By W 45 J& 4 . 4 HoZ 42 1] openl X A~ JF LAY
M £

511 A1 TS s AL

BRIANE BT L BIE 4 openl W 4% it & DHCP Mkl 3 B (192, 168. 100. 128 % 192. 168.
100. 254) , UL centos6. 10 W ICi45 2] 1P bk, 4ni&l 5-34 PR,

¥ centos6.10 on QEMU/KVM - a x
File Virtual Machine View Send Key

state UNKNOWH
488

R on ethd to

B 5-34  JF RS S 4% LG vk i DHCP #8645 1P ik
BT RPATHMmAWT .

12 # virsh net - dhcp - leases openl
Expiry Time MAC address Protocol IP address Hostname Client ID or DUID

5512 A1 A B A R T XA 44 R opend B I 45 5 A S HEAUAIL 3 C TP Mok .

IR AR B 4 4 R R . Libvire I B 192, 168, 100, 0/24 Al virbrl & & o1
DHCP % #& i 8L 0, BF A L AL & H B9 DHCPDISCOVER 1 3 % A #% 15 £ ML E /Y
DNSMASQ 4 A4l 2.

W AN openl Y ERIAL H 43 B0 1P Huhl , 8055 2 F TR B AN, 44
.
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13 # firewall - cmd -- list - all
public (active)
target: default
icmp — block — inversion: no
interfaces: ens32
sources:
services: cockpit dhcpv6 — client ssh
ports:
protocols:
masquerade: no
forward — ports:
source — ports:
icmp — blocks:
rich rules:

14 # firewall - cmd -- add - interface = virbrl
15 # firewall - cmd -- add - service = dhcp

16 # firewall - cmd -- list - all
public (active)
target: default
icmp — block — inversion: no
interfaces: ens32 virbrl
sources:
services: cockpit dhcp dhcpvé — client ssh
ports:
protocols:
masquerade: no
forward — ports:
source — ports:
icmp — blocks:
rich rules:

RHEL/CentOS 8 #EF# i [ firewall fY firewall-cmd #2 AAFEPT kK%, @56 13 47
i A R ARAT Y 1T By % B RS S .

95 14 F14 2 1) public IKEM T — M40 virbrl, 45 15 764 X f2iF DHCP IR %,
B SLTF K A openl M4 1) 5 DHCP AH G 19 804 £2. 3 35 15 301, DNSMASQ U815t &
HJHAYEE 1P Huhk

P RPATH AT

17 # virsh net - dhcp - leases openl
Expiry Time MAC address Protocol IP address Hostname
Client ID or DUID

2020 -12-01 20:56:03 52:54:00:32:f8:e2 ipv4d 192.168.100.182/24
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7 AT A n s EoR . m R ECAY TP Mkl & 192, 168, 100. 182/24
Jo SR B S I AR L X AR R T

BR: wRE2E K3 E AKX A%, EE 24 B --permanent £ A &k AT firewall-
cmd w4,

TE T B % i A U libvire 23 o8 HUBC & B k8% 8000, 41 #7234 DHCP L, DNS %8 i & . 1
TETC & I OB X B L libvirt A 23k 1 g 3000 28 A= iUAT ] iptables BLIU , X AE s 75 22 H 7 A 47
& T,

5.10 523 % VLAN T

RE SRR (Virtual LAN, VLAN) 29781 2% (932 58 9 46, B 48 i 1 I 24 45 B0 42
P R, @ VLAN FRIC, AT DURE A DL W 3 15 &R B0 S 405 17 22 32 38 o 1
WA S ECE, /T LE— & KVM 13 AL iE 178 F R VLAN /9 s SLHL, 4n
& 5-35 Fis,

H — 1 3

'|E‘_.EHH | VLAN 1D:11

: = virbri “'"""“\e"s-'aa VLAN ID:12
Trunk

centos6.10

192,168.11.x A
i [ ]

FEED i —_—
H  — s o]
umf-EEe- [ooEm)-- Pe |

. vnetl = VLAN12 ATHEAN,

winzk3 virbr2 i
192.168.22.x | DHCPHIDNS |

(DNSMAST)

/555 i HLh AT ST IR T AR VLAN 69 L

& 5-35 B 2548 i~ VAN, H 1D 435 J& 11 #1 12, B HIHL centos6. 10 J& F
ID 5 11 89 VLAN, JBEHIHL Win2k3 Ul J& F ID 4 12 4 VLAN,

5T T A FELIUA A LUK R S R B AR ) A VIAN %
F 2R 1B 5-35 A A4 R WL R ens32, 7F ens32 AT WAl AN F VLAN ID 9 k&
P 458 11 VLANTL il VLANI12,ens32 #F8 8 VLANTT,VLANI12 f“47 817,

SRIG BN EE A AT virbrl 1 virbr2, H 0 virbrl 89 78 02 VLANILL, virbr2 #7322
M2 VLAN12,

P B centos6. 10 HF#EE] virbrl, Wi B HIHL Win2k3 N7 B3 virbr2,

FEAE EVLITE R Y3 2 rh 75 2 AT i B F B 2K 18 FEALM R ens32 BT 210
ALy O BC & trunk B,

5.10.1 G H VLAN M4 421

Linux @3 fENZ iz 8021q s VLAN ThfE. 7F RHEL/CentOS 8 H1, 2RIk
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LN 2 i 4 75 2 [ 3 4 8021q A, FE H A 1Y Linux & WA, 7] G 75 2 4 ]
modprobe 743k F TN # .

£ RHEL/CentOS 8 1, BE AT L) 3 iproute?. NetworkManager, Cockpit ¢ £ f T. &
S VLAN, 0] VL B B2 90 3/ ete/sysconfig/network-scripts/ H 5% T B9 ™ 2% 4 1 A
PFSEE VLAN S Bl T iproute2 WY ip fir & BT @AY VLAN A& K A PR, Bf LA
WEFEME A . T, AT 5 nmeli A Cockpit X FFD T H R A& M B VLAN, A IF .

1 # ip address
1: lo: < LOOPBACK, UP, LOWER UP > mtu 65536 gdisc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred 1lft forever
inet6 ::1/128 scope host
valid 1ft forever preferred 1ft forever
2: ens32: < BROADCAST, MULTICAST, UP, LOWER UP > mtu 1500 gdisc fq codel state UP group default
glen 1000
link/ether 00:0c:29:0b3:73:36 brd ff:ff:ff:ff:ff:ff
inet 192.168.1.231/24 brd 192.168. 1.255 scope global noprefixroute ens32
valid_1ft forever preferred 1lft forever
inet6 fe80::20c:29ff:feb3:7336/64 scope link
valid 1ft forever preferred 1ft forever
3: virbr0: < NO — CARRIER, BROADCAST, MULTICAST, UP > mtu 1500 gdisc noqueue state DOWN group
default glen 1000
link/ether 52:54:00:fd:b2:60 brd ff:ff:ff:ff:ff:ff
inet 192.168.122.1/24 brd 192.168. 122. 255 scope global virbr0
valid_1ft forever preferred 1lft forever
4: virbrO — nic: < BROADCAST, MULTICAST > mtu 1500 gdisc fq codel master virbrO state DOWN
group default glen 1000
link/ether 52:54:00:fd:b2:60 brd ff:ff:ff:ff:ff:ff

2 # 1s /etc/sysconfig/network - scripts/
ifcfg — ens32

3 # cat /etc/sysconfig/network - scripts/ifcfg - ens32
TYPE = Ethernet
NAME = ens32
DEVICE = ens32
ONBOOT = yes
IPADDR = 192.168.1.231
PREFIX = 24
GATEWAY = 192.168.1.1
DNS1=8.8.8.8

S LT A4 A I 4 1 M £
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%2 fran S WoNTE /ete/sysconlig/network-scripts/ H 5 AU AL & ens32 A4 1AL E L
T ifcfg-ens32, L5y 3 4T A & A H ST, X2 1 AR fi7 J RO TG 380 SO A0 B A 22
1 B H .

P RPATH ARSI

4 # nmcli connection add type vlan con - name vlanll ifname vlanll vlan. parent ens32 vlan.id 11
Connection 'vlanll' (76131bf6 — 2889 — 4ed4 — 9ada — 90281bd2e22a) successfully added.

5 # nmcli connection modify vlanll ipv4.addresses '192.168.11.231/24' ipv4. gateway 192. 168.
11.1 ipv4.method manual

6 # nmcli connection up vlanll
Connection successfully activated (D — Bus active path: /org/freedesktop/NetworkManager/
ActiveConnection/10)

FAT5e iF NetworkManager (47447 T H nmeli 26 5% % .

AT OE T — AR E S, @ T type I8 E MK vlan, T con-name F8 E B %
WA FR R vlanll, il i ifname 8 & W9 3% 0 & FR 0 & vlanll, vlan. parent 8 & 4 # 1 &
ens32,vlan. id 8 VLAN [ 1D & 11,

55 5 AT A T E VLAN F45 82 1Y IPv4 Hootik | B 56 153 e ik 4 5 5

556 AT A WS XA E

BN RPATH AT .

7 #ip - d address show vlanll
10: vlanll(@ens32: < BROADCAST, MULTICAST, UP, LOWER UP > mtu 1500 gdisc noqueue state UP group

default glen 1000

link/ether 00:0c:29:b3:73:36 brd ff:ff:ff:ff:ff:ff promiscuity 0 minmtu 0 maxmtu 65535

vlan protocol 802.10Q id 11 < REORDER HDR > numtxqueues 1 numrxqueues 1 gso max_size 65536
gso_max_segs 65535

inet 192.168.11.231/24 brd 192.168.11.255 scope global noprefixroute vlianll

valid_1ft forever preferred lft forever
inet6 fe80::1db2:9a6c:6979:894e/64 scope link noprefixroute

valid_1ft forever preferred lft forever

8 # ip - d address show ens32
2: ens32: < BROADCAST, MULTICAST, UP, LOWER UP > mtu 1500 gdisc fq codel state UP group default
glen 1000
link/ether 00:0c:29:b3:73:36 brd ff: ff: ff: ff: ff: ff promiscuity 0 minmtu 46 maxmtu
16110 numtxqueues 1 numrxqueues 1 gso max size 65536 gso max segs 65535
inet 192.168.1.231/24 brd 192.168. 1. 255 scope global noprefixroute ens32
valid 1ft forever preferred 1ft forever
inet6 fe80::20c:29ff:feb3:7336/64 scope link
valid_1ft forever preferred lft forever
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TESE 7 A 2 1 -d S, 2 WORER N IEAE B . H 34 Y i 4 FK ¢ vianl ]
@ens32”fR EM . K78 vlanll 75?3’?: ens32 Z FACELAY . BR T IP Uik AL ARfE B 2 Ah, “vlan
protocol 802.1Q id 11”7~ T VLAN Wi A1 ID 5,

XH—T5% 8 fran & Mt . = R B A1 vianl 1“5 H” T ens32 9 MAC Hihik
“00:0c:29:b3:73:367,

T RPATHI AT .

9 # cat /etc/sysconfig/network — scripts/ifcfg - vlanll
VLAN = yes
TYPE = Vlan
PHYSDEV = ens32
VLAN ID=11
REORDER_HDR = yes
GVRP = no
MVRP = no
HWADDR =
PROXY_METHOD = none
BROWSER_ONLY = no
BOOTPROTO = none
DEFROUTE = yes
IPV4_FAILURE_FATAL = no
IPV6INIT = yes
IPV6_AUTOCONF = yes
IPV6_DEFROUTE = yes
IPV6 FAILURE FATAL = no
IPV6_ADDR GEN_MODE = stable — privacy
NAME = vlanll
UUID = 76131bf6 — 2889 — 4e44 — 9ada — 90281bd2e22a
DEVICE = vlanll
ONBOOT = yes
IPADDR =192.168.11.231
PREFIX = 24
GATEWAY = 192.168.11.1

NetworkManager 81 & 1 1) VLAN $% [T, if 2 7£ /etc/sysconfig/network-scripts/ H 5%
rh R I 4 D C SO A 9 AT A R TR BB SO N A Herh e s AT LA
LR,

(1> VLAN=yes,

(2) TYPE=Vlan,

(3) PHYSDEV=ens32,

(4) VLAN_ID=11,

(5) DEVICE=vlanll,
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(6) ONBOOT=yes,

BoR: vl id man nm-settings-ifcfg-rh & 3£ 1% /etc/sysconfig/network-scripts/ifcfg-
* X E e Fmit,

HEPORPATHY AR T

10 # 1smod | grep 8021q
8021q 40960 0
garp 16384 1 8021q
mrp 20480 1 8021q

WeE VLAN W 25422 10 B, NetworkManager 2= H sh ¥ 8021q e ngk 8 A&+, 7]
PLMES 10 4744 0% th b B B A

AHXTF nmelis il id Cockpit G @EHT Y VAN 4% 1145 51 fif 5.

(1) 7£ Cockpit 23 /i # 517 Networking, 2 W/n M AT A0 Ir A W 4538 0, WA 5-36
iz

CENTOS LINUX & Privieged . root

B kvmi Interfaces [ Add Bond ]l Add Team “ Add Bridge “ Add VLAN |

Name IP Address Sending Receiving
Q Search
ens32 192168.1.231/24 3.09 Kbps 144 Kbps
Overview virbr0 192168.1221/24 No carrier
Logs vianll 1921681.231/24 Obps 0bps
Storage
. Unmanaged Interfaces
Networking g
Virtual Machines Name IP Address Sending Receiving
virbrQ-nic

Accounts

&l 5-36  Cockpit H iy ) 463 11 {5 B

(2) ¥ Add VLAN #%41,

(3) £ VLAN Setting X G HEH , SEEEZ R HAIH# VLAN B4 B4 1 ens32. 6 VLAN
ID &8 R 12,68 0 A FR B vianl2, 88 )5 Ml Apply Hied 5 ol 8, an &l 5-37 FiR .

(4) #i VLAN G g 525, a8l 5-38 fin. iy Configure 1P £ #2 0 & M 4% 1% & .

(5) F£ 1Pv4 Setting XF i flE 5 B 1P sk K B 56 5515 B, SR 5 ¥y Apply #4241 f#
FFECE A 5-39 FiR .,
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VLAN Settings
Parent ens32 -
VLAN Id 12

Name viani2

[ Cancel ]

& 5-37 EEH VLAN M8 0155

CENTOS LINUX & Privileged . root =

E| kv Interfaces Add Bond l .’\(ll:Tﬁdrl)H Add Bridge ” Add VLAN
L

Name IP Address Sending Receiving
Q Search
ens32 1921681231124 627 Kbps 454 Kbps
Overview ] virbrQ 192168122.1/24 No carrief
Logs vianll 1921681.231/24 Obps Obps
Storage viani2 Configuring IP

Networking

Virtual Machines

Unmanaged Interfaces

Name IP Address Sending Receiving

F€l 5-38 AL 4E BT M 4 4 0 i 51 3%

IPv4 Settings
Addresses Manual % [ ¥+ 1
19216812.231 24 192168121 i |
DNS Automatic + ]
DNS Search Domains Automatic E]
Routes Automatic + |
=3

B 5-39  SNBTRO M4 0 BE TP ik S5 B
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Cockpit 382X ¥E /ete/sysconfig/network-scripts/ H % W 8] 2 W 4% 22 O Bl & SC A ifclg-

vlan12, A F ;

11 # cat /etc/sysconfig/network - scripts/ifcfg - vlanl2
VLAN = yes
TYPE = Vlan
PHYSDEV = ens32
VLAN_ID= 12
REORDER_HDR = yes
GVRP = no
MVRP = no
HWADDR =
PROXY_METHOD = none
BROWSER_ONLY = no
BOOTPROTO = none
DEFROUTE = yes
IPV4_FAILURE FATAL = no
IPV6INIT = yes
IPV6_AUTOCONF = yes
IPV6_DEFROUTE = yes
IPV6 FAILURE FATAL = no
IPV6_ADDR GEN_MODE = stable — privacy
NAME = vlanl2
UUID = ae59cf5b — £088 — 4bab — 9£20 — 7eb2def383fe
DEVICE = vlanl2
ONBOOT = yes
IPADDR = 192.168.12.231
PREFIX = 24
GATEWAY = 192.168.12.1
PEERDNS = no
PEERROUTES = no

BR: T AiB L £ /ete/sysconfig/network-scripts/ B 3 7 €] & #7 09 Be F L4+ 69 7 %
KA EH L HFW VLAN 2,

5.10.2 QA VLAN B4 01119 T

BHTFAZH VLAN B 44 0 VLANIL il VLAN12, AR 4 &l 5-35 Frs 946 b &
MRS AR F ML A A M virbrl M1 virbr2, VLANI11 & virbrl f9F 4 11, VLAN12
2 virbr2 WO,

5 iy T ) PR 19 s AR e T B 1 Jr v J 5 Cockepit R A £

(1) 7£ Cockpit 238 /i # 817 Networking, 2 W/ 2 A3 A9 UF A W 53 O, WA 5-40
FiR .



6% EEEMML [P 219

(2) ¥ Add Bridge ¥4 .

CENTOS LINUX & Privileged . root v

B wm Interfaces | Add Bond || Add Team |[ Add Bridge || Add vLAN |

Q Search Name IP Address Sending Receiving
ens32 1921681231724 4.00 Kbps 143 Kbps
Overview virbrD 1921681221/24 Mo carrier
Logs wlanil 19216811 231/24 Obps Obps
Storage viani2 19216812.231/24 Obps Obps
Networking L i

& 5-40  Cockpit A i I’ 2% 422 11 {5 8

(3) 7F Bridge Setting XJTHAHE H1 B M 44 B R vircbrl 3585 FH2 1 vlanll, R85 iy
Apply L 5¢ LRI A&l 5-41 iR .

Bridge Settings

Name virbrl

Ports .
[ ens32

O virbrO

vianTl

O viani2

[m]

Spanning Tree Protocol (STP)

[ Cancel Apply

B 5-41 #%EH MRS R
(4) ZERlH, FFEN A VLANT2 B8 WA virbr2, £ )5 B9 45 R an K 5-42 fis .

5.10.3 PFECEDEHLEH VLAN

B HE AL centos6. 10 BF#EF] virbrl, i B AHL win2k3 W75 ZEAF 3] virbr2, NS4
M2 Cockpit, W AT £E Interface Type i%4% Bridge to LAN,7E Source 732453 24 19 B #5 , 40

& 5-43 fF R,
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CENTOS LINUX

@ kvmi Interfaces l Add Bond -,| Add Team H Add Bridge ” Add VLAN |

Qs Name IP Address Sending Receiving
ens32 1921681.231/24 420 Kbps 291 Mbps
s iew virbro 1921681221/24 No carrier
Logs virbrl 1921681123124 0bps Obps
Siorage vitbr2 19216812 231/24 0bps Obps
Networking a "

5-42  ALHE BT WA B 51 2R

52:54:00:32:f8:e2 Virtual Network Interface Settings X

Interface Type Bridge to LAN o

Source ens32 -

lo
virbro
virbrO-nic

Maodel virtio (L

MAC Address 52:54:
virbr2
vianll
viani2

[ 5-43 i F} Cockpit 5 R $ULATL 11 199 % e &

] LUl i virsh B9 edit 55 F Ay 2 kA& B S P A9 BE B SC 1 i Y J2& < source
bridge="virbrl'/>X —f7 ¥ & , L& SCHFR N AT .

< interface type = 'bridge'>
< mac address = '52:54:00:32:f8:e2"'/>
< source bridge = 'virbrl'/>
<model type = 'virtio'/>
< address type = 'pci' domain = '0x0000' bus = '0x00' slot = '0x03"'
function = '0x0'/>

</interface >

T 230 BB b, FATT AT UG A Wireshark S5 B850 A T B 78 18 AL AP T A9 9 2% rh 4
Fk A AL BITAH VLAN AR89 & €0, 418 5-44 Fios.
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] - 0o x

THE REE WEY BRNGE WERO ST e SEY THEw IAD WS

Adm i@ RRBRes=F i 5/EQaan

(W€ {ip add = 1521601 48) ) A ! (ip wdde = 192.168.1,231) RS -+
o Tine Source Des Protorol Lemgth Info a|

,-msnm 8.0.0.0 :Eszssmzssm 346 DHCP Discover - Transacti .|

>

» Frame 16158: 346 bytes on wire (2768 bits), 346 bytes captured (2768 bits) on interface ~
» Ethernet II, Src: RealteklU 32:f8:e2 (52:54:89:32:f8:e2), Dst: Broadcast (ff:ff:ff:ff:ff:
v 882.1Q Virtual LAN, PRI: ©, DEI: @, ID: 11

B i i iann = Priority: Best Effort (default) (@)

soel susn wews auws = DEI: Ineligible

++.. DOOO BOGG 1811 = ID: 11 —=—

Type: IPv4 (8x860@)
» Internet Protocol Version 4, Src: 8.8.8.8, Dst: 255.255.255.255
v User Datagram Protocol, Src Port: 68, Dst Port: 67

Source Port: 68

Destination Port: &7

Length: 388

Checksum: Bxdad3 [unverified]

[Checksum Status: Unverified]

[Stream index: 22]

» [Timestamps]

~ Dynamic Host Configuration Protocol (Discover)

Message type: Boot Request (1)

Hardware type: Ethernet (Bx81)

Hardware address length: & vl
< = > |
@ 7 v I (vl id) 2 byte(s) SHE- 62549 - BET: 7 (0.08) - BEF: 0 (0.0%) || RE: Defalt

K 5-44 3k 4 EIHL centos6. 10 I A VLAN Fric EE £

5.11 HME T EFRESLEH

M 2% 3 & 75 (Network Filter) /& libvirt B — T & %8, 7] D43 o3 75 2 o e & o 50 )
S A K ALBIL IO 28 132 11 1) 3L ok 0 AT 45 o DT 5 22 A kL Libvirt 23 4 3 2 5 8 R0 D)
A 1 AL 0 B RO e R ML 3 s st S n 5 T 4 1 S A B A ks R i
24 FC DG A B 2 3 N IR 5k e R

55 R AL PN 1) Bl 88 AN TRD 5 P 246 5k 8 R D 2 FH 1 R AL b, BT D TG DA SELAIL P
L3 3 S 5 YR KD R gt DA KR ELATL FE P 0 1 E SR T 30k 4 R D U2 3 B A L i PR T L Tk O
B0 I 5-45 Fias

Bl 5-45 2% i i 2% JE P
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BT L X A S M EUIL A A 190 246 2 10 T R 2% i L DUt AT Ak 22 A ) FRUBIL Ak
A TR 8 8 B

5.11.1 PGk JE 28 8 AR i

T3 A — A AR S SR TR I % 0k i A Y A SR
TESZ B — AN BH AR T A TICMP i i A 3 I8 2% L SR 5 R 0 FH T HE UL centos6. 10,
B, EEH BN centos6. 10 BRI L& @ 1E . a2 WF .

1 # virsh domifaddr centos6.10
Name MAC address Protocol Address

vnet0 52:54:00:27:5f:c9 ipv4 192.168.122.142/24

2 #ping - c2 192.168.122.142
PING 192.168.122.142 (192.168.122.142) 56(84) Bytes of data.
64 Bytes from 192.168.122.142: icmp seq=1 ttl =64 time=0.939 ms
64 Bytes from 192.168.122.142: icmp seq=2 ttl =64 time=1.20 ms

——— 192.168.122. 142 ping statistics ——-—
2 packets transmitted, 2 received, 0% packet loss, time 3ms
rtt min/avg/max/mdev = 0.939/1.071/1.204/0.136 ms

3 Ziptables - L - n
Chain INPUT (policy ACCEPT)
target prot opt source destination
ACCEPT udp —— 0.0.0.0/0 0.0.0.0/0 udp dpt:53
ACCEPT tep —— 0.0.0.0/0 0.0.0.0/0 tep dpt:53
ACCEPT udp —— 0.0.0.0/0 0.0.0.0/0 udp dpt:67
ACCEPT tep —— 0.0.0.0/0 0.0.0.0/0 tep dpt:67

Chain FORWARD (policy ACCEPT)

target prot opt source destination

ACCEPT all —— 0.0.0.0/0 192.168.122.0/24 ctstate RELATED, ESTABLISHED
ACCEPT all —- 192.168.122.0/24 0.0.0.0/0

ACCEPT all == 0.0.0.0/0 0.0.0.0/0

REJECT all —— 0.0.0.0/0 0.0.0.0/0 reject—with icmp— port — unreachable
REJECT all —— 0.0.0.0/0 0.0.0.0/0 reject— with icmp— port — unreachable

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
ACCEPT udp —— 0.0.0.0/0 0.0.0.0/0 udp dpt:68

WA 1 AT A I AT LA . RIHL centos6. 10 W 4% 2 1 7E 1 AL L1 2 FR Ry
vnet0, 1P itk 192.168. 122. 142,
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55 2 A7 A A W D R T AT DAFEAE AL I ping @ RERIAL 33X 10 B R S ERAE R S8 B
KEEEA BH I ICMP # echo 13K 5 W L ,

55 3 AT B S WoR 1 e EAL B Y ET B AR A EC o IR £ X vnet0 B 192.
168.122. 142 WYL H .

R RIATH AU

4 Zvi new.xml
< filter name = 'blockicmp'>
<rule action = 'drop' direction = "'in'>
< icmp/>
</rule>
</filter >

5 # virsh nwfilter — define new. xml

Network filter blockicmp defined from new. xml

6 # virsh nwfilter - list

4b69fafl — fac2 — 4defe — 9£30 — d8bd12d0de87
bdaaee09 — 70ff — 4bff — a0c5 — £1d9313c19df
93aB8adca — 2714 — 4d93 — 8df3 — 1610bf0eac06
fe8d7784 — 7b2d — 4d8e — 9aad — 642caB8e282f4
34ab7687 — 59b0 — 414e — 9294 — 4884dfe7clll
737777d6 — 1115 — 425a — 9063 — defc0eldb614
da713eaa — €490 — 4d61 — 8489 — b62110795ce4d
489f315a — 4ed5 — 4fa3 — 8336 — 9acebcldee83
843b6276 — 68a2 — 4bd8 — 8a31 — 76efedee7526
0c6a9780 — fle5 — 4181 — a758 — c1aa58321ff0
e9dd8d7d — 0fde — 4cb5 — 9917 — b192d761782b
76da0b46 — fc7c — 4991 — b421 — £18210a4887a
724ecl82 — c6fe — 4289 — ald3 — 8b0b4821a897
dB8a940e2 — ebdf — 4ffd — 9¢85 — 75023362829f
5036c658 — 6bea — 4299 — aff4 — 0bd53a9048dd
adb3fc68 — 629e — 45a3 — b42a — 73c6b1b19879
397ccect — c425 — 4c93 — 98f9 — 35£fb3870c61c
746cf6aa — ££87 — 497d — a0f6 — 89352bde27b0
a3b67cbd — €977 — 46db — a084 — 24e9b%9e74b63

allow — arp

allow — dhcp

allow — dhcp — server
allow — incoming — ipv4
allow — ipv4

blockicmp

clean — traffic

clean — traffic — gateway
no — arp — ip — spoofing
no — arp — mac — spoofing
no — arp — spoofing

no — ip — multicast

no — ip — spoofing

no — mac — broadcast

no — mac — spoofing

no — other — 12 — traffic
no — other — rarp — traffic
gemu — announce — self

gemu — announce — self — rarp

T B WGk g, T B A — A XML KA SO, N A 4 T A TR
< filter name= "blockicmp ">¥8 & Hr 1 i & &% 1Y 4% #% N blockicmp, 3 H 38 i3 < rule action=
"drop" direction="in"> ] @ —NHLN] , action="drop ' F N X & — 4~ FH (- #L I , direction=
"in' FKaR HEF XA S B < iemp/>H] T8 E PRLCK icmp.

55 5 A7t virsh B nwiilter-define i & ok B 2 0 2% 3 38 45 .
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%617 %%&E%T%%%%*ﬂ% TR B S BR TR By M4 o uE
MmmmmZFﬂéﬁﬂgfﬁ E-JiUPOR)S 8

BIR. virsh H $ 45 W &3t )8 B A £ 69 5 v nwhilter-7F 3k 89 F & 4, nwfilter 2
Network Filter 894 5 ,

R RPATH AT

7 # virsh shutdown centos6.10
8 # virsh edit centos6.10

< interface type = 'network'>
<mac address = '52:54:00:27:5f:c9"'/>
< source network = 'default'/>
<model type = 'virtio'/>
< address type = 'pci' domain = '0x0000"' bus = '0x00' slot = '0x03"' function = '0x0'/>
< filterref filter = 'blockicmp'/>
</interface >

9 # virsh start centos6.10

57 AT T O AL .

o 8 ATar 4 FH T e R AL B & SO, it < filterref filter= "blockicmp'/>¥ k& i
ﬁlE@Vﬂ?ﬁ$%[35§Vﬂ%3fiﬂ§%ﬁlﬂookicnﬁ>*ﬁ§§ﬁfc

5 9 Aran A M TR S B AL .

TP RPATH ST .

10 #ping - c 2 192.168.122.142
PING 192.168.122.142 (192.168.122.142) 56(84) Bytes of data.

——— 192.168.122.142 ping statistics ———
2 packets transmitted, 0 received, 100 % packet loss, time 27ms

11 # ssh 192.168.122.142
root(@192.168.122.142"'s password:
Last login: Thu Dec 17 11:29:33 2020 from 192.168.122.1
[root@localhost ~ ] # exit
logout
Connection to 192.168.122.142 closed.

HESIHILIA 2 ) Al e fig AL U5 s LA il 1 . IAER 10 476 & 1% o] LA
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e JCHEAENE AL L ping 3 BRI, 32 M T 2L 384 blockiemp BHLIE T T4 1 ICMP Jii
ik TR 4L g & blockicmp X B IE T ICMP i 4, B LA AT LUJd 3 SSH 5[] 3%

B ML NS 11 Fran 4 5% s .

R R IATHY A 2 IF

12 #iptables - L - n

Chain INPUT (policy ACCEPT)

target prot opt source destination

libvirt — host —in  all —— 0.0.0.0/0 0.0.0.0/0

ACCEPT udp —— 0.0.0.0/0 0.0.0.0/0 udp dpt:53

ACCEPT tcp —— 0.0.0.0/0 0.0.0.0/0 tcp dpt:53

ACCEPT udp —— 0.0.0.0/0 0.0.0.0/0 udp dpt:67

ACCEPT tcp —— 0.0.0.0/0 0.0.0.0/0 tcp dpt:67

Chain FORWARD (policy ACCEPT)

target prot opt source destination

libvirt - in all 0.0.0.0/0 0.0.0.0/0

libvirt — out all 0.0.0.0/0 0.0.0.0/0

libvirt — in—post  all 0.0.0.0/0 0.0.0.0/0

ACCEPT all 0.0.0.0/0 192.168.122.0/24 ctstate
RELATED, ESTABLISHED

ACCEPT all 192.168.122.0/24 0.0.0.0/0

ACCEPT all 0.0.0.0/0 0.0.0/0

REJECT all 0.0.0.0/0 0.0.0/0 reject —with
icmp — port — unreachable

REJECT all 0.0.0.0/0 0.0.0.0/0 reject — with
icmp — port — unreachable

Chain OUTPUT (policy ACCEPT)

target prot opt source destination

ACCEPT udp —— 0.0.0.0/0 0.0.0.0/0 udp dpt:68

Chain libvirt — in (1 references)

target prot opt source destination

FI-vnet0 all —— 0.0.0.0/0 0.0.0.0/0 [goto] PHYSDEV match —— physdev — in vnet0

Chain libvirt — out (1 references)

target prot opt source destination

FO - vnet0 all —— 0.0.0.0/0 0.0.0.0/0
physdev — is — bridged

Chain libvirt — in - post (1 references)

target
ACCEPT

prot opt source

all —— 0.0.0.0/00.0.0.0/0

[goto] PHYSDEV match —— physdev — out vnet0 ——

destination
PHYSDEV match —— physdev — in vnet0
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Chain libvirt — host — in (1 references)
target prot opt source destination
HI — vnet0 all —— 0.0.0.0/0 0.0.0.0/0 [goto] PHYSDEV match —— physdev — in vnet0

Chain FO — vnet0 (1 references)
target prot opt source destination
DROP icmp —-= 0.0.0.0/0  0.0.0.0/0

Chain FI - vnet0 (1 references)
target prot opt source destination
DROP icmp —— 0.0.0.0/0 0.0.0.0/0

Chain HI — vnet0 (1 references)
target prot opt source destination
DROP icmp —— 0.0.0.0/0 0.0.0.0/0

9512 A7ar A B R TS AT EAL L AR KO E L T 2 B oE X EE. H
71 libvirt-host-in.libvirt-in.libvirt-in-post. libvirt-out &4 libvirt &8 — U I 2% M 4% i< 3& 2% s
A s @& 1 . 1 Fl-vnet0 \FO-vnet0, HI-vnet0 J2&7E 9] 45 1L HE UL centos6. 10 1 X 2% 2 171 i
B CYTTHE UL centos6. 10 ZE 05 EHLM K LA TN vnet0)

libvirt #1548 FH 22 01 iptables.ip6tables il ebtables iy 4> 5 il Bj & 5% B9 B &, X 7] DA
WA H RS H &/ var/log/ messages 159 | EIE

ALK — AW 2k ys e 5 2 6 B WULAR OB, AT 52 BRI =0 . 40 8 R AL
win2k3 AYHC & SCHF, IF HAE M2 id g4 blockicmp, iX A 1] PARH 12 A9 ICMP i .

T BR S R A A W F

13 # virsh shutdown centos6.10

14 # virsh edit centos6. 10
M Bfk< filterref filter = 'blockicmp'/>

15 # virsh nwfilter — undefine blockicmp
Network filter blockicmp undefined

SLBE M 155 2R o FH B R 5 0 B 2% . 2B 13 AT A e IS T R SUUML L AR S G A T B SO L B
< filterref filter="blockicmp'/>, )5 FHEE 15 1765 2 BUH M4 i I8 88 1 2 X,
5.11.2 Mg agsnE s TR

H Al A fEil i3 Cockpit.virt-manager 3688 FE W 25 3 g o8 , r AR AT £ E 3@ 1o virsh A
nwiilter-JF 3k ) F A & AT 447
(1) nwiilter-define: MR#5 XML SC{ & B 5 M 45 13 2% .
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(2) nwiilter-dumpxml: % XML #& 20 I’ 25 53 36 285 EL .

(3) nwiilter-edit: Z %5 M 45 1 38 45 19 XML Be & SO,

(4) nwiilter-list: 51 Hi [ 263 U5 25 35 .

(5) nwiilter-undefine . BUH W &% JE 48 1) E XL,

(6) nwiilter-binding-create: fR#E XML SC{-G1 #4555 & 25 1 96 78 .

(7) nwiilter-binding-delete: M5 P 2% i € %3 19 45 7 .

(8) nwiilter-binding-dumpxml. fij i XML #% 28 A0 R 2534 3828 T g8 2 15 8. .
(9) nwiilter-binding-list: 51l i % £% 2 I8 & 25 1 1935 B

PATHY AT 20T

1 # virsh help filter
Network Filter (help keyword 'filter'):

nwfilter — define define or update a network filter from an XML file
nwfilter — dumpxml network filter information in XML

nwfilter — edit edit XML configuration for a network filter
nwfilter — list list network filters

nwfilter — undefine undefine a network filter

nwfilter — binding — create create a network filter binding from an XML file
nwfilter — binding — delete delete a network filter binding
nwfilter — binding — dumpxml network filter information in XML

nwfilter — binding — list list network filter bindings

2 Zvirsh nwfilter - define -- help
NAME

nwfilter — define — define or update a network filter from an XML file

SYNOPSIS
nwfilter — define < file>

DESCRIPTION
Define a new network filter or update an existing one.

OPTIONS

[ —— file] < string> file containing an XML network filter description

5.11.3 B3 & ok igss

£ RHEL/CentOS 8 th 3¢ i AL A 25 A s 23 — S b g v . 5 H & LW
R 2% "J‘{),?%%—Ti AR AFAE / ete/libvirt/ nwiilter/ B &4,
K b i 908 2% B i 44 AR B, BT LA 4% FRAE DN LR HE ) T & . SEAN RS HE IR Ik 5-14
F s .
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xR 514 MREHMELIRER

ZR

Ei

no-arp-spoofing

allow-arp
allow-ipv4
allow-ipv6
allow-incoming-ipv4
allow-incoming-ipv6
allow-dhcp
allow-dhcpv6

allow-dhcp-server

allow-dhcpv6-server
no-ip-spoofing
no-ipv6-spoofing
no-ip-multicast
no-ipv6-multicast

clean-traffic

B 1E B ALK IR ARP i s %40 U 28X feiF ARP 1SR MZE B &, It i
i ik 26 K4 4 6 75 HE UL 9 MAC A0 1P Mk

SR ARP i i

SR XL ] TPv4 i

SR IPv6 i i

FeVr AR 1PvA i i

FAVFAE A 1Pv6 i

Fu i HE AU i AT AT DHCP AR 45 25 3545 1P M ik

5 allow-dhep 25481, {H I F DHCPv6

S BALAN $8 %€ 1) DHCP ik 45 4% K 159 TP kb, 26 250 % it oot 3 25 4 it
DHCP Iz 55 ## () 1Pv4 Hudlk . A28 (9 4 FR 255 DHCPSERVER

5 allow-dhep-server 2581, {H I F DHCPv6

B 1k ML & % 5 TP Mtk 5 50908 62 A9 U5 TP Mk AN W] (9 TPv4 248 42
A F no-ip-spoofing . {HFHF IPv6

B 1k K AL & 3% 1P 415 i SC

K MLF no-ip-multicast,{H T IPv6

B 1k MAC.IP Al ARP O . %3 8 51 HL Al JLAS 328 08 25 4 Sk 4 2 B

AR TR 0 B 2 e G R A e S A 0 255 U 5 5 £ LR T
ik uE . TEIRATHT— T WS IE g clean-traffic, B 5T T 2> H A Y M 2% 3 3

AW LTI

1 # virsh nwfilter — dumpxml clean - traffic

< filter name = 'clean — traffic'chain = 'root'>
<uuid> ladaadd7 — 62c0 — 47fe — a91b — 6becc51fa549 </uuid >
< filterref filter = 'no — mac — spoofing'/>

< filterref filter = 'no— ip — spoofing'/>

< rule action = 'accept' direction = 'out' priority="'-650"'>

< mac protocolid= "ipv4d'/>

</rule >

< filterref filter = 'allow — incoming — ipv4'/>

< filterref filter = 'no— arp — spoofing'/>

< rule action = 'accept' direction = 'inout' priority="'-500">

< mac protocolid

</rule >

< filterref filter

= 'arp'/>

= 'no — other — 12 — traffic'/>

< filterref filter = 'gemu — announce — self'/>

</filter >

AT A B R X4 K clean-traffic 38R A9 XML & L. E5IH T no-mac-
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spoofing . no-ip-spoofing . allow-incoming-ipv4 ., no-arp-spoofing. no-other-12-traffic, gemu-
announce-self 4 6 > 1L B B A WA L WAL, clean-traffic ok U8 #4% A 45 44 4N K] 5-46
F7s

no-mac-spoofing

no-ip-spoofing

/‘{ © seifFipvadtiiss, H56R-650 |

/allow-incoming-ipvd ]

/ no-arp-spoofing

\—{ @ AUARPALE, {£4%E-500 |

/no-other-la-trafﬁc I

clean-traffic
4 (rooté)

/qemu-anno unce-self ]

& 5-46 clean-traffic 1 JE #8245 14
T RPATHI AT .

2 # virsh nwfilter - dumpxml no — mac - spoofing
< filter name = 'no — mac — spoofing' chain = 'mac' priority = "'-800">
<uuid> 5036c658 — 6bea — 4299 — aff4 — 0bd53a9048dd </uuid >
< rule action = 'return' direction = 'out' priority = '500"'>
< mac srcmacaddr = ' $ MAC'/>
</rule>
< rule action = 'drop' direction = 'out' priority = '500'>
< mac/>
</rule>
</filter >

3 # virsh nwfilter - dumpxml no - ip - spoofing
< filter name = 'no — ip — spoofing' chain = 'ipv4 — ip' priority="'-"710"'>
<uuid> 724ec182 — c6fe — 4289 — ald3 — 8b0b4821a897 </uuid >
<rule action = 'return'direction = 'out' priority= '100'>
< ip srcipaddr = '0.0.0.0"' protocol = 'udp'/>
</rule>
<rule action = 'return' direction = 'out' priority = '500"'>
< ip srcipaddr = 'S IP'/>
</rule>
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<rule action = 'drop' direction = 'out' priority = '1000'/>

</filter >

552 AT an A T M 45 a3 3 4% no-mac-spoofing ) E X, ﬁ‘ AT T W4 g
#% no-ip-spoofing ) XE X, EATAE & T i & ok 5E #00, ﬁﬁ/ﬁﬁ Aty ) 2% 3 98 2% 1
51 H.

RN R WALAGAE R A T ak il 115 2 TP F» MAC itbh]:é’:lﬁ)\‘*%ki*m% iy, iX 2
W% akT ERXAIEK, TBTRE N &L E R clean-traffic k4 F b 3569
F P8 IP A MAC bk, 4R A2 B EMHBEL E A IP F= MAC du bt , WA A 2 HhiE
84 3 1k AR 7 5T VA AT LB,

5.11.4 MRS IETLEIE AR X

5 libvirt 4 FAY Al X 5 — 4, 45T B ae ] XML AU S . MR IRE  #
wmr

< filter name = ';HJE#S 4 FR ' chain = "&#E AL >
< uuid >4% ) UUID </uuid >

<rule...>

</rule >

< filterref filter = 'XXXX'/>
</filter >

B MR AR A — A PR UUID, BT EME — 4R R 45 . W28 ug s al LLE A
0 M ZAN<rule>TCR BN T & XM g0l . M40k 08 2% 30 7T LU o filterref & 51 H
At Y 90 45 0ok 2

SRR

AT DL 3k U8 R U] 20 2R B, DT IR BT R 2548 . 8048 A0 I root B F I iF ADFA U
TR BRIGUT & o S BE Ak 2 HLVEAl . R AT LA A G 26 43 S 4 3R [ | — 2% vp T DA I g B
O 42 25 3 sl 42 WS DA T 85 SR VA

PO 25 3 B AR B Libvirt 23 [ 202 B 5 AL % I 26 422 11 B0 2 ST i) I 45 ot 0 1
root B, P I A 2 XA W 450 p8 25 B, BRIA 2R T 2 root, W AT LLFE E BE ST,

chain J&—NAl gk @ M, 6 E T LU 4 i 4] 20 g g L AT T LA B k8% R Sk AT
FEAHAAEE, B DLL mac.vlan,stp.arp.rarp.ipv4 B ipv6 LAY,
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A XML SCHanF .

# grep - h "chain" /etc/libvirt/nwfilter/ % .xml

< filter name = 'allow — arp' chain = 'arp' priority="'-500">

< filter name = 'allow — dhcp — server' chain = 'ipv4' priority="'— 700"'>

< filter name = 'allow — dhcp' chain = 'ipv4' priority="'—- 700'>

< filter name = 'allow — incoming — ipv4' chain = 'ipv4' priority="'-700">
< filter name = 'allow — ipv4' chain = 'ipv4' priority="'- 700">

< filter name = 'clean — traffic — gateway' chain = 'root'>

< filter name = 'clean — traffic' chain = 'root'>

< filter name = 'no — arp — ip — spoofing' chain = 'arp — ip' priority="'—-510"'>

< filter name = 'no — arp — mac — spoofing' chain = 'arp — mac' priority="'-520"'>

< filter name = 'no — arp — spoofing' chain = 'root'>

< filter name = 'no— ip — multicast'chain= "'ipv4' priority="'-700">

< filter name = 'no — ip — spoofing' chain = 'ipv4 — ip' priority="'-710"'>
< filter name = 'no — mac — broadcast' chain = 'ipv4' priority="'— 700"'>

< filter name = 'no — mac — spoofing' chain = 'mac' priority = "'-800">

< filter name = 'no — other — 12 — traffic' chain = 'root'>
< filter name = 'no — other — rarp — traffic' chain= 'rarp' priority="'—400"'>
< filter name = 'gemu — announce — self — rarp' chain = 'rarp' priority = "'—400">

< filter name = 'gemu — announce — self' chain = 'root'>

2. iTiE
AT AR R SR R B B XA — L, an S uh TP B A b R TP
HohikJ& 192,168, 122, 21, M & F LB PE 4, am SIS Il T .

< filter name = 'blockip' chain = "ipv4'>
< uuid > ebcdaegl — a35f — 62be — 124e — 208dadf2345a </uuid >
< rule action = 'drop' direction = 'in' priority = '500'>
< ip match = 'yes' srcipaddr = '192.168.122.21'/>
</rule>
</filter >

rule TR ATEEF T @,

(1) action: slER B ., 272 drop.reject,accept, return B{ continue H [ —F,
Horp drop VEC KL TE A HE — 20 73 A 5L i R 2% e e 4 5 reject VCC AL IUPRE A J B A E — 20
AT AR ICMP fH25 71 . 5 accept DUHC KLU 32 W e A0k — 25 70 B O &8 &2 5 return DT JC
T DU 368 o o Aok 8 A LA 4 BGR [1] 25 98 1 5 8 4% LA E— 20 23 BT 5 continue DR C AL U 4% 22
FNR — AR LA BE— 23 B

(2) direction: HRFIPEREY: . ST insout B inout HAY— B, 43 BB X A B
il ol P A I

(3) priority: AJ MR JETE ., B 45 i E AL DU ARE X6 At R 00 %) 552 9 AR U o 1 AR 1 R
DU 205 v D L) 22 iy S A . A R Y R D — 1000~ 1000 , BRINE 2 500,
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(4) statematch: AIHERYJEME . A1SRMEJE 0 3 false, M2 5GP 3L F i BR S TL AL . BRIA
A true,

TE A 78 5] Fp )< rule action= "drop' direction="in" priority="500">, F& /8 X A ¥} [ Ifii &=
AT drop #84E , HAI S 44l 500,

£ rule B, T B B SRS NSO DG DL L A5 1. — eRE =2 .

<MY 4 K match = 'yes|no' attributel = 'valuel'attribute2 = 'value2'/>

HAi S #5946 mac.arp.rarp.ip.ipv6.tep/ip.icmp/ip.igmp/ip.udp/ip.udplite/
ip. esp/ip. ah/ip. sctp/ip. tep/ipv6. icmp/ipv6. igmp/ipv6. udp/ipv6. udplite/ipv6. esp/
ipv6.ah/ipv6.sctp/ipv6.,

match [ ERIAE Z yes.

TEARRBI A< ip match="yes' srcipaddr="192. 168. 122. 21"'/>, F& 7~ “ 1 5 I8 #b 4l VT
B 192.168. 122. 217 Wyt BE 414 .

libvirt AF 32 3 B B B s 7, AT 2 I https: //libvirt, org/formatnwfilter. html,

3. TEWEH

Sy Y4 R 0 2% dok g e Y ST P AT DA G v A Ok R B [ W (E, 9 i el LK B
TR 7 5 o ) T 4 ek R A AT B R R AR AL

< filter name = 'blockip' chain = "ipv4d'>
< uuid > ebcdaegl — a35f — 62be — 124e — 208dadf2345a </uuid >
< rule action = 'drop' direction = 'out' priority = '500'>
< ip match = 'no' srcipaddr = '$ IP'/>
</rule>
</filter >

A< ip match= 'no' sreipaddr="8 IP'/>ffiJ§ T — A& FkN 1P (978 . 51K
AR IR AL § A5 AT AR . AL R A M AT EE S R R i S AR DT E L B n TP 2 B0 2
B i g W D O T 1 B2 R S W AT R R 2 S A R B U £ £ e LR AN TR 2
G A B R Ll R 28 42 1T

HEFAHL XML SCPFG] 5k 28 1o 8 4% 0 o, m] LB AR 5 44 AR . 11807 Bl o s i 400
BLLE A i B8 4% blockip W, 24t T 3 YA 44 TP I IP Huhk . libvire 2381 3 A P A i
DERLI 454 TP ik X — 4> XSOk A 1X 3 A TP stk EHLHY 5] .

AR AR

< devices >
< interface type = 'bridge'>
< mac address = '0a:1b:2c:3d:4e:5f'/>
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< filterref filter = 'blockip'>
< parameter name = 'IP' value = '192.168.122.21"'/>
< parameter name = 'IP' value = '192.168.122.22"'/>
< parameter name = 'IP' value = '192.168.122.23"'/>
</filterref >
</interface >
</devices >

W 2% i e e — L IR B A A o, A R BB LR 5-15 PR,
x515 MELTEENRETE

A4 24 FR & X
MAC A9 MAC Hudilk
P B R 1P ik 5 %
IPV6 O R IPV6 Hidik 51 3
DHCPSERVER ZAF AL DHCP IR 5% &5 (9 TP Hutik 51 &
DHCPSERVERV6 ZAGAEH DHCP iz 55 #% 1Y 1Pv6 Hiht %1 3%
CTRL_IP_LEARNING 1P b1k A 0 = ) 3k ¢

e B A DR B AR R MAC L TP 76 T4 26 10 X 2% 3k 2 i T A1 .

A MAC FoRm M4 42 0/ MAC sk, an oA =S g2 40, 0 libvirt SFPREF 2 H
BIPRE R 254 ) MAC itk

A TP R REAUML N BB B B4 R G0 0 78 45 0 35 1 B ATAY TP Hbhk . G R ok i =X b 4
A6, Tibvirt SFH R 8 22300 2 12 10 0 OE 76 66 I A% TP Mk

RR: I RM %R E PR L E IPA2RA L BAEMTE, WA B S BE libvire 33
AT L4 A6 1P ehk e, Tohid it F ¥ CTRL_IP_LEARNING k3% 4] 1P ¥ 4k
#53 Fik, LA A AE A any.dhep R none, BHKIAIAZ any, T & 7 libvirt 7T A4 A AT 4%
Vo 6L R A B AP IE B AE R 6 M bt

5.11.5 HE XML g 2% il

T R AT AL AR R A 2] A S A A A R AR A R AT R
P 4% 3 JE A

(1) B ik B IMLAY MAC . IP F1 ARP % ,

(2) AT IF B BAML I 28 32 11 1) TCP 22 F1 80 ¥ I,

(3) A REIPL A& % ping Wi . (HAS LI AN ping HEFUAL .

(4) A EIPLIAT DNS 23] (UDP 53 89 H35) ,
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A XML SCPEGnR

< filter name = 'testfilterl'>
<!—— B|H] clean - traffic L)} I MAC.IP F ARP kB . A 42 fik MAC Fil IP Huhk, iy libvirt [ ZhiE#
VM SR E >

< filterref filter = 'clean - traffic'/>

<I—— 1 TCP ¥#% [ 22(ssh) (Y A vl ——>

< rule action = 'accept' direction= "'in'>
< tcp dstportstart = '22'/>

</rule >

<!—— f2i4 TCP % 1 80 (http) A9 Au ——>

< rule action = 'accept' direction= "in'>
< tcp dstportstart = '80'/>

</rule>

<!\—— AV B A ICMP echo iR —— >

< rule action = 'accept' direction = 'out'>
< icmp type= '8'/>

</rule>

<!-— RV AU ICMP echo M ik —— >

< rule action = 'accept' direction= "'in'>
< icmp type='0'/>

</rule >

<t-— foif oY UDP DNS Ak ——>

< rule action = 'accept' direction = 'out'>
< udp dstportstart = '53'/>

</rule>

<t—— EpHAMTARE ——>
< rule action = 'drop' direction = 'inout'>
<all/>
</rule>
</filter >

LN clean-traffic P 4% 5o g 4% W A2 B IR0 A9 200K L N e AT L B #251 T E . 85

i 3 i A MU 235 SevF TCP i 10 22 1 80 W A M . 42 TR A 2 28 LI T % 4H ping, B
J5 & FuiF DNS 2],y 1 4% 1k B A7 HAb it B i A S L B 5 S N — 2% 2 S i A H AR R B 1Y
U

AL U A B AT 40 testfilter ], 78 HE UL Y R 45 422 11 XML mal DU AEOR 51 H & 18
[ERINNE
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< interface type = 'network'> < mac address = '52:54:00:27:5f:c9'/>
< source network = 'default'/>
<model type = 'virtio'/>
< filterref filter = 'testfilterl'/>
< address type = 'pci' domain = '0x0000' bus = '0x00' slot = '0x03' function = '0x0'/>
</interface >

5.12 ZAREJ/ING

ARTEPIAR TR 000 4 (045 B, A 6 PR B ONAT MR B B L T S T 45 2 Y J R S
B LUK VAN HIR) 2% 1 318 2% 19 S 355 0
55 6 FORG DA B ST A



