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15 7 PPP H:IIEE'EEHIT

71 L BA®

(1) #EEHTF PAP LR PPP e & 7k,
(2) ZFE T CHAP IAIER PPP it & 5%k,
(3) Hift PPP () T A i F2 AR SOk XL

72 LU EXK

(1) WAZR: MM G L) L CEA Windows #A/ERGE A eNSP B & 4 A
THRAMREERD .
(2) SR 1 N —4  (H AR A0 B AR L5 AR 58

7.3 SEEWI&EAIRA

RO S EMY (Point-to-Point Protocol, PPP) J& H Hif { F 5 )7 12 19 #0550 850 8 55 1 )2
P, PPP LA = AN 40 4.

(1) —A-K b2 s Cn TP Zds i) 35 2 3 B A7 85 % 19 7 12

(2) — /4% B3 0 733 (Link Control Protocol, LCP) , IR & 57, it & A0 I 2k 35 5 5
P .

(3) —E M & 4EH B (Network Control Protocol, NCP) , g 37 #: A [6] i W 4% )2t
W, TP, OSI 1M 4 2 \DECnet, DL} AppleTalk %,

1. PPP th it ig =X

W 3-1 fron , PPP it X FZEHER EEFER . B 4.

kit S TR
_ EHH# . !
EIa|&| i | maFe res | 4|

FHo1L o101 2 BT 1500B 2 1

3-1 PPP #r il & =X



m:’ HHEIME I HAE— K T4 A eNSP+ Wireshark

D BH#B

IR FBh B M AREBFER F. 4 1B HLE N 0xTE, Fom — Wi il 7 4f sl 25 7R
IR K 7 B 2 PPP WY & AT . Bz i A f 2 — e i P B, & i
P A3 o 7 B U R R & — A2 i, B Y &5, i B AL & 1B BE S 0xFF, 5l
FEBC.H 1B R 0x03, HhNFE, Ko fs B FBEIE Il Uil P FBh
0x0021 B}, PPP Wi i {5 B 7 Brat 2 1P B 4 #5oh 0xCo21, M B 7 B2 PPP 4% i 2 1l
P (LCP) B8 s 47 0 0x8021, F/R 3% J& NCP 1) TPCP 434 5 45 4 0xC023, Fn 5 B F
Brwl & PAP IATEVM s 1Ml 0xC223 MR {5 8 F BN CHAP IAIEPRMYL .

2) EEFHE

RSB TR A 2 15008,

3) BER
st 3B 8 CRC I L6 F 5 FCS. &5 2B i EF B F, § IB(E3BiRE
FE)

£ PPP 1, 525 A% iy o — e 08 ) 5 0 30 58 AR TIE 335 B A% i o 7T A () 20 A% i ik — i 1
Z PRI 3 1Y O V5 R DR UIE B W A% i

2. PPP B iEZM T2

PPP RS EI N 3-2 Fron , HEZL TAES RO .

SO (D) FFUR“H#r 1k By B WA 47 AR 0] 3% 32
— LI VAT TEE % >4 790 i A 0 2810 R o 42 10 B BT
iy P FEACHESL B B CEIVEE B ST B

(2) fE“HESL M BL L PPP 85 E4T LCP &
BOOvET . B N A R B R R T
(MRU) GAIE R EAR T4, LCP S5 i

- NCP i MLEJE AT HE AR 0 B B (R T AT %
gf% ST B A4 BD) .

(3) %507 By Bt . 38 45 X7 n] B AH % 5]
B0y AL AT L HEAT B ) S50, S0 B 2 JS B AT
PEA 47 i B, S 531 2 T 0 5 A 11 R AS L 45 TR L A ST PPP A i

(4) FE“M2& 7 B Bt , PPP 85 #7647 NCP (ML AL 2 TPCP) P 55 » A5 AH L 1) 9 45 J2 B
WA IP) Ph i BB i - 48 22 DR SCA™ AT 38 2o 3 4% PPP i % & 36 508 4 4 .

(5) AT AT AT — J7 AN 5 B FH 6 i 1F 0 T DA 1k N7 1 PPP i 45 L d5c i [l 1)
1E"BY L.

3. PPPNIEARR

FECS 507 B B PPP AAUE X R ZA BA . 0 A IAIEEM L (PAP) ALk 4R T DIE U3
W(CHAP),

PAP E (B RIETF) .

(1) BEIATE 78 P 44 R E 4 LB SC 07 20K 356 4 A E T .

(2) WNUET5 AR 40 A b FH P 3R 30 0 B DA UE 77 19 P 44 B 1 4 J2 45 DL i, o DG e, 0 38 ot

oz
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%3 7 PPP ¥ i B 5 H 0:(5]

INIE & 326 DGR A DA 5 25 AS DT RC , DU DA HE 2 I, & 326 DA TE 5 DA i

CHAP ME (=K ET) .

(1) Challenge i 2. H1iAIFs & 2% Challenge Bk %R SC, 2% 1% 3C 3= 22y 99N (H 4H
name Ml value, TEX HE A name Pl %S, valuel BL—HEBENLAY 128b %K.

(2) Response i #2: #IAIEJ7 W B Challenge 4R X H Y valuel J5 . MZED TR &
B9 chap A5 fH MD5 318, 24 il 3 2 19 MD5 5% value2, #RJ5 MIIAIE 7 &K 3% Response
e 17 4% 3C, I8 A & 9 name TR H R value2 7 MIZ5IAIE T .

(3) Success iF . QIEARYGUE ), B AIETT 815 Success i 3C, & W 8] & Failure 4
X, NUEFT U E] Response #2 3C)5 » 2 BUH HH ) name F B, Ml 3] aaa it B T & K% H
H AR BNZ A P 4 IE T S AT MDS TR R B S A valuel i MD5 11, 15
2] MD5 i & value3, W13 %} b value2 = value3, WA 3E 5% T, tA3E 77 18 g A GE J5 B &
Success .

T CHAP fE AR B b 5cA SO i P 1%L B L2 kT PAP &

4. PPP N EARELE

[R1]interface $1/0/0 //#EAN s1/0/0 H2 O HLIE

[R1-Seriall/0/0]1link-protocol ppp //S1/0/0 ¥ 1 By 55 )2 Wil ppp
[R1-Seriall/0/0]ip addr 192.168.1.1 30 //W & D 1P Milk

74 KBEARSETR

1. #II MR

W28 FhF AN BT 3-3 7, P 15 I P 25 B A B AT R B . AR SC G I #5550 AR3260,
RN T L TS B 2 AR L GigabitEthernet 3 10, 347 85 1, 75 B84 i — He 2SA
FEARGEA 1 SRAD , W E 3-4 FroR, &40 1P Mkl 53 Be an sk 3-1 s,

R o R
I3 S1/0/0 S1/0/0 n
RI R2

B 3-3 WM&

£R3-1 FFIPHUSHE

& = & a 1P 33t
R1 S1/0/0 192.168.1.1/30
R2 S1/0/0 192.168.1.2/30

2. &EF PAPIANERI PPP ELE S50 #F
1) #F PAP AIF A PPP fit & (R1 % R2 AY2A (A1 TAIE)
INIET RIBCET,



:0 AR % R A & T4 h eNSP+ Wireshark

TRl -8 X

HE BiE

AR3260

7

1 3%01-GE COMBO WAN -
4GEWI-T BFE1GE Bl £EE

3-4 AR3260 HEEISSIEM 2SA EOF

<Huawei>sys

Huawei]sysn R1

[

[R1]aaa

[Rl-aaallocal-user R2 password cipher seig //BIEH ' R2, %N seig
[Rl-aaa]local-user R2 service-type ppp //BEE R2 P L 45 25 R pRP
[Rl-aaalqg

[Rl]linterface s1/0/0

[R1-Seriall/0/0]1link-protocol ppp //81/0/0 ¥ 0 Y 4k % )2 Uil ffi ] pPP
[R1-Seriall/0/0]ppp authentication-mode pap //¥ B IAUEJT A PAP
[R1-Seriall/0/0]ip addr 192.168.1.1 30 / /BT 1P Hidk

PAIE T R2 ELEWT

<Huawei>sys

[Huawei]sysn R2

[R2]interface s1/0/0

[R2-Seriall/0/0]1link-protocol ppp

[R2-Seriall/0/0]ppp pap local-user R2 password cipher seig //424tH /7 & %6
[R2-Seriall/0/0]ip address 192.168.1.2 30 //ECE R 1P ik

7E R1 % S1/0/0 # 1 E sh 4L ( A 311847 Wireshark # {4 , ¥ B4 B 25 2 PPP,
£ R2 E A7 “shutdown” x4 3 4] S1/0/0 $ 0, 4% J5 F-$47 “undo shutdown” iy 2 5 3l
S1/0/0 #: 1 . & F i sh#: A J5 Wireshark 3 F 448 09 73 41, 4381 PPP /9 LCP Prig i /2 .
PAP A AT NCP Ypi it 72 .

2) 4 HT LCP B af 72

TE LCP #7585 BBy B L i 5 S5 i 13 A1 B & 2% Configuration-Request i #l Configuration-



%3 7 PPP ¥ i B 5 H 0:

Ack WTHH S BE % S8, — S0 WA TBC B 2 80 HE MRU GAIERM S BER 755 . fEAE X
# 1 MRU S 80l fl H2 0 F C & (19 B K A% i 59T (Maximum Transfer Unit, MTU),
LCP fifi H B R 5 Magic-Number (Bl L 7= A=) 46 00 4% 3 30 1 A0 HoAh w18 08 . 15 200 LCP
P& L P Y Configuration-Request M1, 40 & 3-5 fis S 3£ 3-2,

Qe = -
o Time Souree Destination Protocsl  Lemgth Info

10 16.390000 N/A N/A PPP LCP 8 Termination Ack

11 27.640000 N/A N/A PPP LCP 18 Configuration Request

12 27.921000 N/A N/A PPP LCP 22 Configuration Request

13 27.937e00 N/A N/A PPP LCP 22 Configuration Ack

14 30.640000 N/A N/A PPP LCP 18 Configuration Request

15 30.656000 N/A N/A PPP LCP 18 Configuration Ack

16 30.656000 N/A N/A PPP PAP 16 Authenticate-Request (Peer-ID='R2‘, Password="seig')

17 30.687000 N/A N/A PPP PAP 52 Authenticate-Ack (Message='Welcome to use Quidway ROUTER, Huawei Tech.®)

18 30.687000 N/A N/A PPP IPCP 14 Configuration Request

19 38.637000 N/A N/A PPP IPCP 14 Configuration Request

28 38.783800 N/A N/A PPP_IPCP 14 Configuration Ack

> Frame 12: 22 bytes on wire (176 bits), 22 bytes captured (176 bits) on interface @
v Point-to-Point Protocol
Address: @xff
Control: €x83
Protocol: Link Control Protocol (@xc@21)
~ PPP Link Control Protocel
Code: Configuration Request (1)
Identifier: 2 (0x82)
Length: 18
v Options: (14 bytes), Maximum Receive Unit, Authentication Protocol, Magic Number
» Maximum Receive Unit: 1500
> Authentication Protocol: Password Authentication Protocol (8xc823)
» Magic Number: @x15c789b8

& 3-5 Configuration-Request i

% 3-2  Configuration-Request 0118 3% £ #{{&

MRU JEARF
NIE B PPP & ¥ “thisl” 3 B & & X

3) 4rH PAP AR 2

LCP g il g . 3k A PAP IAUEIS #2 , A UE J7 & % Authentication-Request i $2
HEF P2 A s (I SO, W& 3-6 frzs o TAIE 5 3 0iE FH P 44 0 B R 15 O B, i 0 oA
IE, ) & 7% Authentication-Ack Wi, 75 W] %% % Authentication-Nak Wi, ¥ 434 PAP JAUE
TR E Authentication-Ack Wi, JHE % 3-3,

Mz WS ) ®at- +
Ho. Tine Seurae Destination Protecol Length Info A

225569.547008  N/A N/A PPP LCP 18 Configuration Request

226 569.750008  N/A WA PPP LCP 22 Configuration Request

227 569.750000 N/A N/A PPP LCP 22 Configuration Ack

228 572.547008  N/A /A PPP LCP 18 Configuration Request

229 572.547008  N/A nA PPP LCP 18 Configuration Ack

238572.562008  N/fA N/A PPP PAP 16 Authenticate-Request (Peer-ID='R2', Password="seig’)

231572.578608  N/A /A PPP PAP 52 Authenticate-Ack (Message='Welcome to use Quidway ROUTER, Huawei Tech.')

232572.594008  N/A WA PPP IPCP 14 Configuration Request

233572.504000  N/A WA PP IPCP 14 Configuration Request

234572.594808  NfA /A PPP IPCP 14 Configuration Ack

235 572.609000 N/A N/A PPP IPCP 14 Configuration Ack

236 562.547000  N/A N/A PPP LCP 12 Echo Request —

<

> Frame 230: 16 bytes on wire (128 bits), 16 bytes captured (128 bits) on interface @
v Point-to-Point Protocol
Address: @xff
Control: €xe3
Protocol: Password Authentication Protocol (8xc823)
v PPP Password Authentication Protocol
Code: Authenticate-Request (1)
Identifier: 1
Length: 12
v Data
Peer-ID-Length: 2
Peer-ID: R2
Password-Length: 4
Password: seig

& 3-6 Authentication-Request i



:0 AR % LA T eNSP+ Wireshark

#* 3-3  Authentication-Request i 18 3 £ #{ &
P | w |
PPP 1 # i “ Wil 7 B K & XL

4) 43 M NCP Y i 72

WEE 5, 28 A NCP B ad B, W& 3-7 iR . TPCP S 45 25 b bk i i 3 25 it
HEVIRRT . A S A S kB RS L b A AT BOA & 3% Configuration-Request Wi+
X7 ECH 1P #ihkZ(E B, % 7 M & Configuration-Ack MFE/RFE &, HHEE E 34,

rep =R

Ho. Time Sourae Destination Frotosel Length Info |

225 569.547000 N/A N/A PPP LCP 18 Configuration Request

226 569.758000 N/A N/A PPP LCP 22 Configuration Request

227 569.750000 N/A N/A PPP LCP 22 Configuration Ack

228 572.547000 N/A N/A PPP LCP 18 Configuration Request

229 572.547000 N/A N/A PPP LCP 18 Configuration Ack

230 572.562000 N/A N/A PPP PAP 16 Authenticate-Request (Peer-ID='R2', Password="seig')

231 572.578000  N/A N/A PPP PAP 52 Authenticate-Ack (Message="Welcome to use Quidway ROUTER, Huawei Tech.')

232 572.594000 N/A N/A PPP IPCP 14 Configuration Request

233 572.594000 N/A N/A PPP IPCP 14 Configuration Request

234 572.594000 N/A N/A PPP IPCP 14 Configuration Ack

235 572.6089000 N/A N/A PPP IPCP 14 Configuration Ack

236 582.547000 N/A N/A PPP LCP 12 Echo Request —v
< >

> Frame 232: 14 bytes on wire (112 bits), 14 bytes captured (112 bits) on interface @
v Point-to-Point Protocol
Address: @xff
Control: 8x@3
Protocol: Internet Protocol Control Protocol (@x8021)
~ PPP IP Control Protocol
Code: Configuration Request (1)
Tdentifier: 1 (@x81)
Length: 18
v Options: (6 bytes), IP Address
v IP Address
Type: IP Address (3)
Length: 6
IP Address: 192.168.1.1

& 3-7 NCP thE I

% 3-4 Configuration-Request 1148 5% £ #{{&

R %35 7 | P Huht
PPP # i B s B B 7 X

5) ik 2 A
NCP Wi B e 38 15 SO 56 T DL o X A 85 B AL S 8ds 7. i 4% R1 AT
“ping 192.168.1.27ar A Mk R1 5 R2 8] /9 38 1 . I+ 2 B i 25 19 ICMP 2041, an &l 3-8

W [ionp B -] ®bst | +|

Ho. Time Source Destination Protocel Length Info
14 23.703000  192.168.1.2 192.168.1.1 o 88 Echo (ping) reply  id=8xcdab, seq=256/1, ttl=255 (request in 13)
1524.172000  192.168.1.1 192.168.1.2 CHP 88 Echo (ping) request ld=Bxcdab, seq=512/2, tt1=255 (reply in 16)
16 24.172000  192.168.1.2 192.168.1.1 o 88 Echo (ping) reply  id=Bxcdab, seq=512/2, tt1=255 (request in 15)
17 24.656000  192.168.1.1 192.168.1.2 TCHP 88 Echo (ping) request 1d=Bxcdab, seq=768/3, tt1=255 (reply in 18)
18 24.656000  192.168.1.2 192.168.1.1 o 88 Echo (ping) reply  id=8xcdab, seq=768/3, ttl=255 (request in 17)
19 25.156000  192.168.1.1 192.168.1.2 10 88 Echo (ping) request 1d=8xcdab, seq=1024/4, ttl=255 (reply in 20)
2025156000  192.168.1.2 192.168.1.1 CHP 88 Echo (ping) reply  id-Bxcdab, seq-1024/4, tt1-255 (request in 19)
2125.641800  192.168.1.1 192.168.1.2 i) 88 Echo (ping) request id=Bxcdab, seq=1288/5, tt1=255 (reply in 22)
2225.656000  192.168.1.2 192.168.1.1 o 88 Echo (ping) reply  id-Pxcdab, seq=1280/5, ttl-255 (request in 21)

> Frame 13: 88 bytes on wire (704 bits), 88 bytes captured (704 bits) on interface @
v Point-to-Point Protocol
Address: Bxff
Control: 8x83
Protocol: Internet Protocol version 4 (8x8021)
> Internet Protocol Version 4, Src: 192.168.1.1, Dst: 192.168.1.2
> Internet Control Message Protocol

3-8 IHIKM ICMP 424



%37 PPP @B E L 5t 0

PR, 53 35,

+£ 35 ICMP % 4A

ICMP 4321 19 5 3 J2 P
PPP 1 “th il 7 BEfH S % X

3. EF CHAPIAIEW PPPEBLE S 4 #7

1) 3F CHAP IAIER) PPP B (R1 X R2 4 8 i A TE)
JEiEFR R1 F R2 1Y PPP fit & .

[Rl]linterface s1/0/0

[R1-Seriall/0/0]undo ppp authentication-mode
[R1-Seriall/0/0]undo ip address 192.168.1.1 30

[R2]interface s1/0/0
[R2-Seriall/0/0]undo ppp pap local-user
[R2-Seriall/0/0]undo ip address 192.168.1.2 30

INIE RIBCEMT .,

[R1]aaa

[Rl-aaa]local-user R2 password cipher seig //BIEE P R2, Bl seig
[Rl1-aaa]local-user R2 service-type ppp [/ E R2 P L 45 2Rl pRP
[Rl-aaalinterface s1/0/0

[R1-Seriall/0/0]1link-protocol ppp //S1/0/0 ¥ 1B 58 % )2 Wil i ] ppp
[R1-Seriall/0/0]ppp authentication-mode chap //& &AL} K CHAP
[R1-Seriall/0/0]ip address 192.168.1.1 30 //BEE T TP Mtk

[ ]

R1-Seriall/0/0]remote address 192.168.1.2 / /RSy Be TP Mk 192.168.1.2

WAIET R2 BB IR,

[R2]interface s1/0/0

[R2-Seriall/0/0]1link-protocol ppp

[R2-Seriall/0/0]ppp pap local-user R2 password cipher seig //#&4tH /7 & %6
[R2-Seriall/0/0]ppp chap user R2 / /8 caap i P

[ ]

[ ]

R2-Seriall/0/0]ppp chap password cipher seig //#&fit cHAP F %65
R2-Seriall/0/0]ip address ppp-negotiate / /i3 PP PR KL TP Hbhht

1E R1 Y S1/0/0 #2 J3 3h 343 (A 3147 Wireshark #1F) , 2t #54 # K A )y PPP,
E R2 F#AT“shutdown” 54 ] S1/0/0 310, 4R )5 B 34T “undo shutdown” 44 J2 5
S1/0/0 %1 . & F I3 81 #% O J§ Wireshark A4 3k 09 341, 43 1 PPP 19 LCP p g i 72
CHAP AIF s 2 ft NCP(IPCP) it 72 .

2) 43t LCP Hhi it 72

Configuration-Request WAl 3-9 i~ , iHHEE £ 3-6,



mzo AR % LA T eNSP+ Wireshark

B -] ®ist |+
Tine Source Destination Frotoccl Length Info |a
13 23.953000 N/A N/A PPP LCP 8 Termination Request
14 23.969000 N/A N/A PPP LCP 8 Termination Ack
15 36.563000 N/A N/A PPP LCP 18 Configuration Request
16 36.610000 N/A N/A PPP LCP 23 Configuration Request
17 36.610000 N/A N/A PPP LCP 23 Configuration Ack
18 39.547000 N/A N/A PPP LCP 18 Configuration Request
19 39.547600 N/A N/A PPP LCP 18 Configuration Ack
20 39.563000 N/A N/A PPP CHAP 25 Challenge (NAME="', VALUE-Exa359644c@dccbc9a3620c244106dalbc) L
21 39.578000 N/A N/A PPP CHAP 27 Response (NAME="R2", VALUE=@xe8e6bd2092bdb6af6a23886789cCOFOF)
22 39.594000 N/A N/A PPP CHAP 20 Success (MESSAGE='Welcome to .')
23 39.594000 N/A N/A PPP IPCP 14 Configuration Request
24 39.594800 N/A N/A PPP IPCP 14 Configuration Request
25 39.594000 N/A N/A PPP IPCP 14 Configuration Ack
26 39.610000 N/A N/A PPP IPCP 14 Configuration Nak
27 39.610000 N/A N/A PPP IPCP 14 Configuration Request |
28 39_£10000 NA N/A PPP_TPCP 14 Confi jon Ack 2

> Frame 16: 23 bytes on wire (184 bits), 23 bytes captured (184 bits) on interface ©
v Point-to-Point Protocol

Protocol: Link Control Protocol (@xc@21)
v PPP Link Control Protocol
Code: Configuration Request (1)
Identifier: 2 (0x02)
Length: 19
> Options: (15 bytes), Maximum Receive Unit, Authentication Protocol, Magic Number

B 3-9 Configuration-Request it

% 3-6 Configuration-Request W18 X & &

MRU FEAR T

NE PR PPP & #B p “ p 075 Befi b 5 X

3) A HF CHAP DAIIF i #2
A CHAP PAIEE B P A &l an i 3-10 fios i 0 I P g =4~ CHAP i,
fA] B AR X = AR VR RS £ 3-7,

LIF BE -] it |+
Ho Tine Souree Destination Protacal Length Info ~

13 23.953000 N/A N/A PPP LCP 8 Termination Request

14 23,969000 N/A N/A PPP LCP 8 Termination Ack

15 36.563000 N/A N/A PPP LCP 18 Configuration Request

16 36.610000 N/A N/A PPP LCP 23 Configuration Request

17 36.610008 N/A N/A PPP LCP 23 Configuration Ack

18 39.547000 N/A N/A PPP LCP 18 Configuration Request

19 39.547000 N/A N/A 18 Configuration Ack

20 39.563000 N/A N/A 25 Challenge (MAME='', VALUE=Oxa359644cBdcc6c9a3620c244106dalbe)

21 39.578000 N/A N/A 27 Response (NAME="R2°, VAL c9fOf) [ |

22 39.594000 N/A N/A 20 Success (MESSAGE="Welcome to .°)

23 39,594000 N/A N/A PPP IPCP 14 Configuration Request

24 39,594000 N/A N/A PPP_IPCP 14 Configuration Reauest ¥,

> Frame 21: 27 bytes on wire (216 bits), 27 bytes captured (216 bits) on interface @
v Point-to-Point Protocol
Address: Bxff
Control: ©0x83
Protocol: Challenge Handshake Authentication Protocol (8xc223)
~ PPP Challenge Handshake Authentication Protocol
Code: Response (2)
Identifier: 1
Length: 23
~ Data
Value Size: 16
Value: e8e6bd2092bdbbaf6a23886709ccores

& 3-10 CHAP AET 2
% 3-7 CHAP Wi{ER
Challenge
Response
Success

ERRER P R2 KX MY P 4 M H




4) 43 M NCP i it 72

PPP il 1L IAEJG #E A NCP gy 72, 4 3-11 Bi7n . R2 il id IPCP M R1 325 3K
1P ik, R2 B 4¢ & 3% Configuration-Request Wi, 33K 43 Bt 19 1P #i 4k 5 25 (0.0.0.0) , R1
20 %% Configuration-Nak Wi, Jf 45 R2 $8 Ik —> 1P #ihk (192.168.1.2) . R2 WL &5 =™
WK % — 4~ Configuration-Request i, i >K Bt ¥ 1% 1P M hk (192.168.1.2), R1 W &
Configuration-Ack WigE4TafIN ., XHIE R1 th4 % % Configuration-Request Mgk 47 i 4
Hiht Ui L R2 23 ] Configuration-Ack WiiE 478 A GX A1 B2 7T 58 2 5 /1 1 1Y 20 25 Hb a1k Py

R[22 #EAT) .

%3 7 PPP ¥ i B 5 H 0:

(W [ee

3 -] Fikek

. Time Source Destination Protocal Length Info
18 39.547ee8 N/A N/A PPP LCP 18 Configuration Request
19 39.547000 N/A N/A PPP LCP 18 Configuration Ack
20 39.563000 N/A N/A PPP CHAP 25 Challenge (NAME="', VALUE-8xa359644c@dcc6c9a3620c244106dalbc)
21 39.578600 N/A N/A PPP CHAP 27 Response (NAME="R2", VALUE=Oxe8e6bd2092bdbéaf6a23B86709ccIfaf)
22 39.594000 N/A N/A PPP_CHAP 20 Success (MESSAGE='Welcome to .°)
23 39.594800 N/A N/A PPP IPCP 14 Configuration Request
24 39.594600 N/A N/A PPP IPCP 14 Configuration Request
25 39,594800 N/A N/A PPP IPCP 14 Configuration Ack
26 39.610000 N/A N/A PPP IPCP 14 Configuration Nak —
27 39.610000 N/A N/A PPP IPCP 14 Configuration Request
28 39.610000 N/A N/A PPP IPCP 14 Configuration Ack
B 3-11 NCP thiidiE

WA R 73 20 P 4R 3 R2 ) R1 22838 5K TP bk o #2 b 57 A 28 L 0% it O 6 45 3 25
Motk Bp R O I 2E 47 20 A o B LA A X 4 AT RT L IR IS 3 3-8,

% 3-8 NCP 1 & #3700

Configuration-Request

Configuration-Nak

Configuration-Request

Configuration-Ack

5) 4t i

NCP r gy s i o 3845 X7 50 AT DL i s 4> 5% AL i Bds 1. 7e % b 2% R1 B3 AT
“ping 192.168.1.27r & ik R1 5 R2 [A] {9 2 14, A0 &] 3-12 7w .

1]

<R13|

-00% packet
round-trip min/avg/max

& 3-12

2 M ik




m:’ HHEIME I HAE— K T4 A eNSP+ Wireshark

75 ZIJ5R*%

L. A3 0 g Jol 0 5 90 5 % 2 3 A YA TIZINRE,

A. 1P FZH MAC T2 B. MAC FJZ#1 TCP T2
C. MAC 7 2# LLC 72 D. LLC 7Z#I ICMP )z
2. [PA RS IPPP 42 8L B S REA ( )
AL — Ty B. & 45 i Up i LCP
C. P&l Bl NCP D. &#8&
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Ho. Time Source Destination Pretocol Length Infe
1 0.000000 192.168.1.1 192.168.1.3 e 74 Echo (ping) request 1d-0x349b, seq-1/256, tt1-128 (reply in 2)
2 .016600 192.168.1.3 192.168.1.1 e 74 Echo (ping) reply  id=8x349b, seq=1/256, tt1=128 (request in 1)
3 1.047000 192.168.1.1 192.168.1.3 e 74 Echo (ping) request id=8x35%b, seq=2/512, tt1-128 (reply in 4)
4 1.063000 192.168.1.3 192.168.1.1 o™ 74 Echo (ping) reply  1d=8x359b, seq=2/512, tt1=128 (request in 3)
5 2.094000 192.168.1.1 192.168.1.3 e 74 Echo (ping) request id=8x369b, seq=3/768, tt1=128 (reply in 6)
6 2.110000 192.168.1.3 192.168.1.1 e 74 Echo (ping) reply  id=8x369b, seq=3/768, ttl=128 (request in 5)
7 3.141000 192.168.1.1 192.168.1.3 cHe 74 Echo (ping) request 1d=8x379b, seq=4/1024, tt1=128 (reply in 8)
8 3.157000 192.168.1.3 192.168.1.1 e 74 Echo (ping) reply  id=8x379b, seq=4/1024, tt1=128 (request in 7)
9 4.188000 192.168.1.1 192.168.1.3 cHe 74 Echo (ping) request 1d-8x389b, seq=5/1280, ttl-128 (reply in 10)
10 4.264600 192.168.1.3 192.168.1.1 (1 74 Echo (ping) reply  1d-8x38%b, seq-5/1288, ttl=128 (request in 9)

> Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @
v Ethernet II, Src: HuaweiTe 61:20:28 (54:89:98:61:20:28), Dst: HuaweiTe_83:2c:6a (54:89:98:83:2c:6a)
> Destination: HuaweiTe_83:2c:6a (54 8:83:2c:6a)
> Source: HuaweiTe 61:20:28 (54:89:98:61:20:28)
Type: TPvd (@x8808)
> Internet Protocol Version 4, Src: 192.168.1.1, Dst: 192.168.1.3
> Internet Control Message Protocol

6000 54 89 98 83 2c 6a 54 89 98 61 2028 @8 @@ 450808 T---,T- -a (--E-
0919 90 3c 9b 34 49 00 80 @1 dc 37 cP a8 @1 01 ¢ a8
0920 81 03 08 9@ 51 e2 34 9b 00 01 [
0030 [EN 1
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