ESE

\J
/.

" =% H

5.1 BHHEN

T 5 PR 4 HE TS T S S g HEAE TSR AL TR IR N R AR F ST B AT B &
Ansible X AE Y T H i 2 IR X IR 55 4% 25 17 T 5 A8 2 00 4 H1F T HL L 0 A g 1RO 45 A AR
1 BC B LR E M BT 55 9 A Bk A AR g n] LUEJT B WAk B R A A 4 4 BT
R PR Ok

USRI A B AN U R T AN 0 (0 FH 7 e g R (A B SR —  A A TE A G R 2 H
gt S A% W9 A SR A N T B B AL R — A R AR T as AT Wi R T AR SR 24
B JCE S8 UPRH T 45 45 % L TGRS AR A B 8 AN T 2 e ek R A JE ) H A
255 . BRAETIOIR 55 B MR & © e TR A N0 o KRB 22 19 13 T A AR A 5 18 SOk B3 284
XX I AR AR A m . — s SR KL 2 R R IR ORI AT Y

4.6 TFIETMERARMLRP T UARSB ZARNERKE SR, FTLEM
AR AR T ELAR By 1 AR A AR BORE R B — € G T DL T P A A ) o B
PRSI 2 o JE R T AR R AT W R A A 7 B e R AT RE ek D T T A i RE R
I H B A AU

H RS B 107 P — P 23t 22 A 2 A B 49 0 — 5 WL Web 1o TR e 7T 5 2 ] isf 1 1)
Web IR 55 #5 25 3% BUHE 2 25 25 S FHVE A7 1Y Redis 2545 JE 2L AT RE ST AT B BAFI 25 4% . fE2
WA Z G NS T R M SL A S h . RN T E 2 AR EEL S
A ez r. N TiLZ A E A EMPME T RE R AR — E WY R 3, & Z iR as AT
B R T E AR A A AR S A AR g HEROR L AT LA Al 58 UK S AT 55 L il 2 A
7 for LB B AR TR B RS

75 o o HE 2 O 28 48 10 52 B b LA R A 1) — N PR, Docker & fit T — & 19 75 4% % HiF
AR BE 1 o T 1 S 25 45 G HE 4T 38k 2 S AR ME Y Kubernetes 4848 T 57 41 57 98 K A9 4 HE BE

5.2 Docker Compose

Docker #2H£T Compose 414, FH TS BT B 25 28 S HE . Docker Compose 23 M\ 3
RS BN, FH T 75 19 4 BB 25 4% 14 A S, XA SO BRIN R SCAF 44 J& docker-compose. yaml, A DL
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EE RN Compose XM, A TXANXHLLE . HFF 21T docker-compose up iy 2 5 7] LIE
D FH P e B T 2 g e B0 A P e Y I 2% R AE A HE A 45 . Compose SCHFAH Y T30 H Y
IBATIREE SO . SEE T A A e T BB S S A A A AT 5 . RS I — A
SERE FL MBS I iE 1T bR .
Docker Compose H g4 #7451 A9 2545 , BT U I8 & 76 JF & AL L A 5 T .
T FH Docker Compose X255 1 3 W4 24 54 i FAAVE 25 %5 2 HE

5.2.1 Compose L1

5 w0t B AR B # T 2 X — docker-compose. yaml X, NZEMWT .
version: "3.9"

services:
web:
image: accounts — frontend:v1.0.0
depends_on:
— api
ports:
- "8088:80"

api:
depends_on:
— mysql
image: accounts:vl.0.0
ports:
- "8081:80"
volumes:
— . /config:/config

restart: always

mysql :

image: mysql:5.7

volumes:
- mysql:/var/1ib/mysql

restart: always

environment :
MYSQL_ROOT_PASSWORD: 123

MYSQL_DATABASE: accounts
command: —-— character — set — server = utf8mb4 —— default — time — zone = + 08:00

db — migration:
image: goose

depends_on:
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— mysql
working dir: /migrations
volumes:
— . /src/database/migrations:/migrations
command: 'goose up'
environment :
GOOSE_DRIVER: mysql
GOOSE_DBSTRING: root:123(@tcp(mysql)/accounts

volumes:
mysql :

external: true

T T — N XA SO NEE .
T —472 LT Compose 3CH 20 1Y MUAS . 48 752 1 FH S50 87 14 BiOAS o (H 2 0 22 7 2 R
Docker [ MIA A ACHEUNT .

version: "3.9"

X — 17 bR XN T BB FTA RS . RS X Z AN s T 55 i R 2 i 4 .
KA Compose 32 F54" Bia 47 AN IR 55 1 92 1 50, BIF LA BR 55 238 AT 78 — A B2 A 258 4 52 1)
ARSI .

services:

€ SCHTSE I H accounts-frontend &L IR 55 . LB Air 44 web, web X A2 F 44 1A
XA R 55 Hh 2 A B 0 2% ) 42t s D T — I 4% 1 EL At 25 2% 1T DA web 1 EHLA
fERT R X A . image FEBAI THEE web A 1R . depends_on FBH T8 & web
FEAMA Y H A i A 75 4% . depends_on TFBLHLE T &A% A h T , & 2 (AR #1175 2% %%
1A 8l SR 5 A 8 web 7845 . ports TP B ST 25 A i A BT, 24845 LA TCP 8080
Ui 1 e 5 21 28 2% 7R 9 TCP 80 3 1 ACAS I F .

web:
image: accounts — frontend:vl.0.0
depends _on:
- api
ports:
- "8088:80"

E X5 v H oaccounts $EAEHY IR 55, HAE B Ay 44 M api. depends_on FEH T 48 & X
MIRSARES T mysql IR, ports FEHE4E EHLAY TCP 8081 ¥ O BLET R 25 %5 HF i) TCP 80
yig I . volumes FBH F ¥4 EHL 5 XA docker-compose. yaml X4 [F] 2% ) config 34
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HH P8 PR/ config LMK T . restart “F B T8 & B4 72 P (L1217 )5 B3 15K g
always RRTEAEAITE O T P kst e M Ema AT .

api:
depends_on:
— mysql
image: accounts:vl.0.0
ports:
— "8081:80"
volumes:
— ./config:/config

restart: always

E X MySQL IR 55 IFE E @i 4 4 mysql. image T BHEE T A &M BLE & mysql:5. 7,
volumes FEBH THE4 N mysql ARS8 B A 4% A9 /var /lib/mysql SCIFRTR

environment F B FE X AEMTPTHARE LA HE, XHE X T MYSQL_ROOT _
PASSWORD., i 5k % & root H] J* (1) % %5, MYSQL _DATABASE ¥ 5 48 & J] ok i% &
MySQL J& gl if B 2l @ 0 808 B 4 5, 948 8 B R C S AF TR, AN 25w LA Y

command 1 f{J- -character-set-server = utf8mb4 #§ & T MySQL J3 3 I5f it ZR A 7455 5
A utf8mbd , AN B BRINF AT E S BRIA K latinl ,--default-time-zone= 08 ;: 00 ¥ Bk A i [X.
WHE NIRRT, BT mysql &4 0BT 2 2 mysqld, fCRS 40T .

mysql:
image: mysql:5.7
volumes:
— mysql:/var/lib/mysql
restart: always
environment:
MYSQL_ROOT_PASSWORD: 123
MYSQL_DATABASE: accounts
command: —-— character — set — server = utf8mb4 —— default — time — zone = + 08:00

E BT EAET B RE I E a4 N db-migration, image FERIEE T Ao BB
J& goose, fRIGANTF .

db — migration:
image: goose
depends_on:
— mysql
working dir: /migrations
volumes:
— . /src/database/migrations:/migrations
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command: 'goose up'
environment :
GOOSE_DRIVER: mysql
GOOSE_DBSTRING: root:123(@ tcp(mysql)/accounts

MBI RS . 81 D EE S mysql 12 EE LB mysql 2545, 1
BB BIELE, ME T ENEM external 2 true, /R X P EIE & EEHH B
Docker FEV A H), LA Compose Bl &

volumes:
mysql:

external: true

5.2.2 Compose 5548 5

HHTH Compose SCH A i F PR 45 AR S, 2 75 2 25038 SO v 10 58 26 {7 1) I 15 22 1
% Compose XA X FEARRTTE . QR GAR A KA T A2 40 5w LA S h el gh

Compose 5 5522 & A Compose SCAEH BI{E . 41 40 AT LLHE SCHA A 59 13X 355 4
AR AT e

image: accounts — frontend: v1.0.0

A PO P B I A i A A X

image: ${ACCOUNTS_FRONTEND IMAGE}

XY accounts-frontend 8544 & A= A8 Ak W i it , 38 3 2R 3 3R 8% 78 &8 ACCOUNTS _
FRONTEND_IMAGE #t 1] LAk % & 2t Compose juﬂr‘o 140 5 B AR R A TH 4] V1L 1o
i, 8 ACCOUNTS FRONTEND IMAGE #3728 & 1% & & accounts-frontend: v1.1.0,1X
#: Compose & 7E )3 3l J5 B 3148 Compose SCAF 0 AH B 1Y 28 £ 8 i i accounts-frontend :
v1. 1.0, R Compose ST HY I HI A A5 AR 5 I A7 8 S, W) S5 X068 B 9 o 8 25 748 B — > 28
TR

] DAL ER B AR 2 5 3 — A A, env 1Y SCPF b, 3 23 0 20 055 748 1 00 45 B8 A 5 fiE
Compose 7EJi 8 B 2 H 332 B Compose U 7E SCAF I T 1. env SCHF, FE. env XS
AL NE

ACCOUNTS_FRONTEND_IMAGE = accounts — frontend: v1.0.0

ATRIEHEAERE RS IEM. BN — T2 B8R EAHEM Compose XX, i
AU .
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docker — compose config
FEf Y E B & B #48 BE ACCOUNTS_FRONTEND_IMAGE 45 B 45 540 F .

image: accounts — frontend: v1.0.0

AR BT AR B SO A7 B Compose SCAFANTE [R] — AN SCFJ& 7 80 SO 4 9 A J2: Bk
MY, env, 5t 7] LA I --env-file ZH0K 45 UF Compose ‘B B HARN & . FIFH XA ZhéE, il LA
TR PR N 30 0 0 58 AR B 5 RIS (6] 00 ST b, ) G A A B 30 A 26 4R AR S
cenv. i LA A FHRIE AR HE AL EE . env. dev 11, ZJ5 #1217 Compose B
g A1 X I Y S 38 3 - -env-file 2501434 %] Compose,

IR Compose SCHFH Y S L6 (8 5 &2 IAE 267 B, 0 FH 255 748 3 3 AT DA 48 el i
(o AR ARG T B, N PR AR SO 2B R —AME, R B IR AR 4,

T s& Compose S 51 AT 2 5748 7 J5 Fe 2 B WUAS

version: "3.9"

services:
web:
image: ${ACCOUNT FRONTEND IMAGE}
depends on:
— api
ports:
— "8088:80"

api:
depends_on:
— mysql
image: ${ACCOUNT IMAGE}
ports:
— "8081:80"
volumes:
— ./config:/config
restart: always

command: go run src/server/main.go

mysql :
image: mysql:5.7
volumes:
— mysql:/var/1lib/mysql
restart: always
environment :
MYSQL_ROOT PASSWORD: ${MYSQL PASSWORD}
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MYSQL_DATABASE: ${MYSQL DB}

command: —— character — set — server = utf8mb4 —— default — time — zone = + 08:00

db — migration:
image: goose
depends_on:
— mysql
working dir: /migrations
volumes:
— . /src/database/migrations:/migrations
command: goose up
environment :
GOOSE_DRIVER: mysql
GOOSE_DBSTRING: root: ${MYSQL PASSWORD} (@ tcp(mysql:3306)/ ${MYSQL DB}
volumes:
mysql :

external: true

A LUE BB AMEE AR 1 2 )5 B I8 T Compose SO A MRS A . AN M, 75 Z27E. env
SCPE RTINS B IR A B UE RS T

ACCOUNTS_FRONTEND_IMAGE = accounts — frontend:vl1. 0.0
ACCOUNT IMAGE = accounts:v1.0.0

MYSQL_PASSWORD = 123

MYSQL_DB = accounts

5.2.3 Compose i&f7 M H

HTE docker-compose. yaml X B 245 4T . T M Docker Compose ¥z 47 v .
MmAWT .

docker — compose up

BAT A4 R 2 A B AR B P LU A

Creating network "accounts default" with the default driver
Creating accounts _mysgl 1 ... done

Creating accounts_api 1 ... done

Creating accounts db — migration 1 ... done

Creating accounts web 1 ... done

fr b BRI 2 I AR s 78 280, AR A B AR J5 a7, Wl DLfE a4 o B-d =
B, WRL-d 2867 . W EFHEFEMEH dockerfcompose logs fr %>,
5 5 B 2 — 17 % /8 Docker Compose F 3l g T — /> 3 T B0\ 9K g #% (o 5t 2
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bridge) [ [ 4% , [ £ 24 accounts,default AR A O FH B AL T D 4% B
F docker network iy 2 #EAT AL AT UTE -

docker network 1s
NETWORK ID NAME DRIVER SCOPE
f64a9cafal9e accounts_default bridge local

KL T — accounts_default P25,
3 Docker Compose iz 17 #2 K 1 75 #% R FE L AT DL docker ps s & H], BT H#E
WA X BLXT docker ps Ay A B9 f5 B T E Y EEL. AW .

docker ps

CONTAINER ID IMAGE NAMES

77al6cd7ac42  accounts — frontend:vl1.0.0 accounts_web_1
7a5e6fc79984  accounts:vl.0.0 accounts_api_1
608fbed5fcl7 mysql:5.7 accounts_mysqgl_1

T4 —F Docker Compose X 45 #5 7 24 [ 77 3. DA accounts_web_1 %5 % 0 i,
accounts_web_1 H ] accounts #5251 H 44 , BIA N FH I H MR H 5% 09 S0 4 7w 44,
RAHEHCHRET H 2 W] LU Sie i - S 8-p, web &1 CompO%e AP E A
A BE W RSS2 B G AU 1 R web BER AL W2 B —HLis 1T 1T 204504,

WA L Compose $ LA fir & R A B A AR IS 115 00 L fir 2 il[l_F

docker — compose ps

e

Name Command State Ports
accounts _api 1 /accounts Up 0.0.0.0:8081 —>80/tcp
accounts db— migration 1 goose up Exit 1

accounts _mysgl 1 docker — entrypoint. sh mysqld Up 3306/tcp, 33060/tcp
accounts web 1 /docker — entrypoint. sh ngin ... Up 0.0.0.0:8088 —>80/tcp

F docker ps fF S ANFEIH)Z: X &S 4 H B R docker-compose. yaml X4 H A £ HY
o XFERLAT AT UL 5

e B9 s Bl LL & B accounts_db-migration_ 1 BRIRAS 2 Exit 1,3F B & 88 =4
TR RITR G T,

A Compose i i 1 H &, AT HEEE

db — migration 1 | 2021/03/05 12:47:25 goose run: dial tcp 172. 18. 0. 2: 3306: connect:

connection refused
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W db-migration_1 ¥ # MySQL £k 13 2 W, Kan Hkis 1T goose AT EPE F
%, IR TCHE S8R R R SRR IE W BT,
SR BAMEIZ 1T db-migration, i A2 WF .

docker — compose run db — migration

BTS2 B LT f i

Creating accounts_db — migration run ... done
2021/03/05 12:56:50 OK 20210304203736_create_table user. sql
2021/03/05 12:56:50 goose: no migrations to run. current version: 20210304203736

XY db-migration BAT I T, Ui B 2 Hif 30 3% 4 2 WO R MySQL &ﬁﬂi% TJE “.

BEIRIX S Compose X E X T db-migration 5 mysql Z [B] AUKHI 2 R . (HEX HiE
fii Compose % FAKH OC 5 YT 1547 45 » I A DRIIEZS S 0 25 1Y ”ﬁ’?‘“ﬂ»PE*%JgML/I\ﬁE*ﬁ
KFR ., HEPARM 05211517 , Compose B2 I IR B AR B © 25 2% . A av itk A s 1T
RES—EFRREC AWML A A mysgl WIFUREZ 17 258 45 75 2 — BL i [E] R 9
Ak, mysql BEZE B PR R 2 7E H & F % [ Note ] mysqld: ready for connections., M H i
] LLE Y mysql &% WS 3h B 5k 28 Bt A3 B9 B 18] 32 K F db-migration, 24 db-migration 2%i%
HEHE mysql I . mysql JF A HES 4. X 82 84 db-migration 16 )3 30 5 % %
mysql 23 R ME JEH

)4 b, api IR 55 9 25 L 23 1R 1733 A 58 PR R 2l ao P o 3 B 508 2R 2R KL A api £
TE % FE AU P 2 WOUR AW I 78 mysql #4% LS, 8 al i 42 w2 1, B DU 75 2 N T A
A accounts WL AETE e 5 #F A IE B RAS

I 55 590 285 5L 5 AR AP A — B0 1) R0 1Y) — S AR 8 e TR T 5 0 i v X R ) Il 55 Ak
TR L RIS 25 20 B8 Al S 19 Al 55 1) vk

3 BN B 2 2438 iF Compose X #p 7 SN IE W @7 >k 7. 4T H MW ik htep://
localhost: 8088 FI LAF B ij iy Y VL TH AJ 1E# WK .

MR RS docker-compose. yaml X5 T — A~ 2MEBAY mysql £08E &, 88 7 76 H
b ALES 2 PR EE ) &2 2 v 7 A AL 5 8 X 4 0438 17 docker-compose up, H1 8 4G
TE ORI G . AT ELIHIMEEE G0 5T, A DL SO 9 volumes #8435 4n
e

volumes:

mysql:

K3 T B external : true, XA, mysql B8 &2 H Compose SR E# B T,
R T WEAE G W) SCHE BT SR A8 4k, F§ Compose B #Tia T . B8 2 0 s 2 o ]
BANH, mAWT .
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docker — compose down

XA A 2 38 5 0 A O 0 BT A 2 A AR bk T s 4 B A S 2 A8 A e Docker
Compose B LA 4/E W BERIEATAE H, 2 ok TR KM EHE,
H FEHiE1T docker-compose up. 2 F 2 G B P HBEZ M2 T —17 XA SO .

Creating volume "accounts mysql" with default driver

ZF W Compose Bll## T —4~4 & accounts_mysql BIEHEZ , 7T LA docker volume #iy 4>
I\
ISE , fr A F

S docker volume 1ls
DRIVER VOLUME NAME

local accounts_mysqgl

A 3 A BCHE A T B TR Y accounts_mysql BG4 . WEW] Compose 23 MR 5 SCHF
R SO H B8 PTG

Compose 23 B I FIH A 800 26 . WU 2l I 2340 B Raz 47 7™ A i 50E 45 & 1l
AT X HERA SRR ERT .

BEOCPA R L B B R A

docker — compose stop

BT SAE B LT i E R
Stopping accounts_web 1 ... done

Stopping accounts_api 1 ... done
Stopping accounts_mysgl 1 ... done

Al PA& #] docker-compose stop iy 2205 1 MK T A 17 B AR E 1k,
IR G h B m mT L a2 F

docker — compose start

Q0 SR v L O O ELAE R 5 A A AT 45 R 2 AR R L U AT LU AT B i A AT

docker — compose down

BAT A4 R BT

Stopping accounts web 1 ... done
Stopping accounts api 1 ... done
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Stopping accounts mysgl 1 ... done
Removing accounts web 1 ... done
Removing accounts api 1 ... done
Removing accounts_db — migration 1 ... done
Removing accounts mysqgl 1 ... done

Removing network accounts default

1E Compose X H 7 B Ty 2 B Is B W B 0T b8 e & 2 W, docker-
compose down i & KM HIFA ST BRE A2 AR & . 720 - -volume S804 &40
BIEGEWERR . FEH AT docker-compose up JA g H L SR S5 S A B9 fr 2 WF .

docker — compose down —— volume

IBAT IR A i A 22 7 BN T e AR R

Stopping accounts web 1 ... done
Stopping accounts api 1 ... done

Stopping accounts mysqgl 1 ... done
Removing accounts_web_1 ... done

Removing accounts_db — migration 1 ... done
Removing accounts_api 1 ... done
Removing accounts mysqgl 1 ... done
Removing network accounts_default

Removing volume accounts mysqgl

AT LLE BN T --volume 24U i i A5 B 8L T R X —47

Removing volume accounts mysqgl

Vi B EE % accounts_mysql MBRT .

5.2.4 Compose %3 v H

>4 T AR LA 23 4 3 10 BT WA 1) 25 4 Ba AR 22 8 SR I Qo] Xof s A v 1% 1o JH R A7
THgWe? AT b IHA &% R 5 478 4 & ok 58 T4, Rt 2 8 Compose U4
AL 1) BEAZRRAS A& Bk 58 Compose XA )E . B H i 17 docker-compose up, Compose 5t 4 H
b b IHA A QR 78 8% o X AR 5E 1 X T A BT

5.3 Docker Swarm

5 Docker Compose H 84 HLA M BT 05 FE A 2R A R )& Docker Swarm A] DL 4
LA E AN, W2 EHA T & H Docker EREMEE 1., 2% Swarm 7] VL #GKE 4
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FVE PR S SR A b 2 18 B Y — S8 UL [R) R

ffi Hl Swarm %K Docker Engine YA AE T 1. 12,

Swarm 2B F 1Y 540 manager 5 SUH worker 9 A&, AP Docker F AL, th 5 2
iz17 Docker Engine B L #%, Swarm X 7E LA 8 LiEfr, X F AR 8 Lis1r.
manager 11 s WA LLFRAT worker 45 85 BT 55, 2 R 0] L% B B manager 17 5 H AT
manager [J4E55 . Swarm H T S AL Swarm X217,

FEAr A A BE b, 5 o5 2 ()75 0 DR 2 4 AR AN AN TR 038 A5 AT %% L a8 75 X 5
By AT HUE . Swarm B HETY ASUZ B3 2 X TLS SE %4l (5, 241217 docker swarm init
fir A, XA~ manager 19 8 B2 B — N HT Y root CA Fl—XF A FAE . [AIBF manager 7 %
w2 1 2 4~ token, — > J& manager token [ T HAh manager WA M A LR, B — 1T &
worker token, | F H A worker 7 s M AZERE, £ token #HBAL A root CA IE W% Z 15
HEA —AFEALA L B8 . S0 A AR RS, 5 S AT AR token WY root CA #f
ZRBUE manager B L SEPE, 1l manager 17 g token oA B B R B UE AT S A
Rk .

AT AU AGRRERT I8 S A0 S B — X AR M root CA WEAS . SCHEORAEAE/ var/
lib/docker/swarm/certificates . HH A EHUE A5 19 S 44 & swarm-node. crt, FA%SH 1) 3C
# 7 swarm-node. key, root CA [JHE 454y swarm-root-ca. crt, swarm-root-ca. crt X {f
WA FERE S 1 4 manager 3545 LAY root CA B U 24 58 & — 3.

manager 79 & 17155 5 worker 7 5 , B leader B ) manager 7 5 01 3¢ 45 1F 55 20 i
#| worker 95 s, manager 11 gL Z A Raft B35 R K AR, A 19 manager 1 sl #f 2
54 Swarm FERHENEBARDS M HAEAF Y manager 57 58 PR — 2.

Swarm L HEH Y manager 1B P T AERE RS HTAE T a0 R AR SSBUR 2L
ERRETTUARZR =1/ SR, Bl 3 7 S ER 2T UAE 1A Sk,
4 R AR AR HRE A 1 AT AR I, T D B A T A AT manager 19N, A
AR E /N 1 R ECHE L RS RE AR SRR A SRR . S T AR R AT A, T DL
manager 11 s 5310 AN LAY IDC XA,

HARIG N manager B AT DLAR = AR BE A A BE )L B2 B &5 e Swarm B PR RE.
Docker ‘B 7 @ 3Uff FH A9 manager 17 S BN 7 4>

worker 17 g R BT 17 IR 55 A 1 o 8 BRAERE . T W worker 19 85 B #FE 4T — AR
B, R GE H master 75 50 H CAPIRAS . XA master 75 5050 AT AR 38 J1 R XF worker 97 51
HATEH . 78 worker I BT 45 K5 » manager 7] LE X AT 45 V8 B 31 Al )Y A 04T .

5.3.1 G4t Swarm 4%

T E A Swarm EHEINEEER 3 & Linux RS 4% .1 G168 manager 1. R 2 &
£ worker 15 .. AT A IR &5 28 #0237 Docker, 3 & IR 55 %% B #:1/E R G 4B /2 Ubuntu
20. 04,
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15 1 GRS 28 L AI#E Swarm EREAY manager T4, 2 UWTF

docker swarm init —— advertise — addr 54.255.243.130

A iY--advertise 2 B 2K #8 % manager 37 AR 1P Hidk, E17a S0 E R
wr .

Swarm initialized: current node (f2hkxhks4gdmsvannlehargyy) is now a manager.
To add a worker to this swarm, run the following command:

docker swarm join —— token \
SWMTKN — 1 — 4loyfwagwwogdoutbscaw0t877h4o3pnoalyytf6tsmstdSuw] — €97sve30l50sm7xp8axl8adSp
54.255.243.130:2377

To add a manager to this swarm, run 'docker swarm join — token manager'and follow the instructions.

FAREFPH manager WA BT . 5B P ERR worker I35 55N A X A4 BE K Ay
I

docker swarm join —— token \

SWMTKN — 1 — 4loyfwagwwogdoutbscaw0t877h4o3pnoalyytf6tsmstdSuw] — €97svec30l50sm7xp8axl8adSp
54.255.243.130:2377

Z S TE worker A BB T A AN A ERE,
worker T A B HZIAY worker token Ji ZEih A DAL A ], An S Q0 F .

docker swarm join — token worker

SR SR RS EE TR ERSS I

To add a worker to this swarm, run the following command:
docker swarm join —-— token \

SWMTKN — 1 — 4loyfwagwwogdoutbscaw0t877h4o3pnoalyytf6tomstdSuw] — €97sve30150sm7xp8axl8adSp
54.255.243.130:2377

2R A B A Y 25 DA manager M @A SERE 7 AR B manager token, fir 2 41 F -

docker swarm join — token manager

BITMA R NEREWT .
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To add a manager to this swarm, run the following command:
docker swarm join —— token \

SWMTKN — 1 — 55zvv6p3lgogypvzwmbo76sd9c90wx214a74o0dmyqgs3cgdht8 — btap3xg3znef742sageeyd4yt
172.31.30.250:2377

BIEERE  &F T HEER T A AT .
docker node 1s
e NN iRC R TR e VR I S

ID HOSTNAME STATUS AVAILABILITY MANAGER STATUS ENGINE VERSION
r29f.. ¥ ip— 172 — 31 — 30 — 250 ReadyActive Leader 20.10.5

14 AR S R XS ID F148 7 B, STATUS 312 Active, %78 manager 11 JUB1TIEH .
THETES 2 RS fw (VA worker 19 gD B T/ 2 40T -

docker swarm join —— token \
SWMTKN — 1 — 4loyfwagwwogdoutbscaw0t877h4o3pnoalyytf6tomstd5uw]j — €97svc30150sm7xp8gxl8adsp
54.255.243.130:2377

IBAT A 5 R BN
This node joined a swarm as a worker.

FRX G MRS #A1E N worker 9 INIMA T Swarm EHEH
FIFEHL , 7E5E 3 5 IR 55 AR AT R AR 94/ . an 2 a0 T
docker swarm join —— token \

SWMTKN — 1 — 4loyfwagwwogdoutbscaw0t877h403pnoalyytf6tSmstdS5uw]j — e97svc30150sm7xp8gxl8adsp
54.255.243.130:2377

) e A 2% s T A5 B
This node joined a swarm as a worker.

PAEE AR RPN AL ST

docker node 1s

1B 47 A4 S AL R AR B G 4 31D .
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ID HOSTNAME STATUS AVAILABILITY
f2hkxhksd4gdmsvannlehargyy * ip—172-31-30—- 250 Ready Active
iobh29mwpmng0fu3wlg85qt73 ip—172-31-32-49 Ready Active
tledy94rrwbrrrxzl6ogldjts i = 172 = 3 = 35 = 212 Ready Active

AR RS 2 5 NAEIT .
MANAGER STATUS ENGINE VERSION
Leader 20.10.5

20.10.5
20.10.5

FoR 3 BRSBTS E I INA T —A Swarm SR, il E B H STATUS %1 23
J& Ready, R ERE T AT S EAL T 1IE ¥R, AVAILABILITY %1 &35 & Active, &/ T
SRR T LA Fis A7 IR 55 B f E’JE%,ﬂg,ﬁdtnzwmu%e::ﬁ&%ﬂﬁﬁzaﬁr“ﬁiu;_% Rl

B HY Swarm B0 T B AE manager W S 17 A 4. MR AE worker T 238 47 4 #
Swarm B FEF a2 R R T .

Error response from daemon: This node is not a swarm manager. Worker nodes can't be used to view

or modify cluster state. Please run this command on a manager node or promote the current node to

a manager.

H HU%%‘?EP@T 3 A1 A manage,2 4> worker, h T & FERE RS FE R ). W &
/b 34~ manager 3 4., O] LIFE T A A SRR S H manager token 2K i % manager 7 /&, ,
A ufﬂﬂlﬁﬁﬁ*ﬂ’ﬂ 2 A~ worker 1 ST M manager 155, AU .

docker node promote ip— 172 — 31 — 32 — 49

B AT Jn A BN

Node ip— 172 — 31 — 32 — 49 promoted to a manager in the swarm.

[R) A M, K 55 A — A worker 5 S B FHE N manager 17 45, AW .

docker node promote ip— 172 — 31 — 35 — 212

FHAEREMRTAGER MW

docker node 1s

5 S F
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ID HOSTNAME STATUS AVAILABILITY
r29f4djyzedzlaydwSgqvlijb2w * ip—172-31-30-250 Ready Active
uks3x7m5xthdefe6ywn5gdost ip—172-31-32-49 Ready Active
a4odmh76r7983gskgix9390s9 ip—172—-31-35-212 Ready Active

}:Wjﬁu,fl’l u\ﬁn—F

MANAGER STATUS  ENGINE VERSION

Leader 20.10.5
Reachable 20.10.5
Reachable 20.10.5

[AIAE SZ 154 manager 5 &S YR worker 5 45 A ANF .
docker node demote ip— 172 — 31 — 32 — 49

IBAT A 5 R BN

Manager ip— 172 — 31 — 32 — 49 demoted in the swarm.

R FTE A S NERE PR, 7T IR B F 8172 docker swarm leave,
5.3.2 CREREBIR S5 8 8] Swarm 2 0F

Swarm a7 AR S RN IRSS . 1 ARSI LT 2425 48 52, vl i & 2] 1 a2 A
W . Swarm HIR 55 B9 E B S A O B AP, — FR J& replicated, 5 — Fl J& global,
replicated 42 BRIA AR B AL TR X AL T L IR 55 A DLz 17 24 RlAS  (H 2 AN B PR IIE Ik 55 78
AT SUER A A LIS AT M AE global BTN AR BE By BT A 15 AR 23 88 & 1 IR 5% 5%
B, HIMAERE Y st 2 i Swarm A 3058 1 ANRS 6. 8 # 75 2 DL global #5220
FB MRS AR H RN R R G AT AR R A B T IR 5

T R WA AE Swarm ERETE RS . BR BN OSBRI NER TS 1 GRS
W /& manager 19 50, AR5 R — AR PRI IR 55 . a2 A0 F

docker service create —— replicas 1 —— name helloworld alpine ping docker. com

S — alpine BiZ RIS 4% . ZE A B 1T ping 74, --replicas ZHH R EH
I8 17 2 /DA B SLH],--replicas 1 FTm BT — B, Bi7adEmEnEE

ew7ri8clfc34fmtrhq00t209h
overall progress: 1 out of 1 tasks
1/1: running [ —================================================= >]

verify: Service converged



$5% HBRH P 69

a0 SR g A B W R AR 45 B T T
T #&EE Docker FHIAEMER .U .

docker ps

AT A4 S AR BT

CONTAINER ID IMAGE COMMAND CREATED STATUS
fe9661fe7£93 alpine:latest "ping docker.com" 8 seconds ago Up 7 seconds

BT DA docker service if 2B FH Swarm EFH T ARSI FE , an ST .

docker service ls

B A7 Ja i A B AN

ID NAME MODE REPLICAS IMAGE PORTS
ew7ri8clfc34 helloworld replicated 1/1 alpine:latest

B A5 BP9 REPLICAS 51 R Y 1/1 R k55 — 34 1 ARt R izt
LIV 1.
AF WSS RS A UF

docker service inspect —— pretty helloworld

B 17 D S ):%‘JHJIE/J{FIA T

ID: ew7ri8clfc34fmtrhq00t209h
Name: helloworld
Service Mode:Replicated
Replicas: 1
Placement:
UpdateConfig:
Parallelism: 1
On failure: pause
Monitoring Period: 5s
Max failure ratio: 0
Update order: stop — first
RollbackConfig:
Parallelism: 1
On failure: pause
Monitoring Period: 5s

Max failure ratio: 0
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Rollback order: stop — first
ContainerSpec:
Image:
alpine: latest(@sha256 :a75afd8b57e7f34e4dad8d65e2c7ba2el 975c795cel ee22fa34f8cf46f96a3be
Args: ping docker. com
Init: false
Resources:
Endpoint Mode: vip

5.3.3  fHh&iFEBIR S5

Swarm ™% Ik 55 AT LAAR J7 5 Ml i 47 0 45, 17 56 5 5% 8 manager 15 4, 8 helloworld Ik
FYRE] 2 DAL A AT .

docker service scale helloworld =2

B AT A4 Jm RS BT

helloworld scaled to 2

overall progress: 2 out of 2 tasks

1/2: running [ ==================================================>]
2/2: running [ ==================================================>]

verify: Service converged

Z/Rn helloworld IR &9 B 3, 2 F & F helloworld iR & B A 45 LB E B, fin &>
I

docker service ps helloworld

18 A7 44 Ja i R BT G 5 51D

ID NAME IMAGE NODE DESIRED STATE
84361ig8nl7e helloworld.l alpine:latest ip—172-31-30-250 Running
7bjpfhxppblg helloworld.2 alpine:latest ip—172-31-32-49 Running

}: 3 ﬁu /flil AU\ﬁHT

CURRENT STATE ERROR PORTS
Running 2 minutes ago

Running 30 seconds ago

M HE B % NODE #7] LIFE H Swarm &2 helloworld AR 55 B — > 25 #8 SE 451 )8 B &)
T —A worker 7 &5, (ip-172-31-32-49) . 855 — A~ 5L 6 8 B ] T manager 7 55 (ip-172-31-
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30-250),
SEER SR, M BR helloworld AR 55, fr A UWNF .

docker service rm helloworld

5.3.4  HHFEBIIRSS

X 1 R WX Swarm IR S5 T2, B BT E 3 A E ] redis: 3. 0. 6 BEARAY 4 4%
S SRS T redis:3. 0. 7 HiAR . Swarm EA SRR S0 BB A REME gl 2 RS E 1Y
FE R BE MR 5 IR 55 1Y 25 e S 40 HE AT BT

T HEAIER S redis. a4 F .

docker service create \
—— replicas 3 \
—— name redis \
—— update — delay 10s \
redis:3.0.6

AW --replicas 3 #RIBLT 3 DAL H] .- -update-delay 10s F7m MR U T B A4~ 4%
A B[R] (A1 B8 A 10s . B BB AT DL /INEE A3 8P AR, 43 hom s R . AT DAFE B ok
0, B4 1h5m30s R 1/NEF 5 4380 30 B, Swarm 4 B 4% BRINTE [7) — B 2] H 2 5087 1
AN SR 0 SR AR AR ) — B 220 5T 45 A 0 B0 L 0 TR il F 2 8- -update-parallelism .,
i 4N+ 2 - ~update-parallelism 3 5t 23[R B X5 3 A~ %5 2% 5247 T8 .

BAT A R BT

5rf7xzeu2rmw2e8j65mk4 spm7

overall progress: 3 out of 3 tasks
1/3: wtmnilng [ S=================================================
2/3: running [ ====================================

3/3: running [ S=============o==s=o==scoo===oo=Soo=SSo-=ssoo==o0s

verify: Service converged

bR R R RCEWIBIT T 34 . &R Swarm YIRS )R . Ar LT
docker service 1s

B AT A Jm A B AR

ID NAME MODE REPLICAS IMAGE PORTS
S5rf7xzeu2rmw redis replicated 3/3 redis: 3.0.6

HE— BB FIBAT redis IR 55 A GG B AT L A ST
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docker service ps redis

18 A7 44 I i 5 BT G 4 51

ID NAME IMAGE NODE DESIRED STATE
z78tjmschmpa redis.l redis:3.0.6 ip—172-31-35-212 Running
0ftx5tabmg7t redis.2 redis:3.0.6 ip—172-31-32-49 Running
etui5zcrIxt9 redis.3 redis:3.0.6 ip—172—-31-30— 250 Running

3 ﬁu /flil RNy ﬁnT

CURRENT STATE ERROR PORTS
Running 49 seconds ago
Running 48 seconds ago
Running 48 seconds ago

M NODE FI A LLE H 3 MRS LHEITE 3 AR BT & L
BE redis [RE GG R . AW T .

docker service inspect —— pretty redis

—-pretty ZECRIRAM A JSON # kit . 2472 J5 b iE ST .

ID: 5rf7xzeu2rmw2e8j65mk4spm7
Name: redis

Service Mode:Replicated
Replicas: 3
Placement:
UpdateConfig:

Parallelism: 1

Delay: 10s

On failure: pause

Monitoring Period: 5s

Max failure ratio: 0

Update order: stop — first
RollbackConfig:

Parallelism: 1

On failure: pause

Monitoring Period: 5s

Max failure ratio: 0

Rollback order: stop — first
ContainerSpec:

Image:

redis:3. 0. 6(@sha256:6a692a76c2081888b589e26e6ec835743119fed53d67ecf03df7de5b73d69842
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Init: false
Resources:
Endpoint Mode: vip

1E UpdateConfig 45 H T — U Parallelism: 1, 3 7 5587 Il 55 1 B 40 5 22 X g [m] B 55

SRR R TR A IR AT B TT DAAR G L 33X i R K, TR 4 R R 55 BT FH Y B
(Bt 2B H 2 T R MR E Ml S B B,

TR redis IR W BEAR TH R 3. 0. 7, [A FE T B AE manager 19 FERIE. WA
mr .

docker service update —— image redis:3.0.7 redis

B £7 4 e i A fE BN

redis
overall progress: 3 out of 3 tasks
1/3: running

2/3: running

3/3: running

verify: Service converged

FEHAE redis RS MRS B . a2 WF .

docker service inspect —— pretty redis

B AT Jm A B AN

ID: 5rf7xzeu2rmw2e8j65mk4 spm7
Name: redis

Service Mode: Replicated
Replicas: 3
UpdateStatus:

State: updating

Started: 55 seconds ago
Message: update in progress
Placement:

UpdateConfig:

Parallelism: 1

Delay: 10s

On failure: pause

Monitoring Period: 5s

Max failure ratio: 0

Update order: stop — first
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RollbackConfig:

Parallelism: 1

On failure: pause

Monitoring Period: 5s

Max failure ratio: 0

Rollback order: stop — first
ContainerSpec:

Image:

redis:3.0. 7@ sha256:730b765df9fe96af414dab4a2b67£3a5£70b8fd13a31e5096feed807ed802e20

Init: false
Resources:

Endpoint Mode: vip

5.3.5 #4idr Swarm T4

4 Swarm AT ST B AR AT, R LA N LS AT AT 5 B B R R TAER T
RS FEAR T SR BN AE RS Swarm 23 B 2 58 AT S5 TE .

I R 4E T A Swarm B 3R AT 45 1 R .

/e % 3 manager AL BIHE— DR ST .

docker service create —— replicas 3 —— name redis —— update — delay 10s redis:3.0.6
AT A, LIME AN 3 N84T redis: 3. 0. 6 SRR BB #/E N redis IR 5.
A FIEAT redis 5T RfEE 2T .

docker service ps redis

s A7 4 e i A S BT AT 5 51

ID NAME IMAGE NODE DESIRED STATE
hjrzup5y7gxj redis.l redis:3.0.6 ip—172-31-32-49 Running
xegdbktg3yo5 redis.2 redis:3.0.6 ip—172-31-30-250 Running
seltz60oslul redis.3 redis:3.0.6 ip—-172-31-35-212 Running

F 3 ﬁ'”n /U\QHT

CURRENT STATE ERROR PORTS
Running 39 seconds ago
Running 39 seconds ago

Running 39 seconds ago

M 5 B oA A NODE #) 0] LIE 3 AN Bs 177 3 AR A L,
TR A ip-172-31-32-49 & B R 4EFIRES SR .
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docker node update —— availability drain ip— 172 - 31— 32— 49

i 2> i) --availability drain FE/RETT A ip-172-31-32-49 & & N drain, Wt 2 4E IR TS
drain 7E3 3CHH 2+ AT A9 2 B8 A drain IR A 8 A A 4% 52 B 2 B Swarm 45
WS AT AR P B B A I A R ARSRIs AT . AR TR Y A R R AR 2 R vt
T K HEE — .

A IR A FHIZAT redis RS SEE . AT .

docker service ps redis

s A7 4 e A S BT AT 5 51D

ID NAME IMAGE NODE DESIRED STATE

eoljkk73u2g9 redis.1 redis:3.0.6 ip—172—-31-30-250 Running
hjrzup5y7gxj \_redis.l redis:3.0.6 ip—172-31-32-49 Shutdown
xegd5Sktg3yo5  redis. 2 redis:3.0.6 ip—172-31-30-250 Running
seltz60oslul redis.3 redis:3.0.6 ip—172-31-35-212 Running

Ja 3 AME BT .

CURRENT STATE ERROR PORTS
Running 1 second ago

Shutdown 2 seconds ago

Running about a minute ago

Running about a minute ago

Wi E B P BRI ip-172-31-32-49 iB17 redis R 5 WA #s LB g 2 11 T, Swarm 18
AN K B BOAT: 45 38 8 B 7 AR ip-172-31-30-250 b 4k£EiE 4T, I BLAR SR T 5 R B9 524 4
redis. 1, XFEFLETT 4L ip-172-31-30-250 58 T 2 81T redis IRE BI85 49,

Al AR — A A ip-172-31-30-250 L% Docker & #5 (#EFE . ar 2 WF .

docker ps

B 47 A4 e AR S AR G PO

CONTAINER ID IMAGE COMMAND CREATED
7e3db2f9b28e  redis:3.0.6 "/entrypoint.sh redi..."About a minute
agod3e4344adaaf redis:3.0.6 "/entrypoint.sh redi..."2 minutes ago

S B ERA 24 redis: 3. 0.6 BG4 .
PRAET 45 ip-172-31-32-49 &b T AR H F IR E RS  HIREFE T AER . M2 WT .
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docker node 1s

BATARA A R E B R G 4 51D .

ID HOSTNAME STATUS AVAILABILITY
r29f4djyzedzlaydwSgqvljb2w * ip—172-31-30-250 Ready Active
6zxgzwnpaurtlcd874goznl81l ip—172-31-32-49 Ready Drain
a4odmh76r7983gskgix9390s9 ip—172-31-35-212 Ready Active

F 2 ﬁ'”n u.»ﬁﬂT

MANAGER STATUS  ENGINE VERSION

Leader 20.10.5
20.10.5
20.10.5

Al DLE B3 5 ip-172-31-32-49 XF R A9 AVAILABILITY %1 78 IR S 4 Drain,
MU B ip-172-31-32-49 RS B AT .

docker node inspect —— pretty ip— 172 - 31— 32— 49

BATA A5 AR B A G iR BO -

ID: 6zxgzwnpaurtlcd874qoznl81
Hostname: ip—172-31-32-49
Joined at: 2021 - 03 -10 02:27:10.221061622 + 0000 utc
Status:
State: Ready
Availability: Drain
Address: 172.31.32.49

[FIAET] DAFE B9 45 ip-172-31-32-49 W) Availability J& £ /& Drain,
WA SR HEERE N EFRE., AW .

docker node update —— availability active ip— 172 — 31 —32—49

WRIE A active, Wt RIS FORAS G, BB & F 4 ip-172-31-32-49 E R . a2 T .

docker node inspect —— pretty ip— 172 — 31— 32— 49

B 47 A4 J AR S AR G RO

ID: 6zxgzwnpaurtlcd874qoznl8l
Hostname: ip—172-31-32-49
Joined at: 2021 -03-10 02:27:10.221061622 + 0000 utc
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Status:

State: Ready
Availability: Active
Address: 172.31.32.49

Al LAF BN A ip-172-31-32-49 #) Availability B E K T Active, X} Swarm X Af
VIR AT 45 8 L misfr T,

5.3.6 Swarm & i P

Swarm SRR IR — M E B 2 A 8 Big 17, 2 Swarm Y IR 55 38 i 5 A 9
2% 31 11 %) AN AE R 45 B, Swarm 59 Routing Mesh (i 4% ) 33 e A 52 BF A AT ] — AN 35 236
BEAE IR 55 2 52 (0 3 11 b 35238 0K A0 45 B0 da 47 MR 55 S 4610 6 3 5t AT LA AE I 55 2 55 1) s 1
Pz iR . Swarm [ MRS 240 U B AT R B o i L BB AT IR S A SR sE b, X
HE A R B v AR 55 0 ml M L A S BEAS T BB AT RS B A AR S Ak S AT A
WS I SR S R B IE R I R B EE T AR

3 1 Swarm % H1 RS 2 B8 75 B0 Swarm 88 09 B A T S B L R e

TCP 5k UDP WM A 7946 ity I 45 $& W45 o (1 28 2% L Bk R 25 4 W 465 % B, UDP P60
4789 I I T 48 dw A H M 45

FELRUETT S0 A] DA EAE DT 18] b3 o AN &0 T . B Swarm 2R . X HEA BEFF S Swarm
(R 6 FR A DI BE o 30 7 2 R0 Y S0 o7 A e T e T A ) 4 2 4 2 B A SR

T 7R Swarm B RAK (7 D g, 88 SR B Swarm £ Y manager 1A FE
manager 11 g B — 24 K nginx BIRS . mLSWTF .

docker service create \
—— name nginx \
—— publish published = 8080, target = 80 \
——replicas 2 \

nginx
B AT A4 JE i fE BT
zljsbdhtvze5vm7mgj5nb2zfc
overall progress: 2 out of 2 tasks
1/2: running [ S=====o=c==o==o—===o==s=oo=s=oo==oo===c—====o===o= 3]

2/2: running [ S====co=c=oo==o—o==oo=s=ooss-oOo==So==Sooos==g0==o= 3]

verify: Service converged

BAEAE nginx MR 55 19448 S0 89719 R A 00 L A S A

docker service ps nginx
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B AT A A JE R E SR G 5 41D .
D NAME IMAGE NODE DESTRED STATE

jhp6u085n5rh  nginx.1 nginx:latest ip—172-31-30-250 Running
9hdrifxm9xf3 nginx.2 nginx:latest ip—172-31-35-212 Running

}: 3 ﬁ IJ ,fl_l Py ﬂn —F
CURRENT STATE ERROR PORTS

Running 4 minutes ago

Running 4 minutes ago

fiy A5 B 2R nginx R4 BUAEA WA Z5 48 SE 01 L 40 038 A7 46 719 15 ip-172-31-30-250 175
M ip-172-31-35-212 I,
TETT H ip-172-31-30-250 LERIERSS &/ IEH a2 T .

curl localhost: 8080

i AT A I i B AE B
<! DOCTYPE html >

< html >

< head >
< title> Welcome to Nginx!</title>

#E H AR AT A T AL T

docker node 1s

BT A R RS BT Gl 4 B .

ID HOSTNAME STATUS AVAILABILITY

r29f4djyzedzlaydwSgqvljb2w * ip—172-31-30-250 Ready Active
6zxgzwnpaurtlcd874goznl81l ip—172-31-32-49 Ready Active
adodmh76r7983qgskgix9390s9 ip—172—-31-35-212 Ready Active

R ip-172-31-32-49 45 5 A nginx IR 55 B9 25 #4% 52 B, 5 5% 3] ip-172-31-32-49 5 £
& F Docker #FE(F BRI UE— T .20 F .

Ubuntu@ ip — 172 — 31 — 32 — 49: ~ $ docker ps

LZ?A < E?EJILHE/J1H; ﬁD—F:
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CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES

g BrhE AR s AT R A8 T Swarm B% i ROAS ShRE TS LA AE P ik i1z
RS SE B RS Sl ] IFE IR 55 B B 1o O 210K . T IS IE ip-172-31-32-49 5 5 &
HWEWT T nginx R FEFTEAM 8080 i O, AT .

sudo lsof — i: 8080

XA A S FTED R T A MW 8080 i I (1 #E 2 51 2% th 945 BT

COMMAND PID USER FD TYPE DEVICE SIZE/OFF NODE NAME
dockerd 577 root 20u IPv6 69103 0t0 TCP * : http-alt (LISTEN)

A LAHR | ip-172-31-32-49 7 & B AR A 15 1T nginx B IR 55 25 2% 520, (H 2K AR Wy 1
nginx Ml 55 % #5 19 8080 i I,
2R V7] ip-172-31-32-49 5 4 _E A9 8080 3 1. AW T .

curl localhost: 8080

AT A A JE Y E AT
<!DOCTYPE html >
< html >

< head >
< title> Welcome to Nginx!</title>

WERH Swarm B W48 Sh B TAE IE % .
23 X637 SR AU BRI, R T B AIE X — 5L 7F ip-172-31-32-49 5 5 | Z K5 1A] nginx IRk
% KT — N RRER I Mo hE T IR, Ay A .

curl localhost:80807?node = ip— 172 — 31 — 32 — 49
26 % 5% 3 ip-172-31-30-250,, £ F nginx R4 XN AL HE . &AF HE@mLSWT .
docker logs — £ 1£00fef00d2e

HoAr 1f00fef00d2e /&15 4T nginx RS M A% 1D, & #s ID " 3# i docker ps A2 2 i,
Fﬁﬁjtﬂ E]/‘J H 1u\rj|3/\ﬁil %{iﬁljﬂﬁik E[ oA e

10.0.0.12 — — [10/Mar/2021:06:37:41 + 0000] "GET /?node = ip — 172 — 31 — 32 — 49 HTTP/1.1"
200 612 " - ""curl/7.68.0"" - "
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fE ip-172-31-35-212 5 i L AT R FE 1R MM S & B 2B iE R B &, B9
Swarm [ B 9 45 5 A T B4 i 1Y D RE .

TE /& ip-172-31-30-250 & F nginx IR 5 H &L 7T LUAH 7 2 docker service logs
nginx, iXJ& K % 5 manager 5 5,

5.3.7 JF%EE Swarm ¥ E
. ##& Swarm IFE

'3 Docker Compose Z&1l, Swarm 8 32 47 76 1 8 I FH A9 1 5 SC A4 v s B2 2% 09 B A I
B ELAE AR i A i A 455 O HLOSCHE RS UM Compose 2 3RAF . 7E Swarm HFRIX
/I\Yﬁﬁ%:/ stack 3CIF.

— R B PO UE S H S B AR T & AR R W Swarm, AR Hb IS 4T BT AN E/J

Swarm ;%ﬁo Docker Desktop BRIA H 2 HF 50795 p5 B9 Swarm S8, MR T EAEAR M BT
5 5B Swarm , W 7 ZAE R # H Docker Machine,

e Swarm Z i, 75 2 il Docker Engine DA Swarm # R iz 47, Fisfrla AT .

docker swarm init

2. X stack X
T & accounts W H AR H 3T docker-compose. yaml SC4H7 I P 25

version: "3.9"

services:
web:
image: ${ACCOUNT FRONTEND IMAGE}
depends_on:
— api
ports:
— "8088:80"

api:
depends_on:
— mysql
image: ${ACCOUNT IMAGE}
ports:
- "8081:80"
volumes:
— . /config:/config
command: go run src/server/main.go

restart: always

MySQL:
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image: mysql:5.7
volumes:
- mysql:/var/1lib/mysql
restart: always
environment :
MYSQL_ROOT PASSWORD: ${MYSQL PASSWORD}
MYSQL DATABASE: ${MYSQL DB}
command: —— character — set — server = utf8mb4 —— default — time — zone= + 08:00

db — migration:
image: goose
depends on:
— mysql
working dir: /migrations
volumes:
— ./src/database/migrations:/migrations
command: goose up
environment :
GOOSE_DRIVER: mysql
GOOSE_DBSTRING: root: ${MYSQL, PASSWORD} (@ tcp(mysql:3306)/ ${MYSQL, DB}
volumes:

mysqgl:

! docker-compose. yaml & #il & stack. yaml X4, T M 2x F stack. yaml X 1E M
Swarm stack X4,

Swarm A X4 restart, I AR BB stack. yaml 304, 8 restart:always B4,

Swarm YR 55 7EIR 15 2598 A S EH L 1 db-migration IR 55 78 58 AU E T 7 J5 25
HahiB i ATEEE . B db-migration M55 0 )5 SR IE ACHS IR .

db — migration:
deploy:
restart policy:

condition: none

HABLRFEAAL TSI T deploy B, MTHaE SRS EMEM LI E . deploy FE T
M) restart_policy FH F 48 & IR 55 00 HE )5 5K W% . restart_policy F Y condition H F 48 & fit & &
JA B . BOAE 2 any, W AT LT, HE W P kS # S ER. X Bk
condition 8 & N none, BEZLATHA THA S AN EE

3. AENH

PAEHE AT LA Swarm 5 &8 28 B JH accounts 1, 7E J5 3 91 H B9 AR B 5% F iz 17 19 i 2
W

docker stack deploy —— compose — file stack. yaml accounts
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AT LAE B LU R R
Ignoring unsupported options: restart

Creating network accounts default
Creating service accounts_mysqgl
Creating service accounts web

Creating service accounts_api

XA deploy Faw A 44 5144 up . Wik & e n] DL | 1 iy 4 1 19 docker stack deploy #t
W docker stack up, 2 Hi--compose-file I T48 % Compose XXMM & . &G — 1S4
accounts & i N T A4 19 i A 25 2 1 4R B B 1 24 F

TR docker stack T4 44 F 19 & X WE? I3 stack MR E & —HE. 51 & L& KR
WO . WMAHBE T 245 T DS 2 k55 4B AR FR Dl stack,

4. EFERESRKE

WA AL & 28 4% © & AE W AT . a2k

docker stack services accounts

BATAA A b R E B W G 4 31D .

ID NAME MODE REPLICAS
2kxwbk7x061lk  accounts_api replicated 1/1
fdyzh2o0jmlh6  accounts_db — migration replicated 0/1
s91g0nf74b9r  accounts mysqgl replicated 1/1
23715hbprlz7  accounts web replicated 1/1

JG 2 3ME BT .

IMAGE PORTS
accounts:dev * :8081 — > 80/tcp
goose: latest

mysql:5.7

accounts — frontend: latest % :8088 — > 80/tcp

5 B REPLICAS F B /R api.mysql il web IR EE & 1F
5. XA
XK A R AN AT DL A A 0 R

fﬁu
—\\

docker stack rm accounts — stack

BITMA R NESNT .
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Removing service accounts — stack_accounts
Removing service accounts — stack mysqgl
Removing service accounts — stack_web

Removing network accounts — stack default

5.3.8 y=IREE Swarm i #

ARG T AR MR 55 /T LATEAR B0 sl s A7 0 A R T e 55 iyl F M. 0847 iRk 55
() AT R AR U AT DL PR b 7E A Y B S B IR 55 . D0 AR KRR B IR 55 X6 T RS
s B LIS B2 s AR R 2 B

5.3.7 WH ) docker-compose. yaml C{FH B api IR 55 75 B 75 B #E 25 A o 9 Tid B S
. /config, AT .

api:
volumes:

— ./config:/config

A A b, SCA 30 75 27 Mk 55 i3 30 RIS AE i AT M A S MO 179 SO o i R T R L AR
Docker Swarm 3 FFE AL B 7 B A7 7F Docker configs ", XA S AN 7 B2 IC & SO HE 2R 3
Kb T,

Docker configs — Mt R AE Gt AE WL B C &A% B, Q0 2R 75 ZAEA %5 1 L APT 254 J Uk 45
SEHLEAF B, B AP Docker secrets,

T B JE Docker configs H X Swarm A7 I IR 45 4= %%, 5 F{# ] docker run iy 44
A ST 28 88 F Docker Compose Az i B 25 # ) G %4 ] configs.,

MU INE A configs B, configs WA fF B & 984 4 b & 3% ] Swarm 1% manager 7
KRR AEAETE Raft HAEW . Raft HARS#CE I 2R 9T A manager 19 5, X FER
UE T configs ¥ #s it i mT HIE

Iz 55 1 1] configs J& - AN #Y configs R 23 78 i 17 Mk 55 (1 25 4% th DL SCHF 8 =i 3R,
X T Linux A5G T 1Y Docker 288, XA SR A9 BOA AL B EAR H ok /<BLE S F>T .

1. E X stack X

P88 T IF X ¥ 55 19 docker-compose. yaml S, #7 & stack. yaml X4, 2 docker-
compose. yaml SCPF NS ) stack. yaml SCEFH, T T 46 18 SOBT 61 - 19 SO

e B = 9 SO stack. yaml HAITA configs & L AURS AN

configs:
plain config:
file: ./config/plain. yaml

TEH XS api e 55 A0 L0385 AT I o ARAS AR
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api:
configs:
— source: plain_config
target: /config/plain. yaml
mode: 0440

configs W& XA PRI EL , —Fl2 KEE, 5 —M2miEs., SBEEHMRERIEL, K
AR AL T AR E S 8. source:plain_config #&/R At & 2k I 2 plain_config, 5t & 5|
FH4 R 5E LY plain_config, target:/config/plain. yaml 275 ¥ Be 8 SCFH R B A s P Y
/config/plain. yaml 3Cff, mode:0440 F7s¥4 25 g e & SO 9130 5 AR 3% & Sy 0440,

X FERC B SO, /config/plain, yaml HAJ N 5 &8 1T configs B 77 =0 H BLLE api IR 55
B4 H 1Y/ config/ plain. yaml 344,

e S config/ plain. yaml WAL T Kl 22 25 65, AT LA 25 5 45 HIL 235 £ 8 0 3 Bt 7y
SO DUE 2 FFE 3, XA 20 0 T 38 2 31 Swarm Hr i, 7] RLFFH Docker secret 2 77 HUEL
I8 PR

T AL S config/ plain. yaml Hr i 85 PR % 5 ik 2 500 (9 SCF config/secret.
yaml H1 B S secret. yaml, 7E 3/ E AN ZETT

database:

password: 123

X HT plain, yaml SCAFRI AT -

server:
port: 80
database:
host: mysql
port: 3306
username: root

schema: accounts

Tr stack. yaml T A configs & X U ANT .

secrets:
secret_config:
file: ./config/secret. yaml

BT api RS NN secrets & X EHUSE AT .

api:

secrets:
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B 058 5 1 stack. yaml NWAIF .
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volumes:
— . /src/database/migrations:/migrations
command: goose up
environment :
GOOSE_DRIVER: mysql
GOOSE_DBSTRING: root: ${MYSQL, PASSWORD} (@ tcp(mysql)/ ${MYSQL DB}
deploy:
restart policy:

condition: none

volunmes:

mysqgl:

configs:
plain config:
file: ./config/plain. yaml

secrets:
secret_config:

file: ./config/secret. yaml

Fe TR K 2 manager s HEAT AR

2. iEEW ﬁ'xﬂkE

% F| manager 17 5 LLE S HE accounts 3 H & il B M5 T/EH T, A stack. yaml
i TR AR ,Fﬁl«lﬁ%%ﬂﬂ. env AP i F] accounts WHM HR T,

cenv CFNAEMTE .

ACCOUNT_FRONTEND_IMAGE = bitmyth/accounts — frontend:vl. 0.0
ACCOUNT IMAGE = bitmyth/accounts:v1.0.0

MYSQL PASSWORD = 123

MYSQL_DB = accounts

.env SCHE A H I BEARER A0 B AR i T 4K
U stack. yaml SCHE R H 388 B Swarm i, Swarm 3 A% Compose —FE H 3l
B env XA ECE AR AR, HEFHREHEIMAEALE, ST,

export $(cat .env)

BXFERL AT DA, env SCH P8 SR 4 H AR AR S AE S ET Y shell #EFE A RL
3. BBEMNH
T A G BN S P4 = 58 Swarm E£REF L, mASUT .

docker stack deploy —— compose — file stack. yaml accounts
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BIATMA SRR BN ENT .

Ignoring unsupported options: restart

Creating network accounts_default
Creating secret accounts_secret_config
Creating config accounts_plain config
Creating service accounts_api

Creating service accounts mysql
Creating service accounts_db — migration

Creating service accounts_web

MEBEEESIARRSHEL TR ET I HEIE T —4 config, 4 F MY accounts_
plain_config, HAMIE T —4 secrets % F M accounts_secret_config,
Ji docker config iF 2 [ #FF config | FE ., S W T .

docker config ls

S SRS EE TR EPSS I

ID NAME CREATED UPDATED
ptelpOuyrb7021wioxhrgnt64 accounts plain config 21 seconds ago 21 seconds ago

LA accounts_plain_config BUTEAH N A . ST .

docker config inspect accounts_plain config

B AT a4 5 i B fE B

{
"ID": "ptelpOuyrb7021lwioxhrgnt64",
"Version": {
"Index": 39458
bo
"CreatedAt": "2021 - 03 - 11T01:31:52.5954871862Z",
"UpdatedAt": "2021 - 03 - 11T01:31:52.595487186Z",

"Spec" : {

"Name": "accounts_plain config",
"Labels": {

"com. docker. stack. namespace" : "accounts"

} 4
"Data": "c2VydmVyOgogIHBvcnQ6 IDgwCmRhdGE1YXN10gogIGhve3061G15c3FsCiAgeG9ydDogMzMwNgogIHVz
ZXJuYW1101iByb290CiAgcGFzc3dvemQ6 IDEyMwog IHNjaGVtYTogYWN b3 VudHMK"

}
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iy A5 BoP BRI Data FBEt 20 & 1Y BRI 2, X 2 base64 Zid 5 mgs R, al L)
Hfir 4 baseb4 KM AR .2 UT .

base64 — d <(echo c2VydmnVyOgogIHBvcnQ6 IDgwCmRhdGF 1YXN10gogIGhve3061Gl5c3FsCiAgeGY ydDogMzMw
NgogIHVzZXJuYW110iByb290CiAgcGFze3dvenQ6 IDEyMwog THNaGVtYTogYWN b3 VudHMK)

1B AT A4 I i A RS A AT

server:
port: 80
database:
host: mysql
port: 3306
username: root
password: 123

schema: accounts

XF G A AL /config/plain. yaml X, K BT —800.
THZE secret FFLIFAIN secret 2 HAN WIS .

docker secret ls

BITMA R NESNT .

ID NAME DRIVER CREATED UPDATED

siceibvjehoh8hj4b64ia2esi accounts secret config 2 minutes ago 2 minutes ago

ML FH accounts_secret_conlig FITEHNA . ST .

docker inspect accounts_secret_config

BATMA R EST .

—

{
"ID": "siceibvjehoh8hjdb64ia2esi”,
"Version": {
"Index": 74589
b,
"CreatedAt": "2021 - 03 - 11T07:02:22.774283061Z",
"UpdatedAt": "2021 - 03 - 11T07:02:22.774283061Z",
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"Spec": {

"Name" : "accounts_secret_config",
"Labels" : {

"com. docker. stack. namespace" : "accounts"

}

HAH Swarm FRIIRS IR, ST .

docker service ls

IBAT A A 5 B AR CGRT 4 51D .

ID NAME MODE REPLICAS
9iqgolp4cb3jj accounts_api replicated 1/1
rwptwtkorrhl  accounts_db — migration replicated 0/1
Ov6relvdchf4  accounts_mysqgl replicated 1/1
sx7b95d9au5q accounts_web replicated 1/1

JE NN

IMAGE PORTS

bitmyth/accounts:v1.0.0 % :8081 — > 80/tcp

goose: latest
mysql:5.7
bitmyth/accounts — frontend:v1.0.0 % :8088 — > 80/tcp

4. EFERERS
accounts_api IR 55 5 35 . 7] DL oK & B #2448 0 V02 101, DL R B iE & 5 T AR IE %,
AT

curl —v  localhost:8081/vl/register — d'{"name":"test"}'

SRR 55 1E IS AT D02 e B S AR N e R PN AR

{"token" : "eydhbGci01JIUzI1NiIsInR5cCI6IkpXVCJ9. eyJ1aWQi0jQsInVzZXIi0nRydWUsImV4cCI6MTYXNT
U2MjA5NywiaWF0IjoxNIE1Mzg5Mk3LCTpe3Mi0iJCalthe2gifQ. USttnL.2zRAz1LzNb30dBu7 txcHn5NLHZMh8S
44 — ybBc","user”: { " ID": 4," Name":" test"," Password":""," Email":""," Phone":""," Avatar":"",

"CreatedAt" :"2021 — 03 — 10T15: 14: 57. 870701764Z", " UpdatedAt" :" 2021 — 03 — 10T15: 14:57. 870701764Z",
"DeletedAt" :null}}

accounts_api AR 55 J& JC R A A9, BF L AT LUAR J7 8 48 accounts_api il 55 SE 4] 7 & F)



%0 <

TREF R L

34~

’ uAﬂ/‘% ﬁﬂ —F :
docker service scale accounts_api = 3

BT ER RN EDT .

accounts _api scaled to 3

overall progress: 3 out of 3 tasks
1/3: running
2/3: running
3/3: running

verify: Service converged

LI ER AR E s . i Docker configs A LLiEAS [F] A9 37 s =2,

#F accounts_api M55 1) 25 4% L9 o0 A ZEWREE 5 5 a2 W

docker service ps accounts_api

B AT A I i A AT AT 4 51

ID NAME IMAGE

NODE

jd0p13e9s39r accounts api.l bitmyth/accounts:v1.0.0 ip— 172 — 31— 30— 250
7zyémqlvfkrz accounts_api.2  bitmyth/accounts:v1.0.0 ip—172 - 31— 35-212
tdf2qgiithyz4 accounts api.3 bitmyth/accounts:v1.0.0 ip—172-31-32-49

Ja 4 BINAEUT .

DESIRED STATE CURRENT STATE ERROR PORTS
Running Running 9 minutes ago
Running Running 4 minutes ago
Running Running 4 minutes ago

5. XHRM A
K HEA N H AT .

docker stack rm accounts

B AT 5 R BN

Removing service accounts_api

Removing service accounts_db — migration
Removing service accounts_mysql
Removing service accounts_web

Removing secret accounts_secret_config
Removing config accounts_plain config
Removing network accounts_default
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5.3.9 ZHRSS A

TEAE T Swarm ERHEE A 2D A, TERET RSS2 SRR, X
58 A b 5 M A 1) IR 55 E U B 3 LAt Y 4k 2k AT i, R 23 I EolE £ S ey g L. i n
MySQL Mz 55  7E 1l 1 2 LAY stack. yaml SCEH, MySQL i 7 — A M %045 4 . MySQL
B e 2 A7 B AN B . 2R MySQL 8% 98 B 21 7 A 5 D0 AR A A Bt
248 B Z PR AE BB

XA ) AT DL E MySQL IR 55 32 47 78 [ 8 09719 mOR i e gl Je 78 0 3 A v
PR MySQL IR 55, fifi & e 8 B 200 2 2R 1 8. XA TIRETE Swarm HFR R HUE 29 3R
(Placement Constraints) . JB{4% B SO 2 % 8 e 55 75 B RS9 s s AT AT 401

R 24 R A R 3 e X R M AT R R S . AR DL Y S AR ZE (node. labels)
S, AT DL A DT FE YT S B9 £ 8 (node. role) . 17 . ID (node. id) B 15 55 B FEHL 4 (node.
hostname) SF 52 FY ,

TSR ATE I3 2 S SRS 2o DU B ORI T R R E AR A SRR TE IR 55 E S
R DT C B Y bR 2 A Sy BRI A SXORE R 5 R 2 R B PR 28 DTS A A L

G S0 A B bR 2 T 55 i 8 29 ) b i 46 8 B9 AR DL IE . IR 55 A S 90 B2 T .
T T HCE FR B Y IR 55 o 20 SR AE 8 B I T S A DG I B AR A IR 55 8 TR R L 2%
— HA TR EAR A . A SR AT W R IR 55 Y At ik 2 R A% L W IR 55 [R)RE G
PREE .

Swarm £ B S BFR M N key=value, A LRI SR E — B E DR

T AR 25 A S MySQL R S5 1 CE 290, R MySQL R 55 T LLB A7 /15 i 75 22
A% role=db B stack. yaml U MySQL i 55 19 S AR an T .

mysql:
image: mysql:5.7
deploy:
placement:
constraints:
— "node. labels. role == db"

image FEE TR deploy FEBH TH E RSB H M X B & . deploy FE T 1Y
placement FH 48 & IR 55 MUE BCE . placement T [ constraints T 4§ &2 HCE 1 BR il 214
XEAEE TAREICH &M, AR % 1F M node. labels. role==db, /R & B HH role=db
PREEIT al . R RPN BIERNE 2 ANFS ==", AREFMPH=="R/RITH, H
N="FRHERR .

[ #E b, db-migration IR 55 P 2 HE 28 T A b 9 25 95 5 B8 SC 1, 75 2 7R [ 58 19 99 a5
T NS e e E AR . BBUS 1) db-migration I 55 B9 E AT
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I3

db — migration:
image: goose
depends_on:
— mysql
working dir: /migrations
volumes:
— . /src/database/migrations:/migrations
command: goose up
environment :
GOOSE_DRIVER: mysqgl

GOOSE_DBSTRING: root: ${MYSQL PASSWORD}@ tcp(mysql)/ ${MYSQL DB}

deploy:
restart policy:
condition: none
placement:
constraints:
— "node. labels. role == db"

B A E MySQL 1217 35 S 2 ip-172-31-30-250, B 55 0 35 A5 ip-172-31-30-250 % &

role=db, & T .

docker node update —— label —add role=db ip— 172 - 31 - 30— 250
BUEAR 2 U B AR AT
docker node inspect ip— 172 — 31 — 30 — 250

T8 474 Jm i 9 15 B & B B Spee 7B FBUANT -

"Spec": {
"Labels": {
"role": "db"

}/

FRTT A ip-172-31-30-250 & HA T % role=db.,
58 B B L FE TR N L A A I

docker stack deploy —— compose — file stack. yaml accounts

Jéﬁp‘ JA GBS IR F MySQL R 55 J& 75 9% 8 B 2] 15 /5 ip-172-31-30-250

docker service ps accounts_mysqgl
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AT A E s B F i NODE #I i & I F .

NODE
ip— 172 - 31 - 30 - 250

VLI E AR AR T . MySQL IR 5532 17 #E A4 7% role = db FRZE 5 44 ip-172-31-30-
250 k.,

5.3.10 HEWsE

1. @A

H X T 0000 57 32 47 17 B0, 28 AL AV S8R S R e is A7 RS s 25 i AR,
Swarm HIEAT Ik 55 R A 242548 920, W A 7 IR 55 P AR i B & v LURE ] docker
service logs i %, ESRETHIA EHmH EEPER BN, HEMH docker service
logs it 2 & & H &1y 75 AL R A7 i ﬁﬂﬁﬁ%“%ﬂﬂﬁ%%ﬁiﬁd’?

WD J7 S L TR T HAB 2 A% B H R SR 515 T 4 49 anfe] i
EFK (Elasticsearch—+Fluentd+ Kibana) T B A L 81 H &Y FAb #1

2. Fluentd

Fluentd 2 JF IR 19 H 2580808 W 5 T2 F a7 B 0F Bk eIt 5w . S H AT A E
SCRE AL BEFN 5% K B A E U H AL BER %5 . Fluentd X Docker 9 32 MR 4F, & Docker
B H &S Z —. Fluentd /& CNCF(mJFATTREE OB EMITHZ —.

Fluentd [F] i BA R AF 09 M A RGP, SR T B 5@ SR 06 2 A PEAL FR oK

EFK $i AR Fluentd 7 240U 5 19 H 5 %% & 3| Elasticsearch, I L %4 Fluentd %
4% Elasticsearch i {4, i Fluentd ‘B /i M BRI AT % %% Elasticsearch i {4, 7 Z 2 T B 5
GR A E L BER . T TG E Fluentd 5518 . T 19 Dockerfile U1F .

FROM fluent/fluentd:vl.12.0 — debian— 1.0
USER root
RUN ["gem", "install", "fluent — plugin— elasticsearch", " —— no— document", " —— version", "4.3.3"]

USER fluent

TE X4 Dockerfile [A] 2% H ¢ Fig w4 B B8R, a2 T .

docker build — t bitmyth/fluentd— es:v1.0.0 .

X ?ﬁ%ﬁ T %% T Elasticsearch i 4 19 Fluentd 5518, & X M8 4& 14 3
Docker Hub, XFEEREF A ST UL FEXADNBAR T . a2 WF .
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docker push bitmyth/fluentd — es:v1.0.0 .

ffi H Fluentd W Swarm B AT A 4500 H & 75 206 Fluentd %8 4 Swarm 42
JRR 45 . 1BEL stack. yaml SCF 381 Fluentd AR %5 1€ AR UWT .

fluentd:
image: bitmyth/fluentd — es:vl.0.0
environment :
FLUENTD CONF: 'fluent.conf'
configs:

— source: fluentd config
target: /fluentd/etc/fluent.conf
ports:
— "24224:24224"
— "24224:24224/udp"
deploy:
mode: global

THIANFAHE X,
environment FE 1% X 7 FLUENTD CONF ¥ 55 48 &, 40 & 9 % & 4 fluent.
conf, XNIAEEAS G T4 & Fluentd 132 BB & A9 S04 ARG ANT «

environment :
FLUENTD_CONF: 'fluent.conf'

configs Bt W & X T fluentd _conf, target: /fluentd/etc/fluent. conf 3 75 {0 fic &
fluentd_config #:#k B & 4% 7 /¥ /fluentd/ete/fluent. conf 34, Fluentd BRIA M BC B SC 4 &
& /fluentd/ete/ . ;X ¥E Fluentd 5t ol LI ERHRE] B & X ) fluent. conf X RS ANF .

configs:
— source: fluentd_config
target: /fluentd/etc/fluent.conf

/ST Fluentd WiWF B9 TCP 3 11 24224 F1 UDP 3 11 24224 AR5 401°F .

ports:
— "24224:24224"
— "24224:24224/udp"

R %5 4 LA global B . ﬂi?it%fﬁﬁﬁ% SR 22 JE 81—~ Fluentd 25 8% 554, X B
Fluentd #t AT LASCEE I 4549 i Fas A7 i a4 B = AL i H A

deploy:
mode: global
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| 3& Fluentd & X 319 fluentd _config & X UWTF :

configs:
fluentd_config:
file: ./config/fluentd/fluent. conf

2% B fluentd _config Bt & T A9 N 2 % M. /config/fluentd/fluent. conf 3CH#F 52 B,
Fluentd BRIANKE SCH 9 A5 AL & o UTF-8 5k ASCII,
. /config/fluentd/fluent. conf XN AT :

< source >
@ type forward
port 24224
bind 0.0.0.0

</source >

<match * . *%>

(@ type copy

< store >
(@type elasticsearch
host elasticsearch
port 9200
logstash format true
logstash prefix fluentd
logstash dateformat $Y%m%d
include tag key true
type name access log
tag key @log name
flush interval 1s
</store >

< store >

(@ type stdout
</store >
</match >

I A 2R S R A S

FESCH B A AR Ak R RS SRR . Fluentd it B SCHFH X2 X £ 4 source., %
A source # L AR E @ type ZHOR R WM A 25 AHfifh. @type forward KR AL A
MR R & . BR T forward, Fluentd 38 3 4F hetp #fi . heep 3 £ <324 HTTP fig
% LA HTTP &% M %E , M forward $2 41t TCP IR 55 , #Ik LL TCP #4is  ny B & 3%
AR . AR A A O AT DA TR] B . 2R P A A T 00 /2 75 5K, Fluentd
AP R E i A
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$84 port 24224 Fr Fluentd 3@ TCP i 1 24224 #:0 H 25504 . bind 0. 0. 0. 0 /R
WA R RIS

Fluentd I SR R — D F . FHEAE T tag Y time JEEFI record
JE . tag JEPER TG B EEIEORIE . BRSO S T BRI A . Fluentd
TETE tag WP B F AT R /NS 07 BF B0 M T gk, I IE W 3R GA KRR B [a20-9_ ]+ s,
FAHY time J&PEJE UNIX B[S 2, i 4 A A48 2 B E . FEA record J& P& —4>
JSON Xt 4,5 1 SE b A r 80 , ARaS an

< source >
(@ type forward
port 24224
bind 0.0.0.0

</source >

684 match H T 4% ] Fluentd 4] DT R0 % G ZX 48 . match % . %% ROR DL A0 A
* . oex M tag (BFRZO B, B match 84 #4445 & — N PE LB L F— D @ type
SR, VEmAE R TVC R AR . match @ type T35 52 1 AT 4 3 48 1

X B @type copy 85 T copy #iff. & Fluentd P& i — s 4 {4 . copy
SEFEGE R B Z A,

54 match L& store 52 T A6k 9 B M. match #8 4 o 2/ 25 & —
A store RS ANF .

<match * . x%>

@type copy

store 84 T H) @ type elasticsearch ﬁﬁﬂ:if’bﬁiﬁﬁﬁﬁ elasticsearch ffiff. host FH T3 E
elasticsearch 1 1P #ihil, (K4 Swarm H IR 45 7] LI 33 DNS SR f# & 09 1P #udik, BT LLixX
HfiF elasticsearch IR % & 1E N host ZEMI{H . port 9200 48 & elasticsearch IR 45 1 TCP
Ui 1150 9200, 1SR 7R B & % 3 £ 4 elasticsearch R 55, W AJ LU 3 hosts 48 & . 41 40 .
hosts:hostl:portl,host2:port2, il 7w i i Fag X F8 2 T £ elasticsearch I 55 B9 1f
BT 45 B A elasticsearch AR 55 #Y host Al port FE w2 0% AT .

< store>
(@type elasticsearch
host elasticsearch
port 9200
logstash format true
logstash prefix fluentd
logstash dateformat $ Y% m% d
include tag key true

type name access_log
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tag key @log name
flush_interval 1s
</store>

K4 Logstash F& M XL EE S ARG AUSITT

logstash format true

PRSI RT S E N (luentd ARSI .

logstash prefix fluentd

BRI F AR E R NY Y% m%d. Al 20210325 ST .

logstash dateformat $Y%m%d

¥ Fluentd Y tag JT A Elasticsearch 45+ SIS .

include tag key true

18 E B A Elasticsearch W USRI % F . type_name S {E Elasticsearch 7 14
BE A 8 7€ (B _doc, 1T Elasticsearch 8 23 Zg X M8 A ANT .

type name access_log

$5E 5 A Elasticsearch 11/ Fluentd tag B4 F @log name, f8AG 1T .
tag_key @log_name

B8 B AP BT N L R BE O s AR AR

flush_interval 1s

3. Elasticsearch
Elasticsearch J23E & Wi 17 W ¥ IR 18 K 51 %8, 78 EFK % A ¥ 19 1 0 2 7~ 77 Fl R 51
Fluentd YW B &8s . T 1 E X Elasticsearch AR5 . B2 stack. yaml X ARSI F .

elasticsearch:
image: docker. elastic.co/elasticsearch/elasticsearch:7.10.2
environment:
— "discovery. type = single — node"
ports:
— "9200:9200"
deploy:
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resources:
limits:
cpus: '2'
memory: 2G
reservations:
cpus: '1'
memory: 1.5G

Hi T Elasticsearch I 45 75 S i H] L 3 2 19 A7, BT ATE B3R5 SCH 38 n 1 xF CPU Al
PN A B 58 P B A 1 75

FR | Elasticsearch fx Z i FH 2 4~ CPU 1 2GB ) NAT . 18 A BR i 25 #5456 9 A7 1017 100
T HCRES I TS 2 RS NAE U 2 g N R P kas AT ARSI R

limits:
cpus: '2'
memory: 2G

>N Elasticsearch IR 1 4~ CPU F1 1.5GB NAE. WREA T A0l LI R38 EMit
SR UR T 2K D0 AR 55 TG vk R R T L ARAS A

reservations:
cpus: '1'

memory: 1.5G

4. Kibana

Kibana N f#i ] Elasticsearch 24t 7 & -1 UT B i, A% T 8 F Elasticsearch fAMERE
J5 8 ] P 25 i8] Elasticsearch H 4R .

T X Kibana g %5 . &2 stack. yaml SCOF AR NF .

kibana:
image: kibana:7.10.1
depends_on:
— "elasticsearch"
ports:
- "5601:5601"

depends_on 7 B iy Kibana iR % K #ffi T* Elasticsearch, 4 Elasticsearch J§ 3115 4 2 )8 3
Kibana,

5. { A Fluentd BEIE SN

AR B 1 B A A0 P AR & A IR 55 B R H IR 3 . 1 56 18 8Os i o
H, Wi api kR4 BB H KRS ACHWT .
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api:
logging:
driver: "fluentd"
options:
fluentd — address: localhost:24224
tag: api. {{.Name}}

H AT AR A BN T logging W H . K H HIRSN & fluentd, H & 5K 3 15 T 5@
i options & X . options F B fluentd-address & X T fluentd W5 Wt (19 ™ 2% Hb dik . FFI +
Fluentd J& LA global #2249, B LLAEAS 5 2088 7] UGB 1 localhost 3X A4~ # bk 35 7] & .
options T Y tag & L T H& AT, {{. Name) } 2 BOF A 4104 7. x5 api. {{. Name} |
28 {24 {bl api. accounts_api. 1. gvqdexpd99fdt7grxkr38zled X AL B F 45 & o

R 1, BT SR o 5 H (Web i 45) 38 H R RS B MU iR anF .

web:
logging:
driver: "fluentd"
options:
fluentd — address: localhost:24224
tag: web. {{.Name}}

Web e 55 7€ SCHYHABFE 73 R EF A N T logging WE .
6. ARE
W

export $(cat .env.prod)

R AT LA AE. env SCPF A SCHY 42 B PR 28 4 78 2 B A9 shell BERR R AR50, 58 U3
5

B AR R B B A PR TR B AL P R B Swarm SRR L ar S IR

docker stack deploy —— compose — file stack. yaml accounts

IBAT A e R AN

Creating network accounts default
Creating secret accounts_secret config
Creating config accounts_fluentd config
Creating config accounts plain config
Creating service accounts fluentd
Creating service accounts_elasticsearch
Creating service accounts_kibana

Creating service accounts_web
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Creating service accounts_api
Creating service accounts_mysqgl

Creating service accounts_db — migration

& Fluentd IRE MRS, ST .

docker service ps accounts_fluentd

B A7 4 Jm  AE B 5 FIanT

NODE DESIRED STATE CURRENT STATE ERROR PORTS
ip—172-31-35-212 Running
ip—-172-31-32-49
ip—172-31-30-250 Running

Running 3 minutes ago

Running Running 3 minutes ago

Running 3 minutes ago

A LAE B Swarm FEREH A BT 52175 Fluentd fiZ55 .
PR RFTIF W B AR V5 7] Kibana, B 8 2 AR R TIBORI. BOAE & 5-1 fros.

#® Elastic

= . Stack Management = Index patterns

Ingest ®

Ingest Node Pipelines You have data in Elasticsearch. _

o Now, create an index pattern. :
index Management Kibana requires an index pattern to identify which indices e

Index Lifecycle Policies
Snapshot and Restore
Rollup Jobs
Transforms

Remote Clusters

Alerts and Insights @

Alerts and Actions
Reporting

Kibana @
Index Patterns

you want to explore. An index pattern can point to a
specific index, for example, your log data from yesterday,
or all indices that contain your log data.

@ Create index pattern

Want to learn more? Read documentation =

K 5-1 Kibana Index patterns B T

g DU H Y Create index pattern %4, 2 Bk H% 2 WAl 5-2 fr /R UL .
TE LI H Index pattern name i AAE & A fluentd- * , W& 5-3 Frs,
RJG Bl Next step #8768 T P 1E$E Time field T $7 51 FAHE F AY @ timestamp

2Z i il Create index pattern #Z40 , W& 5-4 AR,
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Create index pattern

IAn index pattern can match a single source, for example, filebeat-4-3-22 , or multiple data
sources, filebeat-# .
Read documentation =

Step 1 of 2: Define an index pattern

index pattern name
index-name-* | Next step >
Ise an asterisk (*) to match multiple indices. Spaces and the characters \, /,2," <, >, | are not allowed.

X Include system and hidden indices

Your index pattern can match your 1 source.

fluentd-20210325 Index

Rows per page: 10 ~

A 5-2  f# Kibana index patterns 7

ndex paftern name

fluentd-* Next step >

Use an asterisk (*) to match multiple indices. Spaces and the
characters \,/,2," <, >, | are not allowed.

X Include system and hidden indices

~ Your index pattern matches 1 source.

€ 5-3 % A Index pattern name

Step 2 of 2: Configure settings
Specify settings for your fluentd-* index pattern.
Select a primary time field for use with the global time filter.

Time field Refresh

@timestamp v

» Show advanced settings

[l 5-4  #EHF Time field
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TREF R L

BTk mim A L AFZR, ERITASERA R &S Discover, A 5-5 Fis,

= . Stack Management ' Index pa
() Home

Recently viewed ~

No recently viewed items

P, Kibana v

Overview

Discover

K 5-5 i Discover 8%

PRAE AT DAAE 00 i Ao S H A T . VR G S I E L S8 R R St SRR T DAy A — 8k
H &5, & /5 7l 2] Kibana P& F X 4 H HE 40P . Kibana & ER& B AT H &, WA 5-6

Frs .

Elastic

= . Discover New Save Open Share Inspect
[5] ~ Search KQL [~ Last 15 minutes Show dates

=

@+ Add filter
fluentd-* -~ = 20 hits

QU Search field n Mar 25, 2021 @ 16:38:53.753 - Mar 25, 2021 @ 16:53:53.754 Auto v
&) Filterby ty... ' 0
Selected fields

& _source

Available fields 2
L 1
t id : [ ] O I.

_index 16:35:00 16:3700 13000 164100 16:43:00 16:45:00 164700 164000 1E:51:00 16:53:00

Count

-

Scofe @timestamp per 30 seconds

-type Time « _source

@log_name
> Mar 25, 2821 @ 16:53:40.888  conrainer_neme: /accounts_aspi.l.wogqB9i5df31n6@BAgxbsaxfcd source: stdout

0@ @timestam;
@ . log: [GIN] 2821/@3/25 - B8:53:48 | 204 | B.878us | 19.8.8.2 | OPTIONS

t container_id * fv1/1ogin®
! container_name container_id: e3bB9d727e3352e2f068e7efc69f27acceffIesbeddbnl cd21afd585faeldck
t log b2 etimestamp: Mar 25, 2021 @ 16:53:40.808
t source B
e > Mar 25, 2821 @ 16:53:48.880  goyrce: stdout log: [GIN] 2821/83/25 - 08:53:48 | 208 | 98.895372ms |

19.8.8.2 | POST "/v1/login”

ids 23hR0479 T Tafra0fI7 ££908ha0ARE AT C1]

K56 AFHK

18 H S ] LA B 5w 250 H AS S0 FH A H AR, DURT w50 3 ™ A= 9 H 8 6, s 5-7

PN
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* Mar 25, 2821 @ 16:51:04.800  gource: stdout log: 19.9.8.2 - - [25/Mar/2021:08:51:84 +0088] “GET / HTTP/1.1° 200 984 =-° *-° =-°
container_id: 74 7f94ed5c734776d3e0cH: cOd87c5d1df 247297 8bd7
_name: /accounts_web.l.gvg dt7grekr3Bzled Btimestamp: Mar 25, 2821 @ 16:51:84.800

#log_name: web.accounts_wab.l.gvqdcxpd99fdtTgrxkriBzled _id: RaClUakgBvNUrET1FfJ79 _type: _doc _index: fluentd-28218325

-score: -

& 5-7 T H & )

H#EL R FEER 5-1 s,

x51 HwmBEFER

S ¥ OB O
@log_name web. accounts_web. 1. gvq4cxpd99fdt7grxkr38zled
(@ timestamp Mar 25, 2021 @ 16: 51: 04. 000
_id RaCUaHgBvNUrEt1{{]J79
_index fluentd-20210325
_score -
_type _doc
container_id 747e096cabfd7{94e05¢734776d3eac03396e865c0cc9d07c5d1df24729f8bd7
container_name  /accounts_web. 1. gvqdcxpd99fdt7grxkr38zled
log 10.0.0.2 - - [25/Mar/2021:08:51:04 +0000] "GET / HTTP/1.1" 200 904 "-""-""-"
source stdout

A LM container name FEEFIW H A & 774 AW AR 45, 8 33 container_id A DA #E
A H R AR .

7. BE

HF EFK AR SCHN H B WA R S n] LLSCES Ml 4E B L IF el DLJr (g R H
AR DA S8 AL R DT S AR T 43 A PR BE R 28488 H A e — Ak 3L



