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WRE/SIW NEWS  GetAcquainted v Get Help

Download Wireshark
The current stable release of Wireshark is 3.4.2. It supersedes all previous releases. You can also download the
latest development release (3.5.0) and documentation.

Stable Release (3.4.8)

Windows Installer (64-bit)
Windows Installer (32-bit)
Windows PortableApps® (32-bit)
macOS Intel 64-bit .dmg

Source Code

0ld Stable Release (3.2.16)

Development Release (3.5.0)

1.1 FTJF Wireshark 195 M

PR 3. 4. 2 A, By Windows Installer(64-bit) F 2%, Al A F 28 BT = H 5%, F 3
X h Wireshark-win64-3. 4. 2. exe, TRATIZ XM, B g B E 1.2 i,

M Wireshark 3.4.2 64-bit Setup - X

Welcome to Wireshark 3.4.2 64-bit
Setup

This wizard will guide you through the installation of
Wireshark.

Before starting the instalk make sure Wireshark is not
runnng.

Click Next' to continue.

[het> | [ cance |

K 1.2 4% Wireshark-win64-3. 4. 2. exe
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License Agreement
Please review the bcense terms before instaling Wireshark 3.4.2 64-bit. ‘

Wireshark is distributed under the GNU General Public License.

is text consists of three parts: A

'art I: Some remarks regarding the license given in
'art I1: The actual license that covers Wireshark.
art [11: Other applicable icenses.

in doubt: Part II/111 is the legally binding part, Part I is just
there to make it easier for people that are not familiar with the GPLv2.

This is not an end user kcense agreement (EULA). Itis provided here for informational
purposes only.

| <ok [[howd ] [ cone

K13 Bavral Pl

Hali Noted $% ] » B8 225 A AL F 3 HURF B A7 B S e RE AR v A ] 1. 4 oo

M Wireshark 3.4.2 64-bit Setup - x
Choose Components
Choose which features of Wireshark 3.4.2 64-5it you want to install. ‘

[#] Tshark
- [¥] Plugins & Extensions
- Tooks

[¥] Documentation

T e

Bl14 R R AT

iy Next #2241, s HAWAE 55 BN %< i 1.5 s,

B Next 4, S REZ 38 AU R4S NI 1. 6 T

P Next #24H, Wireshark 7 % Npcap 8{ WinPcap & i $ 52 B B 2% 50 38 , 20 3
Npcap fl WinPcap, 4k2: %3, WK 1.7 Fris,

B Next ##4 , %% USB Capture, & 1. 8 Fi/s,

Ly Install 5 60 JT 82223 0P 1.9 PR .

LA Bk AT A& 1,10 F7R , JF A6 %2 % Npcap $#i {4 Npeap J& WinPeap #9207 .

P T Agree ¥l AR 222256, A 1. 11 7R,

i Install $241, BoRUNIE 1,12 Fo
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M Wireshark 3.4.2 64-bit Setup =

Additional Tasks
Create shortouts and assodiate file extensions. ‘

*

Create Shortcuts

[ Wireshark Start Menu Item
[[] Wireshark Desktop Icon
[ Wireshark Quick Launch Icon
Associate File Extensions
[ Assodate trace file extensions with Wireshark
Extensions incude Svw, acp, apc, atc, bfr, cap, enc, erf, fdc, ipfix, Icap,

mplog, out, pcap, pcapng, piig, pkt, rfs, snoop, syc, tpe, irl, trace, e,
vwr, wpc, and wpz.

Wireshark® Installer

|<Bad; |'m>]|canﬁ_

B 1.5 ZHMNITSE

|# Wireshark 3.4.2 64-bit Setup -

X

Choose Install Location
Choose the folder in which to install Wireshark 3.4.2 64-bit. ‘

Choose a directory in which to install Wireshark.

Destination Folder

Space required: 199.6 MB
Space avaiable: 179.9 GB

Wiresharki®

<Back || Mext> | | cancel

Fl1.6 b0 5 B kAR

M Wireshark 3.4.2 64-bit Setup i

Packet Capture
Wireshark requires either Npcap or WinPeap to capture live network data. ‘

X

Currently installed Npcap or WinPcap version
WinPcap 4.1.3

Install
[ Install Mpeap 1.00
The currently installed 'cap 4.1.3 may be led first.

Get WinPcap
Learn more about Npcap and WinPcap

18 Installer
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M Wireshark 3.4.2 64-bit Setup = X
USB Capture
USBPcap is required to capture USB traffic. Should USBPcap be installed ‘
(experimental)?

Currently installed USBPcap version

‘rap is currently not installed

[Jinstall UsBPeap 1.5.4.0
(Use Add/Remove Programs first to uninstall any undetected old USBPcap versions)

Important notice
In case of issue after installation, please use the system restore point created or read
infust p 13

https: //github. s

| <gac [ mswl | | conce

K 1.8 %% USB Capture

‘ Wireshark 3.4.2 64-bit Setup =

Installing
Please wait while Wireshark 3.4.2 64-bit is being installed. ‘

EXeciie: S: Frogxsms Ces i est K pecet XE4 e fersial Aquiet Rcresiant

Extract: pdmi2him. sl ~
Extract: ws.css

Extract: wireshark. htmi

Extract: wireshark-filter.html

Extract: dumpcap.exe

Extract: dumpcap. himl

Extract: extcap.himl

Extract: ipmap.html

Extract: voredist_x64.exe... 100%

Execute: "C:\Program Files\Wireshark\voredist_x54.exe” finstall fquiet fnorestart v

Wireshark® Installer

- -

<Back | Next> | | conced |

B 1.9 FFif2es

7 Npcap 1.00 Setup - X

Press Page Down to see the rest of the agreement.

INPCAP COPYRIGHT [ END USER LICENSE AGREEMENT

INpcap is a Windows packet sniffing driver and library and is copyright
(c) 2013-2020 by Insecure.Com LLC ("The Nmap Project”). All rights

iEven though Npcap source code is publidy available for review, itis

inot open source software and may not be redistributed without specal
ipermission from the Nmap Project. The standard version is also

{imited to installation on five systems, We fund the Npcap project by v

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Npcap 1.00.

Nullsoft Install System v2.51

[ 1agee | | cancel

Kl 1.10 ‘%% Npcap i
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Installation Options
Please review the following options before installing Mpcap 1.00

[(JLegacy loopback support for Nmap 7.80 and older. Not needed for Wireshark.
[CIRestrict Npcap driver's access to Administrators only
() support raw 802. 11 traffic (and monitor mode) for wireless adapters

[install Mpcap in WinPcap API-compatible Mode (WinPcap will be uninstalled)

RN T =

B 1,11 4ksE%%E Npcap ffiff

7 Npcap 1.00 Setup

Npcap has been installed on your computer.

Click Finish to dose this wizard.

[ ] [

1.12  5EH{ Npcap 1 {1 4 22 24

P i Finish ¥4, 5€ i Npcap BYZE% . WA 1. 13 Fis, SR 72 5E /.

M Wireshark 3.4.2 64-bit Setup -

Installation Complete
Setup was completed successfudly. ‘

Completed

Extract: rawshark.exe A
Extract: rawshark.html

Output folder: C:\Program Files\Wireshark

Extract: mmdbresolve.html

Output folder: C:\Program Files\Wireshark

Extract: mmdbresolve.exe

Output folder: C:\Program Files\Wireshark

Extract: user-guide.chm

Extract: fag.html

Completed v

firesharkii) Instaler

| o] [

B 1.13  WoR2E3E5Em
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M Wireshark 3.4.2 64-bit Setup

Completing Wireshark 3.4.2 64-bit
Setup

Your computer must be restarted in order to complete the
installation of Wireshark 3.4.2 64-bit. Do you want to reboot
now?

(® Reboot now

(O 1 want to manually reboot later

== o

Bl L14 2R . HR RS

1.4 Wireshark E 7~ B

1. RENE

FTIT Wireshark 2 )% , Wireshark 3. 4. 2 Bsh B EmanE 1. 15 frw,

a c[ElE
am:o ZE R SEaaa
| |EE e B -+
REEMOF Wireshark
hii 4k
- tas: W - mrsaRO
T 7
(EE ] { S -
R 8
TES 6
Whbaare Netwark Adapter WMnet] ] | .
VMware Notwork Adapter VMnets a0
Adapter for loopback traffie eapture ol 1
i ¢ Questions wnd Amswers - Hailisg Lists
T (3 4 20 g 1BIRED) P LENIER .
E=t ¢ xia RE: Defualt
& 1.15 Wireshark 5 3h 5L
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I BEAE B
25 RS ETEAE R 7 1 S8 OB E Rk i e S m . E 2 SHu
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(1) Frame: 9202 08008 Wit o0
(2) Ethernet II . Hddk #)2 UK Wik #0452 .
(3) Internet Protocol Version 4. P42 1P A3k E A .
(4) Transmission Control Protocol: &% )2 % B 3k #0(5 &. , AL & TCP,
(5) Hypertext Transfer Protocol: W FHZKIME & . lbAbJE HTTP,
3T HE L 5 H Bk 0 EHE N X, o A R T oK i R SRR A D2
ASCIT SRR . 7340 A8 2 5 1 g vh L2 S 7 B, 3 5 1 0 A B i o s 5 o

£ xR o x
wef SRD REY MG WED SNL Ribg SIS0 Taey TRD e
ANde  RREqs=saTizTEaaan

NIEAR TSN — wul =]
L3 Tiss Sewve Dentinetiom Tretessl  Lomgth Infs
984 53301312 192.168.3.2 192.168.3.1 [ 4] 77 Standard query Bxf514 A dd.browser. 368, cn
9905 533.017296  192.168.3.1 192.168.3.2 s 125 Standard query response Oxf514 A 84.browser,360.cn A 189.163.242.72 A 180.163.247.162 A 180.163.
2506 S13.018753  192.168.3.1 180.163.242.72 TP 66 50752 + B0 [SYN] Seq-0 Min-£8240 Len-0 MSS-1460 WS=256 SACK_PERM=1
9907 533.0A1567  180.163.242.72 192.168.3.2 TP 6 80 - 59752 [SYN, ACK] Seq-@ Ack-1 Win-29000 Len-) MS5-1412 SACK PERM-1 WS-128
9908 533.B41962  192.168.3.3 189,163, 242.72 T 54 59752 - 80 [ACK] Sm-: Ack=1 Min=131072 Len=d
- [~ 9909 531042624 192.168.3.0 180,163, 242,72 HITP | 87 GeT |_raferer=7 HITR/1.1
Q} —  91R533.E6M25  180.163.282.72 192.168.3.2 TP 0 89 - 59752 [ACK] sn-l Ack=634 Win=30592 Len=@
B B 9911 533064925 188.163.242.72 192.168.3.2 HITP 271 HTTP/1.1 200 0K (image/gif)
912 533,195 192.168.3.2 189.163.242.72 TCP 54 53752 = BB [ACK] Seq-634 Ack=218 Win=131871 Len=0
| 8917536733064 192.168.3.25 235.255.255.250 s50p 455 NOTIFY * WITP/1.1

Frame 9309: 687 bytes on wire (5696 bits), 687 bytes captured (556 bits) on imterface \Device\NPF_{1BSEZ7F-FOBF-4752-B3T8-6IF0171AC6E), 1 ©
B (B4:Be:3c:2F:T4:c0), Dat: HuaweiTe 2d:09:55 (eB:cd:2d:2d:09:55)

Internet Protocol Wersion 4, Src: 192.168.3.2, Dst: 180.163.242.72

Transmission Control Protocol, Src Port: 55752, Dat Port: B8, Seq: 1, Ack: 1, Len: 633

@ 4=

rowzer. 36l enlrin
on: keep-aliveirin
nt: Mozilla/5.0 (Windes NT 10,2; WOWGA) fooleWebit/537.36 (KHTML, 1ike Gecko) Chrome/78.0,3904,108 Safari/537.36 OIHU 369SE\rin

n 6 ™
I"@— 72 d 41 67 &5 age
L= D040 G 74 3a 20 44 GF 7a 63 G 6 61 2F 35 2e 3020 nt: Mozi 1la/5.9
Meld 28 57 Ge G4 6F 7T T3 N 5420 31 38 Ze 30 (Windows NT 10.0
S 20 ST 4f 5T 36 3429 20 41 M0 70 o 6% 57 6% MOWE4) Applede

@ 7 W R G bestd, 35 bynelal M 00 - BB e (000w BB Belwalt

B 1,16 IMALEEHE

2. WEHBEIREG

M 1,16 F B B 6050 2 TR R 9 B RE A F TSR] A 230 € IX 4. i o ek
o, BEFESE R (V)7 35 € RN 7, 3 4% A B DU ok T TR ) B A S £
T mE 1,17 Bis,

3. EEMF

0 BB B I L IO e R S BARE “H A (OO 7 R T AT T A AR 1k 1 A L A
Input BEIF R H e8I R, s “ TR LG 4 AL, FRIR IS, G 1. 18 fiios .
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Wireshark - SHE#R Default X
-

arp
icmp || icmpv6

smb || nbss || nbns || netbios

IE| System Event systemd journal || sysdig

< >
TENE. SS9, ARPERSFLE, ARERN—TLEXN.
+][=]» @ EEM| #= | Erdesnm

B8 v | Cuesd || Imorts | [ Bgoree | [l

KL 17 BEEas kb e E

M Wireshark - SEi%m e

Input | Outpat 3L

#®0 Traffic Link-layer Header B3 HGEE S0 ( L #ETES
s 7 S Ethernet O = 2 —
> P e —— Ethernet M o®mLo2 -
FiiEE" 8 — Ethernet O = 2 —
FiREE" 6 — Ethernet O = 2
> VMware Network Adapter VMnet1 Ethernet O =a 2 -
> VMware Network Adapter VMnet8 Ethernet O = 2 —
Adapter for loopback traffic capture BSD loopback (] -1 N 2 —
[ Znsble promizcusus mode on all interfaces il“nnu;a Interfuu““
Capture filter for selected interfaces |ﬂ11| WS - '_J (Compile BPF=)

T T

Bl118 H MR INa

4. BRiLiESS

TE A7 8 P A 15 A0 0 0 5 ok 0 HICIBOT A a2, 8T 1. 19 R, AT & B0
BT A U B 4

R UE A H T E RSO ()5 5% B A i A, DT ok D A A, 3l R A TCBREOE
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- o x
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Frovsssl  Lengrh Tafs o]
11393 1172.150640  192.168.3.2 49.119.211,203 Tisvl.2 153 Application Data
11490 1172, 254998 49.119.211.203 192.168.3.2 TiSvi.2 223 Application Data
11491 1172.209196  192.168.3.2 49.119.211.203 T 54 59757 = #43 [ACK] Seq=2571 Ack=5005 Win=130045 Len=0
11402 1173.069145  192.168.3.2 124.233.251.101 TR 55 [TCP Keep-Alive] 59786 = 443 [ACK] Seq=1715 Ack=8504 Min=138845 Len=1
11483 1173,095502  124.218.251.181 192.168.3.2 Tee L ['U Mp-\n.l.u l“] a3 - 59’?.6 EK] w m-:m Win-16896 Lon-@ SLE-1715 SRE-1716
A0S 1176 @ri1274 & dng - trae-{far u
11826 1176.459605  101.199.113.54 192.168.3.2 TR 5 [rcv mln] il + 59782 [m] Seq272 Ack=381 Win=38336 Len=d
11497 1176.459635  192.168.3.2 101.199.113.94 i 54 [TCP Keep-Alive ACK] 59781 - 80 [ACK] Seq-281 Ack-173 Win=138816 Len-0
11408 1177, 106257 192.168.3.2 192.168.3.1 o 9 Standard query Bxléle A v10.events.data.microsoft.com
11489 1177.196773  192.168.3.1 192.168.3.2 (] 207 Standard query response @xJ2e A v10.events.data.microsoft.com OMME global.ssimov.events.data._
11412 1177, 440269 192.168.3.2 52.114.133.61 TP 54 55787 = 443 [ACK] Soq=1 Ack=1 Win=111872 Lee=d
11813 1177, 840522 192.168.3.2 52.114.133.61 TiSv1.2 262 Client Hello -
+ Frams 11888: 177 bytes on wire (3816 bits), 177 bytes captured (3016 bits) on interface \Device\NPF_{1B9E27FO.FOSF-2752-HATH-62FS0ITIACEE}, 1d & -
» Ethermet II, Src: HP_2f:74:c0 (04:0e:3c:20:74:c0), Dst: Huaweile 2d:09:55 (e8:cd:2d:2d:b8:55)
» Internet Protocol Versios 4, Sec: 192.168.3.2, Dst: 134.238.251.101
» Transmission Control Protocol, Src Port: 59800, Dst Port: 83, Seq: 1, Ack: 1, Len: 333
»
Host: pd.ghimg.comirin
Comnectlon: keep-alive\rin
User-Agent: Morilla 5.0 (Windows NT 10.8; WOWS4) AppleWebiit/SIT_36 (KHTML, like Gecko) Cheome/78.8.3904. 108 Safari/537.36\r\n
| maon /anna Lmac Alrin b
o HTTP/ 1.1 o
ornect lon: kee l
p-alive. -User-ig
ent: Moz 411a/5.8
(Window 5 WT 10.
sl 38 3b 28 57 4 57 @; WOWES ) Appled >
@ 7 o wewt Doty best). 30 bytal) | s =mie - EBF s (oo o) | s setole

B 1,19 PHLIr A Bds

A0 IR 15 B AR PR AR X B8 7 L U B30 e 60 N 25 4 22 i, ol FH S 7 ol i 2 1 W SR R ug L LAY
54 #r, SR 2 ﬁﬂm TCP M8 AL, W AE s o pE 4 s A TCPL aniE 1. 20 s,

M R - o =
Ties Sew Bastinat 1 Lengrh o]
11870 1317.036776  180.163.242.72 192.168.3.2 e 60 443 = 55795 [ACK] Seq-5306 Ack=-1568 Win=13664 Len-0
11671 1317038572 192.168.3.2 101.199.113.94 Ter 150 59782 = B [PSH, ACK] Seqe489 Ack=337 Win=118816 Len=36
11872 1317.842418  192.168.3.2 36.99.170. 110 TP 54 59709 - 443 [ACK] Seq-1406 Ack-4781 Win-130815 Len-0
11673 1317.042545  36.59.170.110 TP 62 443 + 55799 [ACK] Seq~4781 Ack=-1486 Win-32256 Len-0
11874 1317.968807  180.163.237.176 e 60 443 - 55798 [ACK] Seq-157 Ack-577 Win-15232 Lan-0
11675 1317.072894  101.199.113.94 e B6 B8 - 58782 [PSH, ACK] Seqe337 Ack=585 Win=38336 Len=12
11676 1317.004467  36.99.170.110 TP 1466 443 + 53799 [ACK] SeqdTE1 Ack-1405 Win-32256 Len~1412 [TCP segment of a resssembled POUJ B
11877 1317.094467  36.99.170.110 192.168.3.2 TP 1466 443 = 59799 [ACK] Seq-6193 Ack=14B6 Win=32256 Len=1412 [TCP segaent of a reassesbled POV] |
11678 1317.094467  36.99.170.118 192.168.3.2 e 1485 443 + 59799 [ACK] Seq-7ER5 Ack=1405 Win-32256 Len-1412 [TCP segment of  reassesbled POU]
11679 1317.094467  36.99.179.110 192.168.3.2 TLSv1.2 225 Application Duta
11888 1317.094552 192 168.3.2 36.99.179.118 Tce 54 59799 - 441 [ACK] Seq-1406 Ack-9188 Win-131872 Len-d
11652 1317.105306  192.168.3.2 180.163.242.72 TLSvI.Z 189 Application Data
11834 1317.109477  192.168.3.2 124,238.251.101 TP 66 59000 - 80 [SYN] Seq-0 Min-64200 Len-8 MSS-1468 WS-256 SACK PERM-1
11635 1317.114237  192.168.3.2 101.199.113.94 e 54 59782 = 80 [ACK] Seq-505 Ack=369 Win-138816 Lan-0
11635 1317.117640 128,238,251 192.168.3.2 Tee 66 59 ~ 59800 e Ack=1 Wir=14600 Len=i MSS-1412 PERM-1 WS5=512 -
» Frame 11888: 377 bytes on wire (3816 bits), 377 bytes captured (316 bits) on Intorface \Device\NPF_{1BSEZ7FD-FOBF-4752-B378-62FS0771ACEE}, 1d O -
» Ethernet II, Src: HP_2f:74:c0 (84: ), Dst: HumeeiTe_2d:69:55 (eB:cd:2d:2d:b9:55)
» Intarnet Protocol Version 4, Src: 192.168.3.2, Dst: 124.238.251.101
nimission Control Protocol, See Port m O3t Port: 80, Seq: 1, Ack: 1, Len: 313
6F 68 be 65 63 l_
7 24 61 6c 69 76 &5 e -t
65 Ge 74 Ja 20 4d 6F Ta
20 28 57 69 6e 64 6F 77 73 20
30 3p 20 57 4F 573634 29 W a1 ; -
@ 7 Tramiviion Contasl Protessd: Tratessl [ S stres - BWF men (o) || B aetuals

E1.20 Wil g A TCP 4

1.4.1 BB EILE

2 HE MAC H ik 747 97 32 -

&30 . eth. src == MAC Hihl

[ 1-1]  niEsE MAC Hidikh e0:d5:5e:ac:eb: 71 YL A0, W B % 7E 07 2 U8 2%
i A eth, src == e0:d5:5e:ac:eb: 71,5k 5 s A5 M) A% i Sk 41 ﬁnl’é'l 1. 21 iR,
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s
e R R R s Rt W& TEW) TR R
imde mrEQesETifEaaen
W [eth sre = 0 & 64 we b 71 B -+
L Thes Seuree Bertination Protesal  Langth Infe ~
6308 591.860675  202.206.96.131 239.255.255.250 509 219 M-SEARCH * HTTP/1.1
6320 904.319814  feBO: 1e12B:b77e:7F20:4c0F FH02: 1 op 714 50907 - 3702 Len=652
6321 504.315944 202,206.96.131 239,255,255, 250 oP 694 50906 = 3702 Len-652
6322 584.439998  feBO: :el2B:b77e:7F20:4cOf £02:1c e 714 50987 + 3782 Len=652
6323 504.525087  202.286.96.131 239.255.255.250 e 694 50986 + 3702 Len=652
6324 584.67H939  foBd::el28:b7Te:TFI0:4C0F o2 P 714 50987 - 3792 Len=652
6325 504.935528  202.206.96.131 239.255.255.250 op 604 50906 « 3702 Len-652
6326 905.155213  feBO: :el2B:b77e:7F20:4cOF FF2:1c we 714 50987 + 3782 Len=652
6329 995.750004  202.206.96.131 239.755.255.250 e 604 50906 ~ 3782 Len=652
6330 506.106327  feBD::el28:b7Te:TFI0:4cH Ffa2:ic op 714 50507 = 3702 Len-652
6336 507.3634%8  202.206.96.131 239.255.255.250 e 604 50906 + 3702 Len-652
6342 598.811053  FoBO: :e12B:b77e: 7F20:4cOF FHO2: 1 e 714 50987 « 3702 Len-652
6348 509384009 20Q.206.96.131 239,255,255,250 e 694 50906 « 3782 Len=652
6359 910.011937  feB0: 1el2B:b77e: 7F20:4c0F FF02: e e 714 50997 « 3702 Len-652
6367 911.384028  202.286.96.131 239.255.255.250 we 604 50986 + 3702 Len=652
6381 916.103353  202.206.96.131 239.255.255.250 5508 219 M-SEARCH * WTTP/1.1
6384 517.184776  200.206.96.131 239,255.255.258 S500 219 M-SEARCH * HTTR/1.1
6394 918.105974  202.206.96.131 239.255.255.250 S50P 219 M-SEARCH * HTTP/1.1
6400 519.107869  202.206.96.131 233.255.255.250 5508 215 M-SEARCH * HTTP/1.1 o |
< » |
» Frame 5787: 92 bytes on wire (736 bits), 92 bytes captured (736 bits) on interface \Device\NPF_{1B9E27FQ-FOSF-4752-8378-62FI0771ACEE], 1d @ ]
- Ethernet 11, Src: Giga-Byt ac:eb:71 (e9:dS:Se:sc:eb:71), Dst: IPudmcast fb (01:00:5¢:00:00:1b) |
» Internet Protocol Version 4, Src: 202.206.96.131, Dst: 224.9.8.251 |
» User Dutagram Protocol, Src Port: 5353, Dst Port: 5353
Multicast Domain Name System (response) {
50 P10 Se 00 BD fb @ 85 Se ac eb 71 08 00 45 00 A MeegeoE |
B0 de 1e 07 B0 00 FF 11 01 da co ce 60 83 B 00 N b BN
B0 fb 14 ¢9 14900 30 Iced DO OO BI DO DA DO o ooof goooooo
80 01 00 0@ B0 00 8b 5F 74 65 61 6d 76 69 £5 77 ooe_ teamelew ‘
B340 65 72 B4 5F 74 63 78 85 6c 6F 63 61 6c 98 B0 8 er-_tcp: local-ss
GOS0 B0 01 0B 00 80 60 00 B4 81 30 cd Oc [
|
¥ Erharnat (athl. 14 bytals) 4 a0 - AR &8 el R Dafwlt

[ 1.21 $%8 MAC HbhE 7% %

AR FTLARAAN , RN AFTNEEERE, WMAEALE R THE,
e kT EH, TUAHATIEIEE,

1.4.2 MEZETIE

. FRER IP Ml ik
*ﬁiﬁ; ip.addr == IP Hifik
(6] 1-2Y  GnASUEEat g s B 09 Mkl sk 05 ik oy 202, 206. 96. 52 A9 %54 A2, W 1 7 5 8
P ip. addr == 202. 206. 96. 52, SR 5 B A7 0 A 5 Sk AR H1LL A01RD 1. 22 TR

Time Source Destination Protocel Length Info
192 8.142568 222.199.191.43 202.206.96.52 HTTP 1466 Continuation
193 8.142688 222.199.191.43 282.206.96.52 HTTP 1466 Continuation
194 8.142695 282.2086.96.52 222.199.191.43 TCP 54 1477 - 80 [ACK] Seq=1 Ack=110721 Win=512 Len=@
195 8.142808 222.199.191.43 202.286.96.52 HTTP 1466 Continuation
196 ©.142927 222.199.191.43 202.206.96.52 HTTP 1466 Continuation
197 9.142939 292.206.96.52 222.199.191.43 TCP 54 1477 - 8@ [ACK] Seq=1 Ack=113545 Win=512 Len=@
198 8.143847 222.199.191.43 282.286.96.52 HTTP 1466 Continuation
199 8.143432 222.199.191.43 202.206.96.52 HTTP 1466 Continuation
288 9.143444 282.2086.96.52 222.199.191.43 TCP 54 1477 - 80 [ACK] Seq=1 Ack=116369 Win=512 Len=@
281 8.143558 222.199.191.43 202.206.96.52 HTTP 1466 Continuation
202 0.143678 222.199.191.43 202.206.96.52 HTTP 1466 Continuation
2083 9.143678 202.206.96.52 222.199.191.43 TP 54 1477 - 88 [ACK] Seq=1 Ack=119193 Win=512 Len=@
2084 8.143789 222.199.191.43 202.206.96.52 HTTP. 1466 Continuation

1,22 B8 1P Hb ik 7 ok

2. LB IP ik 5 %

&KX ip.src == J§ IP Hudil

[5] 1-3) 4048 5 g IR Mkl g 202. 206. 96. 180 A XL HE 4, AR T8 8 L BN L 76 5 Uk s
A ip. src == 202.206. 96. 180, 2R J5 Ff.of; A5 Ml (%) 5 Sk #2 #H L 50 T LASEAT 208 T,



D/

DX 48 T Bl T B SR % R R AR AR

K 1.23 fios .

66 4.462513 202.206.96.180 121.51.77.101 BO80 [PSH, ACK] Seq=1 Ack=1 Win=517 Len=387
69 4.552246 202.206.96.180 121.51.77.10 2080 [ACK] Seq=388 Ack=91 Win=516 Len=-

§.129.59.24 B209 Len=-@

Frame 128: 54 bytes on wire (432 bits), 58 bytes captured (432 bits) on interface \Device\NPF_[1B9E27F0-FOBF-4752-B378-62F9077IACEE}, id 0
Ethernet 1T, Srct HP_2f:74:cB (04:Be:3c:2F:74:c8), Dst: Clsco 23:44:c3 (08:17:35:23:44:3)

Intermet Protocol Version 8, Src: 202.206.96.180, Dst: 58.251.121.55

Transalssion Control Protocol, Src Port: 52025, Dst Port: 8009, Seq: 0, Len: @

| B0o0 B8 17 35 23 44 3 B4 Be 3c 2f 74 c@ 8B ©9 45 90 580« fte - E
80 28 ca al 40 00 B2 D6 D D@ ca ce 60 b4 3a b (@ s,
7937 ¢b 39 17 4D eb 32 el 26 eb 32 1 26 58 4 y7-9-§-2 B 24P
B0 0 df cf B0 0

@ 7 Sewce Miaa I sl S8 18 - ERA 8 G2 n) - DES 0 (80w || BB Dbl

Bl 1,23 5 REUR 1P bk 0 €

3. B E IP M iF ik

&3 : ip.dst == IP #hifik

[5) 1-4Y 40 SR 25 38 H Ak 202, 206. 96. 180 A K A2 . D) M3 5 17 vk 30 0 7E 5
TEAF I ip. dst == 202.206. 96. 180, 8K J5 Fp.ai A5 M 1) &5 Sk #c S, B0 T DA AT 08 T
gERANE 1. 24 Fis .,

AR @ [ DRB ]
iy 1 ECNT)

ath Taks

12 1.119786 1898.163.249.3 202.206.96. 180 66 B - 51542 [ACK] Seq=1 Ack=2 Win=B64 Len=B SLE=1 SRE=2

16 1.575133 61.151.178. 213 202.2906.96.188 uor 185 8000 - 4800 Len=63

18 1.838124 8.129,59.224 W02, 206, 96180 Led 9

21 2.890576 42.56.76.76 202.296.96. 168 TLSv1.2 85 Encrypted Alert
L @S 2567676 N2.206.96.180 TP 0443 - S22 [FIN, AK] Seq12 Ackel Wn6S et

35 3.215654 202.206.100.36 202.206.96. 188 NS 435 Standard query response @xdBf@ A pub.ldgqimg.com CMAME pub.idgqieg.com.tc.qq.com CHAME pub.idg..

36 3.216148 102, 206.100. 36 202. 206.96.180 DNS 121 Standard query response Bx95b3 AMA pub.ldqqisg.com CRAME pub.ldqqleg.cos.tc.qq.com CNAME pub...
[ w3 URISAS209 MLNE.06.80  TCPL 66443 52024 [SYN, ACK] Seq-0 Ackel Win-14600 Len-0 MSS-1460 SACK PERIMSMIZE

41 3.238325 182.254.52.196 202.206.96. 188 Tee 68 443 - 52024 [ACK] Seq=1 Ack=318 Win=15744 Len-@

42 3.238916 182.254.52.196 192.106.96. 180 TiSvi.2 1514 Server Hello

43 3.238916 182.254.52.196 202. 206.96.180 T 1514 443 = 52024 [ACK] Seq=1461 Ack=318 Win=15744 Len=1468 [TCP segment of & reassesbled POU)

44 3.238916 182.254.52.196 202.206.96. 180 e 1230 443 - 52024 [PSH, ACK] Seq=2921 Ack=318 Win=15724 Len=1176 [TCP segment of a reassembled POU]

46 3.248822 182.254.52.196 202.206.96. 180 TLSv1.2 642 Certificate, Server Key Exchange, Server Hello Done

49 3268546 182.254.,52.196 202.206.9%. 180 TiSvl.2 317 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message

51 3.271858 182.254.52.196 202.206.96.188 TiSv¥1.2 736 Application Data

52 3.273297 61.151.178.213 202.206.96. 180 uop 85 8O0 - 4890 Len=47 |

U

68 4.511784 121.51.77.181 202.206.96. 180 P 144 BBAD - 62051 [PSH, ACK] Seq=1 Ack=363 Win=331 Len=
115 7.877482 61.151.178. 213 202, 206.96.180 01CQ 129 01CQ Protocol

«

Frame 127: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface \Device\WPF_{1B9E2TFO-FOBF-4752-B378-62FI0TTIACEE}, id @
Ethernet TI, Src: Cisco 23:84:c) (B8:17:35:23:44:c3), Dst: WP_2F:74:cl (B4:0e:3c:26:74:c8)
Internet Protocol Verslon 4, Src: 58.251.121.55, Dst: 202.206.96.180

B4 B 3c 2fF 74 cB B8 17 35 23 44 c3 B8 09 45 09 <ft--- 580 -E
B0 34 ca 0@ 40 89 71 @6 5F Ge 3a b 79 37 ca ce a--@q _nioyT
60 bd 1f 40 cb 39 fe Ff T Ffeb 32 el 268812 ~--§9-- {--28
fa f0 62 B7 00 00 82 04 05 b4 01 83 03 08 01 1 b

84 82

@ 7 Duxtination Mirars TPk sdirem S8 168 - SR M (Gew) - DEF 0 (aow) || @A D

B 1,24 B8 H Rk 2k




mB 1 MNENBO LA Wireshark

4. ERIETWIREII B I #HITRESES

&3 : ip.src == IP #bhl && IP.dst == IP Hiiik

(6] 1-5) 4048 BE0% ke PR bl 202. 206. 96. 180, H By ik 58. 205. 218. 18 1) %
i1, FUT AR R T R0 AE i I 2SR B A ip. sre = = 202. 206. 96. 180 &.&. ip. dst = =
58.205. 218. 18, 4R J5 B A M ) 17 Sk #2517 LAEA T3 98 T, 5 R an i 1. 25 FiR .

A oem

Tl R SNV BRG] WEND SR R e —

a e RERR==GTi Saaan

[ [ip e = T08 208 96 50 iy, dax =58 08 £18 10 BES -+
[ Tine Sruis Watinative Frotent Langth_1ad

2659 40.920916 202.206.96.180 58.205.218.18 TP 54 63375 - 483 [ACK] Seq=1 Ack=1 Win=131328 Len=@
2668 40.921284 202, 206.96. 188 58.205.218.18 TLSv1.2 571 Cliset Hello
665 40900537 202.206.96.180 58.295,218,18 i $4 63175 = 443 [ACK] Seq=518 Ack=4381 Win=131328 Lan=d
2668 40.931150 202.206.96.188 58.205.218,18 T 54 63375 < 443 [AK] Seq=518 Ack=G849 Win=131328 Len-@
2669 40.935743 200, 296,96, 189 58.205.218.18 TLSv1.2 18D Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
2678 40936115 2082.206.96. 188 58.205.218,18 TiSv1.2 147 Application Data
2671 20.936727 202.206.96.188 58.205.218,18 TiSv1.2 566 Application Data
2675 40.942339 202.206.96.180 58.205.218.18 T 54 53375 - 443 [ACK] Seq=1249 Ack=G3RS Win=130B816 Len=df
1676 40, 942688 202.206.96.189 58.205.218.18 Tsvi.2 92 Application Data
2679 40.38A368  202.206.96.188 58.205.218.18 e 54 63375 = 443 [ACK] Seqe1287 Ack=6769 Wine138560 Loned
¢ »

» Ethernet II, Src: HP_2F:74:ch (B4:e:3c:2f:74:ch), Dst: Cisco 23:44:cd (BB:17:35:23:44:c3)

Frame 2657: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface \Device\NPF_[189€2778-FO8F-4752-B378-62F507TIACEE], 1d @ ‘
» Internet Protocol Version 4, Src: 202.206.96.189, Dst: 58.205.218.18

B8 17 35 23 44 3 04 De 3c ¥ 74 o 08 00 45 B0 560 </t -E
B0 34 B3 3 40 00 B0 06 00 D) ca ce 60 b4 3a od B At ]
a 12 F7 BF 01 bb 61 20 93 56 B0 &0 8O 00 8O 02 a W
fafddd B9 0000 02 04 B5b4 01 303 08 01 M1 @ ¥
W 04 02
@ 7 vireshark SLAFIORT penpns L w0 - SRE 0 ) - KR 0 Dow) || A Daluls

P 1.25 IR E A IR ik A0 Y Hb k7 6

1.4.3 E@wETIE

1. %% TCP B S

- tep

(61 1-6] 78t 38 4% i AR TCP, 53X #E3k oT DLk 38 i BT A h i TCP 1) 504
£, I 1. 26 s,

= =]

Tine Sourcs Destination Protecsl Length Infe

1 @.pece0e 222.199.191.43 202.206.96.52 HTTP 1466 Continuation

2 8.068118 222.199.191.43 292.206.96.52 HTTP 1466 Continuation

3 9.000126 282.206.96.52 222.199.191.43 TP 54 1476 + 80 [ACK] Seq=1 Ack=2825 Win=512 Len=8

4 9.000178 222.199.191.43 202.206.96.52 HTTP 638 Continuation

5 9.918364 222.199.191.43 202.206.96.52 HTTP 1466 Continuation

6 8.818480 222.199.191.43 2082.206.96.52 HTTP 1456 Continuation

7 @.p185084 202,206.96.52 222.199.191.43 Tce 54 1477 -+ 88 [ACK] Seq=1 Ack=2825 Win=512 Len=8

8 8.0106082 222.199.191.43 202.206.96.52 HTTP 1466 Continuation

9 8.018722 222.199.191.43 202.206.96.52 HTTP 1466 Continuation
1@ 8.018743 202.206.96.52 222.199.191.43 TP 54 1477 + 88 [ACK] Seq=1 Ack=5649 Win=512 Len=0
11 @.@818848 222.199.191.43 282.206.96.52 HTTP 1466 Continuation

# 1.26 fk TCP BY%¥itg

2. FEIERE TCP HEEE

&' 'top

(5] 1-7]  FEibIEAS A AR top. b u8 A N2 TCP 8, anEl 1. 27 Fiw,
R ERLRETMARSLS,



DX 48 T Bl T B SR % R R AR AR

| o e[ =
a rRE sETIEE
= HE -+
¥ T —— ~
447 43.534038 8.129.59.224 202.206.96.180
449 43, 718509 Universa_df:60:93 Broadcast s 60 Who has 202.306.96.17 Tell 202.206.96.221
450 43.772440 NewH3CTe_87:4c:38 HuswelTe_2d:6c:05  ARP 60 Who has 202.206.96.1957 Tell 202.206.96.49
451 43.783631 ICOCERAD_Bc 1odzcll Broadcast P 60 Gratuitous ARP for 202.296.96.219 (Request)
452 43.795067 202.206,96.163 239,255,255, 258 500 219 M-SEARCH * WTTR/1.1
453 43, 877928 202.206.96.15 202. 206,96, 255 NES 92 Hame query W8 WPADCDE>
454 44.003631 202.206.96.205 239.255.255.250 5500 139 M-SEARCH * WTTP/1.1
455 44.795471 202.206,96.163 239,255,255, 258 5500 219 M-SEARCH = WITP/1.1
461 45, 469165 202, 206.96.188 202.206.96. 255 s 92 Name query W8 LX4ETAIFUR3<1c>
463 46218991 202.206.96. 188 202.206.96. 255 NS 92 Name query W8 LXAGTAIFUR3clcH
464 46, 880415 HuawelTo_9d:28:08 Broadcast amp 68 ARP Announcesent for 202.206.96.139
465 46. 880415 HusweiTe_9d:26:08 Broadcast P 60 ARP Anmouncesent for 202.206.96.139
466 46850415 HusweiTe_9d:28:08 Broadcast P 68 ARP Anmouncement for 202.206.96.139
467 46968988 202.206.96. 188 202.206.96.255 NS 92 Name query W8 LXAETAIFURI<1cH
468 47.003877 202.206.,96. 205 239.255.255.250 5500 139 M-SEARCH * HTTR/1,1
470 47632776 202.206.96.13 239,755,255, 258 5508 219 M-SEARCH * WTTR/1.1 v
Frame 17: 132 bytes on wire (1856 bits), 132 bytes captured (1056 bits) on interface \Device\NPF_{1B9E27F@-FO8F-4752-B378-62F90771ACEE]), 1d @
Ethernet 11, Src: Cisco 23:&4:c) (08:17:35:23:44:c3), Dst: WP 2¥:74:cl (84:0e:3c:2F:74:c0)
Internet Protocol Version 4, Src: 202.206.100.36, Dst: 202.296.96.160
User Datagram Protocol, Src Port: 53, Dst Port: 63919
Domain Mame System (respomse)
B4 Be 3c 2F 74 c0 08 17 35 23 44 c3 08 €/t 58D - E ~
B0 76 bb 49 B0 80 3e 11 66 cl ca ce 64 24 ca ce  -v-§-->- Fooodf
60 b4 B0 35 F9 of 00 62 d5 3997 a7 B1 BB B @1 "--5---b -9
00 09 00 @1 B0 04 03 77 75 70 87 62 72 &6F 77 73 W - brows
65 7202 71 71 03 63 6F 6d 00 80 1c 80 91 @ 18  er-qqcom
00 06 00 @1 90 00 OF 52 00 2a 07 Ge 71 2d 74 65 = ns-te
BO60 6c 31 <@ 18 89 77 65 62 64 61 T3 TA 65 72 @ 18 11-- -web master-- -
@ 7 Tramminia Cmtral Pratesl Protecal S a1 . SR 3 G ) R Difwalt

[ 1,27 FREAE TCP B EUE

3. fRiEwROR 80 MRS

&3 . tcp. port == 80

[61 1-8Y %y AFLN tep. port
Ji 7 o

80, 1 & I Fr G £ 80 w1 AU AL AL, WA 1. 28

A EREE
AR:® b rETINE QD
A [vep. port =00 ] =
¥ Tiw E— uation Peotoesl  Langth Iafe D
26 3. 211725 202.206.96.180 121.51.139.184 e 54 52822 - B0 [FIN, ACK] Seq=1 Ack=1 Win=32650 Len-8
27 y.11827 202.206.96.180 182.254.57.124 Tor 54 52008 - BB [FIN, ACK] Seq=1 Ack=1 Win=32085 Len=8
28 3.2118%8 202,206.96.180 220.194.91.65 (s 54 52017 - 80 [FIN, ACK] Seq=1 Ack=1 Win=32255 Len=@

25 3.211963

202.206.96.188 220.194.91.69 TP 54 52813 = B0 [FIN, ACK] Seq=1 Ack=1 Win=32768 Len-@

Frame 110: 54 bytes on wire (432 bits), 58 bytes captured (432 bits) on interface \Device\NPF_[1B9E27F0-FOBF-4752-B378-62F9077IACEE}, id 0
Ethernet 1T, Srci HP_2F:74:cB (04:Be:3c:2F:74:c8), Dst: Clsco 23:44:c3 (08:17:35:23:44:c3)

Intermet Protocol Version 4, Src: 202.206.96.180, Dst: 220.194.91.69

Transalssion Control Protocal, Src Port: 52013, Dst Port: B8, Seq: 1, Ack: 1, Len: @

B8 17 35 23 &4 c3 o4 e
B0 28 24 cB 40 09 B0 06
5b 45 cb 24 B0 58 51 cc
B0 00 63 a5 80 0

3c 2f 74 cB BB B9 45
B0 9@ ca ce 68 b4 dc
45 26 71 7417 75 58 11

580
59
[E---PQ- -Bgt-uP

L) ot E
€2

0 i

O 7 cirechark EAFRSET0 prgay 1 e - 2RF - 2EN 0 (o) || BE: befwlt

& 1.28 ffvkum 02 80 MBI f



4, EEEEHNIEIP B BOE

&3\ : tcp. port == 80 && IP.src
(61 1-91 % ABM tep. port ==

80 KRG

MB 1 MEHEDIHT LA Wireshark \ﬁ
= J& 1P Hihik

80 &.&. ip. src == 202. 206. 96. 180, fi L J5 1P

HohE Ky 202. 206. 96. 180 I H ¥ M 2 80 MIBIRA, & 1. 29 Frm.

Tine Sowrce Bestination
12481 1675.975068  202.206.96.180 1808.163.249.3 TP
12588 1691.809298 2682.206.96.180 180.163.249.3 TOP
12591 1691.426654 2082.206.96.180 36.110.231.9 TP
12629 17092.737683  202.206.96.180 1808.163.237.176 TP
12641 1796.843511  202.206.96.180 180.163.249.3 TP
12645 1796.912175 282.206.96.180 182.354.52.87 TP
12783 1720.935284 282.206.96.180 188.163.249.3 TP
12788 1735.936089 202.206.96.180 1808.163.249.3 TP
12791 1736.911803  282.206.96.180 1808.163.249.3 TP
12792 1736.197194  262.206.96.180 36.118.231.9 TCP
12795 1736.241977  2082.206.96.180 36.118.231.9 TP
13085 1749.306028 202.206.96.180 222.28.152.253 TP
13887 1749.311983  382.2086.96.188 222.28.152.253 TP

Pratocsl Length Info

54 60438 - B0 [ACK] Seq=217 Ack=209 Win=131848 Len=9
54 [TCP Keep-Alive ACK] 68438 = 80 [ACK] Seq=217 Ack=209 Win=131848 Len=0
55 [TCP Keep-Alive] 51522 + 88 [ACK] Seq=B1 Ack=97 Win=509 Len=1

55 [TCP Keep-Alive] 68430 - B8 [ACK] Seq=B&9 Ack=5959 Win=132096 Len=1

54 [TCP Keep-Alive ACK] 68438 - 89 [ACK] Seq=217 Ack=209 Win=131848 Len=0
54 60439 - B [ACK] Seq=232 Ack=205425 Win=65536 Len=8

55 [TCP Keep-Alive] 68438 - 88 [ACK] Seq=216 Ack=209 Win=131848 Len=1

78 68438 - B8 [PSH, ACK] Seq=217 Ack=209 Win=131848 Len=16

54 68438 - B2 [ACK] Seq=233 Ack=225 Win=131840 Len=9

78 51522 = 80 [PSH, ACK] Seq=82 Ack=97 Win=509 Len=16

54 51522 - 88 [ACK] Seq=98 Ack=113 Win=509 Len=@

66 68452 » 88 [SYN] Seq= Win=64240 Len-d MSS=1360 WS=256 SACK_PERM=1

54 68452 - B8R [ACK] Seq=1 Ack=1 Win=131328 Len=8

1.29
FE. FHEFFRCEEATE

1.4.4 NAEBITIE

i Pe 8 2 1 IR 1P Mokt I FL 3% 10 & 80 Y HHE £

| "R R RNV AT AR, A T AL 28 6 i B,

(1) FEPEZR 4 A http. request /IR IE 1. 30 B HIYR 1P Hihik &Rk 192. 168. 3. 2,

http request
Tine Sourae Destination Protacel Length Info

2828 171.423960 192.168.3.2 202.205.189.205 HTTP 521 GET /images/index/edu2011/
3139 172.572727 192.168.3.2 239.255.255.250 SSDP 179 M-SEARCH * HTTP/1.1

3209 175.683124 192.168.3.2 124.236.26.47 HTTP 321 GET /favicon.ico HTTP/1.1
3238 175.785162 192.168.3.2 1.71.158.167 HTTP 319 GET /favicon.ico HTTP/1.1
3248 175.864963 192.168.3.2 106.75.77.239 HTTP 319 GET /favicon.ico HTTP/1.1
3268 175.892867 192.168.3.2 119.18.193.144 HTTP 317 GET /favicon.ico HTTP/1.1
3288 175.957712 192.168.3.2 211.144.80.103 HTTP 318 GET /favicon.ico HTTP/1.1
3345 181.460498 192.168.3.2 202.205.109.285 HTTP 474 GET /favicon.ico HTTP/1.1
3417 187.201342 192.168.3.2 39.105.58.72 HTTP 316 GET /favicon.ico HTTP/1.1
3425 187.239444 192.168.3.2 223.15.177.248 HTTP 319 GET /favicon.ico HTTP/1.1
3434 187.283833 192.168.3.2 223.15.177.243 HTTP 316 GET /favicon.ico HTTP/1.1
3463 190.496492 192.168.3.2 239.255.255.250 SSDP 179 M-SEARCH * HTTP/1.1

3477 192.488542 192.168.3.2 202.205.109.205 HTTP 396 GET /favicon.ico HTTP/1.1
3522 193.496623 192.168.3.2 239.255.255.250 SSDP 179 M-SEARCH * HTTP/1.1

Frame 2312: 461 bytes on wire (3688 bits), 461 bytes captured (3688 bits) on interface
Ethernet II, Src: HP_2f:74:c@ (84:0e:3c:2f:74:c0), Dst: HuaweiTe 2d:b9:55 (eB:cd:2d:2d
Internet Protocol Version 4, Src: 192.168.3.2, Dst: 202.205.109.205

Transmission Control Protocol, Src Port: 61448, Dst Port: 8@, Seq: 1, Ack: 1, Len: 487

\Device\NPF_{1B9E27F@-FOBF-47
:b9:55)

bee
b1o
b2e
h3e
hae
bse
bEe

cd 2d 2d
bf 2c 2d
cd 0 @8
fo fd fé
31 2e 31
64 75 2e

b

b9 55 e4
40 0@ 8o
08 58 83
80 ea 47
@d 8a 48

2f 74
00 co
36 29
28 2f
74 3a

c® 98 00 45 00
a8 83 02 ca cd
93 f9 4a 5@ 18
20 48 54 54 50
20 77 77 77 2e

LEE8R

73

5 65 7@

D 7 wireshark LI AFI6HI4X0. peapng

& 1.30 http. request iF 3R



D0 £ T By TR B S 5% CRi TR 4R k)

EE: KB 1.30 T A F Wil (protocol) 5] B 7« HTTP f= SSDP, SSDP 52 ] # Ik
S BB, et W & B PR AR — ﬁ%éﬁﬁ%ﬁﬁaﬁ‘%ﬁﬁvéﬁa‘ﬁrﬁl%i&t%}]ﬁ%\%#}b
#), % & & i@ HTTP ¥4 & M-SEARCH 7 % 5%

(2) %i A http. response FnM N, A& 1. 31 Fﬁ‘i‘o Ml@ .31 e IES, HEY 1P
Mtk #B A 192. 168, 3. 2 W 1

¥ Tine Swaren Bestination Prateeal  Langth Infe -
2123 165.681814  124.225.213.208 152.168.3.2 HITR 608 HTTP/1.1 404 Not Found  (text/htal)
2133 165.855209 180.163.242.116 192.168.3.2 HTTP 136 HTTP/1.1 484 Not Found
2141 166.045651 202,206.100.34 192.168.3.3 HTTR 503 HTTP/1.1 484 Not Found  (text/htal)
2154 166.252218  42.61.120.61 192.168.3.2 HTTP 766 HTTP/1.1 382 Found (text/htal)
158 166.296569  42.61.120.61 192.168.3.2 HTTR B33 HTTP/1.1 288 0K  (text/html)
2169 166.398625  42.81.8.40 192.168.3.2 HTTR 1032 HTTP/1.1 381 Moved Permanently (text/himl)
2202 166.476737 188.163.242.116 192.168.3.2 HTTP 136 HTTP/1.1 484 Mot Found
2210 166573274 192.168.3.1 1592.168.3.2 5500 388 HTTP/1.1 200 OK
2214 166663438  202.206.100.34 192.168.3.2 HITP 603 HTTP/1.1 484 Not Found (text/html})
2222 166824584 189.163.242.116 192.168.3.2 HITP 136 HTTP/1.1 484 Not Found
2231 167.263445  202.206.100.34 192,168.3.2 HTTR 603 HTTP/1.1 484 Mot Found (text/htal)
2242 167.719996  118.43.83.1 192.168.3,2 HTTP 523 HTTP/1.1 307 Temporary Redirect (text/htal)
2270 167.893365  202.206.100.34 192.168.3.2 HTTP 603 HTTP/1.1 404 Not Found  (text/htal)
‘< »
* Frame 2291: 380 bytes on wire (3840 bits), 380 byves captured (3840 bits) on interface \Device\NPF_{1B9E2TFO-FOBF-4752-B378-62FI07TIACEE), 1d @
» Ethernet II, Src: HumweiTe 2d:b9:55 (eB:cd:2d:2d:b9:55), Dst: HP_2F:74:c0 (04:8e:3c:2F:74:c0)
» Internet Protocol Version 4, Sre: 192.168.3.1, Dst: 192.168.3.2

» User Protocol, Src Port: 1908, Dst Port: 58252
.b

D000 04 Be 3c 2F 74 D eB cd 24 2d b9 55 08 00 45 B0 ~
P10 81 Ge B0 0O 48 00 40 11 b2 Zb c@ aB 01 81 B af no@@

DO @3 @2 07 6c <4 4c 01 53 1b eb 48 54 54 50 3F 31 .--1-L-

DO Ze 31 20 32 30 39 20 4F 4b Bd Da Sc AF 43 41 54 .1 209

DOLD 49 4F de 32 20 6B 74 74 70 3o 2F 2 31 39 32 2¢  ION: htt p://192,

BO50 31 36 38 2o 33 2e 31 Ja 33 37 32 3135 2F 75 7@ 168.3.1: 37215/wp

P05 6e 79 B4 65 76 Je 7B 6d  6c Bd 8w 53 45 52 56 45 npdev.xm 1- -SERVE e
@ 7 vicobalk LR pogns. || $H8: soTis + 2AF s8I 0 W) || W Bafualt

&l 1.31 http. response M Jif

(3) Hi A http. request. method=="GET",ifR 8 F W W 15 B, W~ HTTP GET
TP TSR WA 1.32 R .

e - o
RHE WRE WEY NG WRD S

¥ Tine Swaren Bestination Fratsesl  Length Infe
2184 165.410089  192.168.3.2 202.206.100. 34 HITR 4¢1 GET /Ffavicon.lco HITR/1.1
2110 165.493879 192.168.3.2 180.163.247.162 HTTP 319 GET /favicon.ico HTTP/1.1 L
2118 165.557398  192.168.3.2 124,225,213, 208 HTTR 319 GET /favicon.ico HTTR/1.1
2131 165.830368  192.168.3.2 180.163.242.116 HTTP B44 GET /stq-http://wBsrc=se HTTP/1.1
2139 166011555 192.168.3.2 202.206.100.34 HTTR 401 GET [favicon.ico HITP/1.1
2152 166.191927  192.168.3.2 42.81.120.61 HTTR 318 GET /favicon.lco HTTP/1.1
2155 166.253847 192.168.3.2 42.81.120.61 HITP 322 GET /ferrorferror.hta HTTP/1.1
2166 166.382775  192.168.3.2 42.81.8.40 HITR 317 GET /favicon.ico HTTR/1.1
2191 166.452187  192.168.3.2 180.163. 242,116 HTTP 645 GET [s2q=http://welarc=se HTTP/1.1
2211 166.628222  192.168.3.2 202.206.108. 34 HTTP 401 GET /favicon.ico HTTR/1.1
2220 166.799156  192.158.3.2 180.163,242.116 HTTR B46 GET /s?q-http://wadlsrc-se HTTP/1.1
21239 167. 229217 192.168.3.2 202.206.100.34 HTTP 401 GET /favicon.ico HTTP/1.1
HITR

2248 167.708284 192 Jffavicon.ico HITR/1.1

* Frame 2267: 481 bytes on wire (3288 bits), 401 bytes captured (3208 bits) on interface \Device\NPF_{1B9E2TFO-FOOF-4752-B378-62FI07TIACGEL, 1d @
» Ethernet II, Src: HP_2f:74:c8 (B4:0e:dc:2F:74:cB), Dst: HusweliTe 2d:b3:55 (eB:cd:2d:2d:b9:55)
» Internet Protocol Version 4, Src: 192.168.3.2, Dst: 200.206.190.34

» Transmission Control Protocol, Src Port: 55796, Dst Port: B8, i 7982, Ack: 45184, Len: 347
» h

D000 o8 cd 24 20 b9 55 B4 Be 3c 2 74 P BB 08 45 B0 -
P10 @1 83 a6 74 40 00 82 B6 00 B c a8 83 82 ca co

0070 64 22 09 4 90 50 06 ab 6a el bd 22 11 1a 50 18 .

0030 02 B0 f4 10 B0 B9 47 45 54 20 27 66 61 76 69 63 GET fravic

008 GF Ge Ze 63 63 6F 20 48 54 54 50 2F 31 Je 31 84 on.ico H TTP/LI.

BO50 @a 48 6F 73 74 Ja 20 77 77 77 20 68 65 62 74 75 -Most: w . hebtu

P05 2e 65 64 75 Je 63 6e Bd s 43 6F Ge Ge 65 63 T4 .edu.cn-  Conmect o
@ 7 vicwberk LR pogns. || $H8: somae + 2EF s (0w | B Bafaalt

[ 1.32 HTTP GET J ¥ ik



B 1 MBEEDN TR Wireshark \‘\m

(4) FEFJELR I A http. request. uri contains ". php",#i#t URL HTTP "4 & . php
B AL, AL 1,33 iR .

- EH LS
'S R EREBERensq@TilSAaann
WMty weqeant il sestaine * ply” HES -]+
[ Tiwe — Bestination Pesteend Langth Infe k
= 3551 364.980451 202.206.96.180 36.110.237.161 Ll 1328 POST /wdinfo.php HITP/1.1
4818 176507865 202.206.96.188 36.110.237.161 HTTP 1588 POST fwdinfo.php HTTP/1.1
44608 177068903 202.206.96.180 36.110.237.161 HTTR 1376 POST fwdinfo.php HITR/1.1
6485 409.182135 2082.206.96.188 111. 206.68.52 HTTP 644 POST fwdinfo.php HITP/1.1
6486 400.182137 202.206.96.188 111.206.60.52 HTTP 652 POST jfwdinfo.php HTTP/1.1
6531 400, 214937 202,206.96.180 111,206.68.52 HTTP 572 POST jwdinfo.php HTTP/1.1
6536 400.219360 202, 206.96.180 111.206.60.52 HTTP 588 POST fwdinfo.php HTTP/1.1
8079 401.24639%6 202.206.96.180 111.206.60.52 HTTP 716 POST /wdinfo.php HTTP/1.1
10221 407.516125 202, 206.96.180 111,206.60.52 HTTP 988 POST fwdinfo.php HTTR/1.1
18233 407.525312 202.206.96.180 111.206.60.52 HITP 788 POST fwdinfo.php HTTP/1.1
11133 414.187673 202.206.96.180 36.119.213.238 HITP 585 GET /imtf. < QuUErY) ind _arch=x86_64&nac]l_arch=xB856-648pray
11246 415.670798 202.206.96.180 111.206.60.52 KTTP 1188 POST /wdinfo.php HTTP/1.1
11253 415. 678571 202.206.96.180 111, 206.68.52 HTTP 835 POST fwdinfo.php HTTP/1.1
« »
Frame 3551: 1328 bytes on wire (10624 bits), 1328 bytes captured (18624 bits) on interface \Device\NPF_{1BOE27F0-FO8F-4752-B378-62F90TTIACGE}, 1d @ ~

Ethernet I1, Src: HP_2f:74:cB (04:Be:3c:2f:74:c8), Dst: Clsco_23:44:c3 (08:17:35:23:48:c3)
Internet Protocol Version 4, Src: 202.206.96.180, Dst: 36.119.237.161
Transaission Control Protocol, Src Port: 64499, Dst Port: B0, Seq: 1616, Ack: 1, Len: 1274

[3 Reassembled TCP Segments (ZB89 bytes): #3549(155), #3558(1460), #3551(1274)] )

B8 17 35 23 44 €3 84 Be 3c 2f 74 <@ B8 00 45 00 500 oft-E ot
@5 22 a5 90 40 00 BO B6 0@ 80 ca ce 60 bd 24 Ge "8 i
ed al fb €3 88 58 d5 a% d6 &Ff da 39 ¢} c7 50 18 P o9 P

6010 84 00 42 a7 0D 00 26 £2 ad 49 73 2e dd €4 29 7 ] -

0040 da 87 68 57 a6 1a 63 39 bc B £F 36 83 65 5c 2e - -BN--

@950 67 af ab d3 d5 46 €7 B6 23 44 06 o8 18 0a 2l ad  geoo-F-e -

Frme (1328 bytes) | essvsabled 7 (3000 bytas)

@7 ivechark AR W0 ey g 1nz - 2RF 13 0o EE: Dafwalt

B 1.33 vkl & php AT

1.4.5 IMEELH

(5] 1-10] i ICMP Pr O 9NECE BE BG4 . 2 B UF
(1) 7£ emd F AT ping www. baidu. com -t A4, WKl 1. 34 iR, 8% A B 1P H
HE K 182, 61. 200. 7.

Bl 1.34 AT ping £efE



D0 £ T By TR B S 5% CRi TR 4R k)

(2) | 5H, E g R A ip. addr == 182. 61. 200. 7 and icmp, W&l 1. 35 Fi/R.

TN WEE RSN RO MBI SEW B B Bl TRM e
e resumTrEEaaan

TI6 25760588  182.61.200.7 302.206.96. 154 109 74 Echo (ping) reply  id~IxDOIL, veqe3/51Z, 1t1=51 (request in 715)
749 28,7420 202.206.96.158 182.61.209.7 100 74 fcha (ping) request 1d-Gw0001, 1eq-1/768, Trl-128 (reply in 750)
758 24, 782084 18261, 200.7 20656154 10w 74 Echo (plng) reply  19-9xD001, seq-3/76S, trl-51 (request In 749)
TS5 7T 02 206.96.158 182.61.909.7 100 74 Eeho (ping) request 1d-BxDON1, weq-d/1024, te1=178 (reply in
755 35705671 182.61,200.7 202.206.96.154 10w T4 Echo (ping) reply  fd-ExDOB, seqsd/1024, ttl=51 (request in 754)

@ T65 26, 7EMAL  202.206.06.154 182.61.200.7 10w 74 Echo (ping) request 1d-xDB1, seq-5/1289, tt1-128 (reply In 766}
TEE 26, 793109 182.61.208.7 202, 206.56.154 108 74 Echo (ping) reply  14-0D001, seqe5/1289, (request In 765)
775 37.785966 a2, 206.96,150 152.61.309.7 109 T4 Echo (ping) request Sd-xDEE, seqe6/1536, 1tl=128 (reply in 776)
T 27795179 182.61.200.7 200.206.96.154. 109 74 Echa (ping) reply + eq=6/1536, tr1=51 (request in 775)
TED 6.751487 202.206.96.1%4 182.61.209.7 109 74 fcha (ping) request 1d-IxD0A1, seq<7/1752, tel-128 (reply in 781)
THL 28.798737  182.61.208.7 282.206.96.154 1o T4 Echo (plng) reply 1800001, seq-T/1732, ttl=51 (request in 782)
786 29.7974M  703.206,96.158 182.61.309.7 108 74 Echa (ping) request » $0qeB/I048, 111128 (reply in 787)
TH7 20.006109  182.61.200.7 202.206.96.154 100 74 Echo (ping) reply  Sd-OxD0O1, seq-B/2048, (request 1n 786)

» Frame 715: 74 bytes on wire (592 bits), 74 bytes captured (552 bits) on interface \Device\NPF_[1B9E27F0.FOOF-4752-B378-62F007T1ACEE}, 1d ©
(5 —f2-fekarnat 11, Sree f02t:ucca (Mileste:iTaiet), Bz Clron Bhoddcy (6h:17135:23:41c3)

+ Internet Protocal Version 4, Src: 202.206.96.154, Dat: 182.61.300.7

+ Internet Contral Message Protocal

B 1,35 PUECE B HE

(3) B 1,35 1 S8 N RS — AT BUR G . 78 2 5% D8R IR fE B b R
XG0T A 415 BN %A, 045 Frame,Ethernet [ .Internet Protocol Version 4,
Internet Control Message Protocol, B 2 5% I A M =4, 7] &7~ I3 60 0408 /2 00 1
A L nTEL 1. 36 TR .

TR WEE REV BAG W0 GFA RHE REM OEW  DRM eE6
EReaessTifEaaan

e

~ Frame 71 (592 bits), 74 bytes coptured (592 bits) on interface \Device\NPF_{1BOE27F0-FOOF-4752-8378-62FID77IACEE]), id 0
» Interface id: @ (\Device\NPF_{1BSE2TFO-FOUF-4752-BI78-6IF90TTIMEE})
Encapsulation type: Ethermet (1)
frrival Time: dpr 5, 2021 15:38:44,366039000 f [EFALETM
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1617608324.366039000 seconds
[Time delta from previous coptured frase: 0.006863000 seconds]
[Time delta from previous displayed frame: @. 000000000 seconds]
[Time since reference or first frame: 23,762121000 seconds]
Frome Nusber: 715
Frase Length: 7d bytes (592 bits)
Capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frase is ignored: False]
[ in frame:
[Coloring Rule Name: TCMP]
. tmmm Rule String: icap || icapvé]

» Source: HP_ Zf T4z d {Dl
: IPvit (Bx0809)
b4 I-rumn Protocol VWersion 4, Src: 202.206.96.154, Dst: 182.61.200.7
9189 .... = Version: 4
.- 8181 = Header Length: 29 bytes (5)

» Differentiated Services Field: 8x8@ (DSCP: (S8, ECN: Not-ECT)
Total Length: &2
Identification: @xG&d9 (26329)

> Flags: @xod
Fragment Offset: ©
Time to Live: 128
Protocol: ICHP (1)
Header Checksum: 88008 [validation disabled]
[Header checksum status: Umverified]
Source Address: 202, 306.96.154
Destination Address: 182.61.2080.7

w Internet Control Message Protocol

Type: 8 (Echo (ping) request)
Code: @
Chocksum: @xdd59 [correct]
[Checksum Status: Good]
Identifier (BE): 1 (Sx0001)

£UEY. WEE fena o)

1,36 Bdi g iEanes 2



B 1 MBEEDN TR Wireshark

1.5 MBZRE5HEH

1.5.1 ARP #hiRJRI1E TR

ARP ¥p3J& Address Resolution Protocol (M3t fi# HT 30 B9 46 S , 7£ LA K B 3R 5%
B B £ T ARORE AG J MAC bk i 3E TP bk, ik 200 1P Mkt #% 4 MAC Huhik i T
YEJ& B ARP PSR 58 1 .

ARP S5 5k g 2 — i AL % v ] AN ik O 2, RN B0 o A Bl R A B AL AR
A7 1E 5 1 I 28 38 {5 B » Hacker 5256 8] A2, MW A BLES 1 B AL 0938 15 . A2 X >
Firh Hacker /24 A] AN 23 40 BREG B AT ECHE 15 2 Wl 2 U A BldsF B HLAS Z E4K
RO LLIE R @5 I HEMEASEREFELETZ T DA, AV NACEERM
BHLESEE . AT 92 bk £ T — 4 Hacker 1F 76 2 2R M W5 WF A L 2% F1 B HL &8 22 18] 19
WAF .

ARP PhUCHY i 802 WA AR A TEAL . 25 FHL A BB — >k ak Ty 1P Mk
192.168.157. 142 ) ARP R0, AL A FH A 200 1% A4~ Ko A2 8T 7 i B0 4 56
e XA BdE A 750k [ 192, 168, 157, 142, E#2 K H IR N8 ARP 247 % F . Hacker
TE 2 I X — ok B 78 M 65 LI .

(%] 1-111  7E VMware H153 5 Q12 5 UL, Kali HLES Y TP Hbhk>A 192, 168. 157. 142,
Windows 7 ML#8 9 1P Hidl 4 192. 168. 157. 170,

(1) 7€ Kali FHAT09-MRHE /IR I T 1) Wireshark B2y, a0 1. 37 fiR.

WRH . el EMALA Kali AW F@ZETRTALAFRA 5,

! |L'- ml] --gl [ root@kali: /h.. £ *eth0

L

it » & - P

@ e » & - AERER

- it &, ettercap-graphical
% aE

W EEEF

@ o1- ERKE
T 02 - WA
03 - Webi2FF '2 responder
£ 04- mEEiRGANRE g vireshark
Q os5-=myH

@ o6 - £aMEH

B o7-waTe

M 0e-WAMATASE

& 09 - miEME

B} macchanger

‘?ﬂ mitmproxy

! netsniff- ng

K 1.37 F£ Kali T #447 Wireshark



@S MEKHRE R R
"?’___

(2) 7F Kali T A&t R, $UfT ping 192. 168.157. 170 A4, tnl&l 1. 38 s .

e /home/malimei
z 192.168.157.170
168.157.170 (192.168.157.17@) 56(84) bytes of data.
8 170: icmp_seqs=1 ttls 1'“-. time=0.606 ms

8 ttl=128 time=0.4
: icmp_seq=9 ttl=128 time=0

packet loss, time 8138ms
08/1.227/0.244 ms

[l 1.38 Kali #l#% ping Windows 7

(3) Kali HL#§ 192. 168. 157. 142 Fl Windows 7 HL&§ 192. 168. 157. 170 #4738 {5 i,
2206 ARP RAFH£ A 192, 168, 157. 170 XN ) ARP I (BI 192, 168, 111. 170 X Jif
1) MAC Hohb) , G 3G $e 2 0 43 & 1% ARP %K, 1P 2 192, 168. 157. 142 By EHLE 5k
SPITT G A % — 4 ARP R 38 HL 192, 168, 157. 170 EHLAY MAC Hudlk, N &N

who has 192.168.157. 1707 Tell 192.168.157. 142,41 1. 39 fi7~,

XfHF) IRS(E) AM(V) MSG) WEC) SFA) RS RiEY) ERW TAT MWsiH)

dAmseomMERE QEEF S JII—?@.QQE

Suurr Deshnatlnn Prnuxol Lengﬂ' Info

.. \"I'Nare Sa da:ci

142 24.274854283

-‘ 66 192. 188 57. 1?8 ls at 99 0

Tell 192.168.157.142
129:84:600:9d
182 29.265158865 VMw.. VMware_5Sa:da:c7 ARP 60 Who has 192.168.157.1427 Tell 192.168.157.178
183 29.265186602 VMw.. VMware_84:80:9d ARP 42 192.168.157.142 is at 8@:08c:29:5a:4a:c7

B 1.39 IMERIE ) #EH A

(4) 4 1P 192.168. 157. 170 B9 EALWE XA~ ARP 38 3R A0 B A 2 5T o] /Y B Bh
U, M2 H M E —4 ARP £, 15 4 & A9 MAC Huhik 45 JF 192, 168. 157, 142 Ay &

L, &l 1. 40 FiRs,

No. Time Sourc Destination _Protocol Lengtt Info
Lot ] ol eAsE

29.265158865 VMW.. VMware_b5a: 4ac7 ARP E Who hasig -168.157.1427 Tell 19
183 29.265186602 VMw.. VMware_04:80:9d ARP 42 192.168.157.142 is at @@: 9(: 29: Sa da:c?

Har:lware type: Ethernet (1)

Protocol type: IPv4 (BxB888)

Hardware size: &

Protocol size: 4

Opcode: reply (2)

Sender MAC address: VMware_04:080:9d (08:8c:29:84:00:9d)
Sender IP address: 192.168.157.178

Target MAC address: VMware_5a:d4a:c7 (088:8c:29:5a:4a:c7)
Target IP address: 192.168.157.142

» Frame 142: 60 bytes on wire (486 bits), 60 bytes captureﬁ (488 bits) on interface ethd, id @
3 Etharnat II, Src: VMware_84: BG 9d (B0:0c:29:04:00 . Dst: VMware S5a:4a:c7 (80:8c:29: 5a 4a:cT

B 1.40 (8] 5 0 R A



