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(2) MRBAMBREAFEENRE ZARLEPFR,
(3) 245 BLUA — Fb W 25 2 Ao 6 M 3R AF K Fo o ik,

35 MBS ME{ERXDEETLENA
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1. [ 2% 3% 8 0 M A2 um O 3
1) ping fir4

ping fiF 4> (9 32 B D) B2l i & 3% Internet FEH R SCHM I ICMP . K080 5 53 — &
TCP/IP EHLEY TP Szl 00 . 19 46 8 B 5 T3 A iy 4 K6 I 199 2% 1% 322 3 7 0 AT 3 34
P TR ATRE I 25 R A AT D R AR o e Y R — A R AT S

ettt
N LS BEE SV EX P TINEN LE 23 L S X T
tRAE R 3435 8 e B 3-10 BT R . #2 A ping 4449 3% ik A X% “ping + 3 7 i i ¢
IEFEE S PPN S EENEIET DR SN ER I !
e ee et es e oo —ee ettt et oo —ee et et —er e oo eeere oot

2) quickping fiy 4> F1H i 4>

quickping iy 4 T L £ 9 2% o2 AT 89 04 JEHUNG B . 0 TT UG BB 0 24
HIBE ¥ Tracert 14 TraceRoute 3 Al Whois B FF JE A7 3 1141 i A 30 5 £ 00 , 386 1] L)

IR D 4 4 4 T 5L R A7 o 0 A R I, R R 0 48 T A T L fE SATANLNSS,
Strobe,Superscan I SNMP %,

2. BERMAREFENREE

ipconfig iy 4 1Y £ Z U AE R /R i A TCP/IP W48 Bl & A5 B il B sh 25 3= HLE & P
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[k A\ WINNT', System32' cmd.exe ;Iglll
C:\>ping |
Usage: ping [-t] [-a] [-n count] [-1 size] [-f] [-i TTL] [-v TOS] —J

[-r count] [-s count] [[-j host-list] | [-k host-list]]
[-w timeout] destination-list

Options:

-t Ping the specified host until stopped.
To see statistics and continue - type Control-Break;
To stop - type Control-C.

-a Resolue addresses to hostnames.

-n count Number of echo requests to send.

-1 size Send buffer size.

-f Set Don't Fragment flag in packet.

-i TTL Time To Live.

-u TOS Type Of Service.

-r count Record route for count hops.

-s count Timestamp for count hops.

-j host-list Loose source route along host-list.
-k host-list Strict source route along host-list.

-w timeout Timeout in milliseconds to wait for each reply.
4] | L4 P74
E 3-10 {ER ping A THRTER

lc:\>ping 172.18.25.109
IPinging 172.18.25.109 with 32 bytes of data:

|Reply from 172.18.25.109: bytes=32 time<10ms TTL=128
:Replg from 172.18.25.109: bytes=32 time<10ms TTL=128
IReply from 172.18.25.109: bytes=32 time<10ms TTL=128
:Replg from 172.18.25.109: bytes=32 time<10ms TTL=128

IPing statistics for 172.18.25.109:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
[lPpproximate round trip times in milli-seconds:

Hinimum = Oms, Maximum = Oms, Auerage = Oms

e:v,

3-11 7 F ping &5 & i W 48 B Z B M

1 (dynamic host configuration protocol, DHCP) fli{ % & 4t (DNS) % & ,
.‘++++++++++++++++++++++++++++++++++++++x
E (501 361 4o RALJA R 528 ipconfig, T A B Ff A M %€ B B (R F) ) | i
+ IP 3o ik F M Fa B A M %, £ DOS 4447 F #r N ipconfig A T L H LA £ +
E T NN ESLE T i
N e ee e oot e oo eeee e et et oo te et oot oo ee oot

A ipconfig /all AT VA& & P 7 %6y TCP/IP B B4z 8. sX TAH A3 HE I
IP 3 3k &5 W+, W) =T vAA) A ipconfig /renew 44~ ¥ 37 DHCP #98 & ,

EREEERRORGE

netstat Ay 4 1 FE I GE . BRI sh A8 W0 im0 L LR S HHE B IP Bl %
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WINNT\ System32) cmd.exe

C:\>ipconfig

Windows 2000 IP Configuration
Ethernet adapter Z=MiiEf::

Connection-specific DNS
IP Address. i =
Subnet Mask . . .
Default Gateway .

Ethernet adapter UMware Network

Connection-specific DNS
IP Address. i s
Subnet Mask .

Default Gateway .

Ethernet adapter UMware Network

Connection-specific DNS
IP Address. i B
Subnet Mask . . .
Default Gateway .

Suffix

172.18.25.110
: 255.255.255.0

Adapter UMnetl:

Suffix

192.168.146.1
: 255.255.255.0

Adapter UMnet$:

Suffix

192.168.242 .1
: 255.255.255.0

=loix|

& 3-12 F ipconfig s & &EF A IP it

IPv4 i35 B (IP . ICMP . TCP fil UDP), f#i i netstat -an iy 4 0] LI & H #i 16 3h (14 %
T RV TR o 11 e I 45 65 L A 4 T I 4% 2 75 B A 122 0 B BT 2 0 9k O vk & 3-13 i
Ro WHRZS N LISTENING , 375 b HOE ZE g WT 38 1A 5 H A 5 MU 5 an SRR
i ESTABLISHED, 7R 1E 76 5 Kt 32 ML 3% #2915, A B 87 i 4L TP Hi kb A i

H45,
CHWINNT System32' cmd.exe _|EI| X[
:\>netstat —an AI
Active Connections

Proto Local Address Foreign Address State _J
TCP A.8.8.8:21 08.9.8.8:8 LISTENING

TGP A.8.8.8:25 8.9.8.8:8 LISTENING

TCP A.8.8.8:42 08.9.8.8:8 LISTENING

TCP A.8.8.8:53 08.9.8.8:8 LISTENING

TCP A.0.0.8:88 8.8.8.8:8 LISTENING

TCP A.8.8.8:119 08.9.8.8:8 LISTENING

TCP A.8.8.8:135 08.9.8.8:8 LISTENING

TCP A.8.8.8:443 08.9.8.8:8 LISTENING

TCP A.8.8.8:445 8.8.8.8:8 LISTENING

TCP A.8.8.8:563 08.9.8.8:8 LISTENING

TCP A.8.8.8:1825 08.9.8.8:8 LISTENING

TCP 8.8.8.8:1826 8.9.8.8:8 LISTENING

TCP A.8.0.8:1829 08.9.8.8:8 LISTENING

TCP A.8.8.8:183@8 08.9.8.8:8 LISTENING

TCP A.8.8.8:1832 8.9.8.8:8 LISTENING

TCP A#.8.8.8:1836 08.9.8.8:8 LISTENING

TCP A.8.8.8:2791 08.9.8.8:8 LISTENING

TCP A.8.8.8:3372 08.9.8.8:8 LISTENING

TCP A.8.8.8:3389 08.9.8.8:8 LISTENING

TCP 172.18.25.18%9:88 172.18.25.118:185A ESTABLISHED

TCP 172.18.25.189:139 68.9.8.8:8 LISTENING

upDp A.8.8.8:42 B ﬂ

B 3-13 i netstat -an & < & & & B A fiwm O
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4. B MR EXRAFEREEA

net iy 4 1Y 1 Z IR R A A BLAAR AL A P 0 3 T AU BR AP L A5 0 5 TSR RL
ST M R S 4 IS 2RI 55 AR A AR R LB TR AT A

O e L o e e e S L S e m e S e
{ 4

E [Z=%5) 3-7] A netuser A AN LG F I &, B 3-14 B &, & TV i

YR net user+ A P 4 B A R PASEE R, do e E IR B AR 123456, 40 @ 3-15 |
IS !

e e s e o e o S S e e S e

[ETIC:\ WINNTY System32\,cmd.exe

C:\>nhet user

\\$2G YA PR

__umware_user__ Administrator ASPNET

Guest Hacker IUSR_WWWFOX-NET o
IWAM_WWWFOX-NET SQLDebugger TsInternetUser

UUSR_SZG-NB

i AR SE K

C:\> -
4] | Mz

3-14 H netuser EFITEN LBARTIE

[ eE C:\WINNT! System3z\cmd.exe

NP
vonet user administrator 123456

R TR | =

& 3-15 F§ net user (& A P =75

- i i A A i - i IS
(RG] 3-8 2 H P IR us im0 48 #5141
AR net AT A A=A P LA jack 89 7L KG, H LR Pk e B E
# 123456 89 & B R 40,4 | 3-16 Ff +,
EW LAk AmApEERRA
M & Ak 3-1-1. bat
net user jack 123456 /add

net localgroup administrators jack /add

net user

1S O S S S G G G G S S S N O S S U S Y |



