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AFWF ] BAF T,

(1) XARBRAEEFE, §I% Telnet o SSH RS0t 2% REFR B K P HE %
Foik B FIRZAZE WA 4 scp.

(2) AR BEERE: FH VNCREZWLE BRERBFH . EPat it s,

A

3.1 XAXRFHEZERER
SCAS BT G R A FE Telnet Ml SSH. Telnet iy B SCAL i B3R , 3 A 26 4, O W% Wi
K. SSH M &g i e, e g ZHH.
3.1.1 Telnet

Telnet WpZE TCP/IP M P — G, B IEFE B MRS FOPRHETM L, & P At T 78
A M FEHL AR EVL
2 3.1 AAT SR BLE
31 ETRANMEEE

b H F o A& IP Hiu ik A1 ] g 7
Telnet IR 5% #% centos-s 192.168.0.251/24
Telnet % ' #l centos-c 192.168.0.1/24

A FERSS #n i 2% Telnet,

[root@ centos-s ~] # yum -y install telnet-server

LR 2. FEMRSS 50 3 Telnet AR5,

[root@centos—s ~]# systemctl start telnet.socket
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HBR 3. W E MRS A BT K8 LLUET Telnet AR5 .

[root@centos-s ~]# firewall-cmd —-permanent --add-service=telnet
[root@centos-s ~|# firewall-cmd —-reload

R 4, A Telnet & 7 i,

[root@centos-c ~]# yum -y install telnet

AR5 FEF L EA Telnet %558 255 4% .

[root@centos-c ~]# telnet 192.168.0.251
Trying 192.168.0.251...
Connected to 192.168.0.251.

Escape character is '"]"'.

Kernel 3.10.0-1127.e17.x86 64 on an x86 64
centos-s login: test

/1 AR 4

Password:

// AN

Last login: Mon Mar 8 07:44:21 on :0
[test@centos-s ~]$

EE: X Telnet RV N 5 K UL ERAAR LV FY root IR % 5,

[root@centos-c ~]# telnet 192.168.0.251
Trying 192.168.0.251. ..
Connected to 192.168.0.251.

Escape character is '] '.

Kernel 3.10.0-1062.e17.x86 64 on an x86 64
centos-s login: root
Password:

Login incorrect

AR TEH I root G AR B S L 76 IR 55 a5 LA T N2 R N 2] SC/ ete/securetty I 58T
Ja k55 Telnet,

[root@centos-s ~]# vi /etc/securetty

pts/0

pts/1

pts/2

pts/3

[root@centos-s~ﬂ# systemctl restart telnet.socket

3.1.2 SSH

SSH (Secure Shell) J&:—F G895 DL %2 4 119 7 3 42 136 0 A 8 5% 19 Pp L o 2 H iy Oz 72 45 B
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Linux B E %7 3.

SSH & P ift 22 42 B 4IE 1Y 75 1%

(1) HET AR IE . F K P 13 A% R 3 i 5 5%

(2) BT AL, 75 2L A H A iU B X, SR 5 4% X b iy 2 4 B A% IR 55 4
77 5 s I 75 55 IR 55 i b B9 A BHEEAT LK

BT RN B UE iR T AN T B R VT 0] N S R A BT LA A

Linux Py LAY SSH Iz 55 i 2 A4 47 sshd, Ho L & SCHE7 T /ete/ssh/sshd_config H1, % H
B LW 3.2,

#3.2 shd REBEEXHGHERAFEMEN

¥ B & X

Port 22 sshd iR 45 Wi Wr 1) 3 11

ListenAddress 0. 0. 0.0 sshd IR 55 W5 T (9 1P M hik

Protocoll/2 SSH il A 5

HostKey /etc/ssh/ssh_host_key SSH WrRRA K 1 B, DES R0 75 B A B
HostKey /etc/ssh/ssh_host rsa_key SSH WrSRRA Jg 2 B, RSA FAE A A B
HostKey /etc/ssh/ssh_host_dsa_key SSH W ERAS Fy 2 Bt DSA G170 A B
PermitRootlLogin yes/no BB/ M root R

StrictModes yes/no 214 376 2 FH P 1 D BH AR e A L A v 45
MaxAuthTries 6 R R 25 1k i

MaxSessions 10 RS

PasswordAuthentication yes/no ST SO FE T AT ) 56 I
PermitEmptyPasswords no/yes A OV S B SR

A 3.3 PR AT R 4
£33 ETANNERE

hil Jucs £ W A IP Hb 1k #0747 45
SSH ik %5 %3 centos-s 192.168.0.251/24
SSH & F il centos-c 192.168.0.1/24

1. A FE M BIE# 4T SSH B %

HBR 1. fEMRSS A% &2 SSH R 55 v .

Linux O £ BRIN 285 3 SSH IR 55 v B2 /5 sshd.

W 2. FER P HLEFIH SSH & f k55 e .

Linux & EINE 2 SSH & P2 )7 ssh, 74 ssh BB A0 F .

ssh (MBI it A& 3 4L Ho kb

L5l P test AT SSH & 5%,

[root@centos-c ~]# ssh test@192.168.0.251

The authenticity of host '192.168.0.251 (192.168.0.251) ' can't be established.

ECDSA key fingerprint is SHA256:JjFeFasmz0pCSIsp4bXpC/UU0qnxZN51itQUh1JGFO2w.
ECDSA key fingerprint is MD5:c3:a7:97:85:a0:7a:62:0e:16:el:3d:bf:2c:2e:34:b5.
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Are you sure you want to continue connecting ( yes/no ) ? yes

Warning: Permanently added '192.168.0.251' (ECDSA ) to the list of known hosts.
test@192.168.0.251"'s password:

[/ AL B test B

Last login: Mon Mar 8 07:44:21 2021

[test@centos-s ~|$

VI root #47 SSH % 5%,

[root@centos-c ~]# ssh root@192.168.0.251
root@192.168.0.251's password:

// FIA P root W%

Last login: Sun Mar 14 19:22:35 2021

[root@centos-s ~|#

SRS I P root #E4T SSH % Rt Al DLl 9 2 S i Fl P root #6509 wl REME . Al 72
I 55 S (R C 5 SCAF 5 38 AT AL 4 # 5, IF 4L yes BN no.

[root@centos-s ~]# vi /etc/ssh/sshd config
PermitRootLogin no

FH e 8 55 sshd e & SR ARk

[root@centos-s ~|# systemctl restart sshd

M P root #E4T SSH % 5% Bk 6 4 .

[root@centos-c ~|# ssh root@192.168.0.251
root@192.168.0.251's password:
Permission denied, please try again.

/7 TR A B A I R AE W, KRR AR AR 47

2. BT H4%IEeg SSH B %

IR 1 TR P WL AR AR E .

[root@centos-c ~]# ssh-keygen

// R SSH %4

Generating public/private rsa key pair.

Enter file in which to save the key ( /root/.ssh/id rsa) :
/1 N B A A A

Enter passphrase ( empty for no passphrase ) :

/7 BN B RS % Enter BRI CH 25 1

Enter same passphrase again:

/ /TR i N 5 B Y R

Your identification has been saved in /root/.ssh/id rsa.
Your public key has been saved in /root/.ssh/id rsa.pub.
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The key fingerprint is:
SHA256:bPDGuLw+u2kX+Ag3NFoZg5HBh/Cd/5DHrKAZwgTNziM root@centos-c
The key's randomart image is:
+-——[RSA 2048] ————+
| .oo* |
| |
I o oo |
|x =B+ |
|. = .+00S +

|
|E + ooco+... |
| . . +oo |
| © w= I
+--—-[SHA256] ----- +

[root@centos-c ~]# cat /root/.ssh/id rsa

// #H SSH

MITEpQIBAAKCAQEAt3RZydsVAYJ1i1Nb6ISYMIQwWIFTOETIhKsXrKxR2azpVhxieny
3eclbgYbDFjzAAQOEx3vCYDLtrygqrXclm5bzI8I6mmelK2bw/iT+LgmAFtWTOG82B
xCvvZeQ+NS3MkczYhhmo5Ggl5mQClxek81MmIRR]) rmVwddmBzy 7FNcTI11ls 7nHNL
v3yVibgFK/e/KLgdIwSwnAIjp7/FaT+dJl1iIymAG5awTWEPgc8sT3mIMHyCRKoV
aInSEMKVAT+TZFnNbiojId8dylBEMY1kYxkSrVL0298YDLwqoW6/joEByshgOnsx
S3bnU0grY7JZBt 6YAYWfejgQhh24Wy+45yMctQIDAQABAOIBACULRf jbFeGuvNEH
E7/ca27TDRneLU9+W0IBk1122Zb7W1l 7pcxc3AKPgRuDOsaHkAYDveo+GIpap3fpu
kxShclMVhXuRRGL1fDazEvme5el BmWcW+WIoySXr4BNkyZ00Vx6t20UXe7E5uTCn
UPzujumBjUXNNsIbJuw2fS6NR10sfu/0z380iJryndkgyIVImd/KI+6Fa38g9wvB
OBMrPJh1LKhs4hfvTpwCFyoy+th20XvdVJ3+xpunhD/nvwf7mk0VSgbDr3hHj1u0
t8B1ln5Z5UhBFbBMZRKttNtaIKuoYag4KggKy5S/YgB2/W8c6alpWuR/dYJIXE7JIPS
EnCLgQECgYEA5CChTASOtEx9Ko0xgV5pa2sn8ZrhndlRgjTuxMHcA/iFeY5K38K3
TocQ8R8/9J6x110+a5IaYzGwvIXo6CVBHK]JMKIBoFZ5aQpnrc/h+z1HhhGFmwr /N
57z5I143k3wlamBaaFKr/aaz40JH1gmotL2WINVIW/0X0+D/Mi3Dc37HUCGYEAZzdS5w
1i7M5eUFLNrm+mukbeE6I3iIb/XKmlXF8r01T9TUdo0cu8QY91djPyxAjGH] 7K3Z[root@centos-c ~]# cat /root/.ssh/id rsa.pub

// &F SSHAH

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQC3dFnJ2xUBi0LUlvojlgwhDDOVPOQiEgxesrFHZr
O1lWHGJI6fLd5zVuBhsMWPMADQTHe 8 JgMu2vKqtdyWblvMjwjgaZ6UrZvD+JIP4uqYAW1 ZM4bz YHEK+
915D41LcyRzNiGGa)kagXmZAKXF6TyUyblFGOUZXB12YHPLSU1xMiXWzucc2K/ £fIJWIJuAUr9780uB0
JDNCcAiONnv8VPpPS50NXWIjJKYALL1rBNYQ+BzyxPebOwf IJEqhVoidIQwg8BP5NkWcluKiMh3x3KUEQx
1WRJjGRKtUvTb3xgMvCghbr+OgQHKyGA6ezFLAudTSqtjs1lkG3pgBhZ960BCGHbhbL7jnIxyl root(@
centos-c
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AR 20 AR Bl b B HTR IR 55 4%

[root@centos-c ~]# ssh-copy-id test@192.168.0.251

/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s ), to filter out
any that are already installed

/usr/bin/ssh-copy-id: INFO: 1 key( s ) remain to be installed -- if you are prompted
now it is to install the new keys

test@192.168.0.251"'s password:

/7 i AR5 s B9 P

Number of key( s ) added: 1

Now try logging into the machine, with: " ssh '"test@192.168.0.251"™
and check to make sure that only the key( s ) you wanted were added.

LR 3 R PHLELL SSH H R B FMRS 7% .
[root@centos-c ~]# ssh test@192.168.0.251

Last login: Sun Mar 14 19:28:03 2021 from 192.168.0.1
[test@centos-s ~|$

NSRS TS, W HBE R T AV U6 IE AT SSH & 5%, 75 B AE IR 55 i A e & S
2 65 474k ¥ yes BUH no,

[root@centos-s ~|# vi /etc/ssh/sshd config
PasswordAuthentication no

B A 8 55 sshd i & SCHEAE K,

[root@centos-s ~ # systemctl restart sshd

P Ui B T A B B e HEAT SSH 8 SRR

[root@centos-c ~]# ssh root@192.168.0.251

Permission denied ( publickey, gssapi-keyex, gssapi-with-mic ) .
3. & AAE Hir A A

L i A scp(Secure Copy) g — 5T SSH WML AE M 45 b 47 42 4 4% i ST 1 A
o A sep A B SCUERNT 2SO PR R B
(1 L#sc.

i

scp [REIH] AHb A2 /30 3 72 3 AL Hb oIk - 2 AR B AR /S0 1
(2) T#HEet.
scp [PEI] VB AR ML HE - 528 B2 B 42 /SO A b s 4% /S0 1

scp A H T XL 3.4,

0



R34 scpBELEAEME X

I & X
-v SR T Y 3% Bk
-p F8 5 i & E LAY sshd ¥ 5
-r T AL 3% S0k
-6 fifi F 1Pv6 Bl

(53,11 1e% Bl LB ORI L 3080 iR 55 4% .

[root@centos-c ~]# echo" This is a file created by the Client." > centos-c.txt

// B LA S

[root@centos-c ~]# scp /root/centos-c.txt 192.168.0.251: /root/centos-c.txt

// &AL E SRR %5 45
root@192.168.0.251"'s password:
centos-c.txt 100% 38 32.7KB/s 00:00

(61 3.2 7l 55 & s A g SCHF IR 2 7 Bl T 4

[root@centos-s ~]# echo" This is a file created by the Server." > centos-s.txt

/[ TE R 55 i v B A S AR

[root@centos-c ~]# scp 192.168.0.251: /root/centos-s.txt /root/centos-s.txt

// AEZ P WL 2Rk 55 4% i SC A
root@192.168.0.251's password:
centos-s.txt 100% 38 22.2KB/s 00:00

3.2 EREFHEZEEEX

PLEIE 5t i J 20 P8 s i 3R 4 VNG %5,
3.5 FTR N4 B M 2L
R35 BETRANMERE

il puct S| 1P Hb ik 0 5 ) 45 65
VNC AR %5 %3 centos-s 192.168.0.251/24
VNC % ' #l Linux centos-c 192.168.0.1/24
VNC % F*Hl. Windows 192.168.0.2/24

1. ®eE VNC IR 4 %

BBE 1. FEMRSS A% B2 %E VNC IR 55 3
[root@centos-s ~]# yum -y install tigervnc-server
A BE 2. MRS LA VNC RS %6,
[root@centos-s ~]# vncpasswd

Password:

Verify:
Would you like to enter a view-only password (y/n ) ? n



/7 PR A AU WAL B 65, B vNC 3% 35 R REHEAT A B TS AR HEAT A RAE .

A view-only password is not used

PR 3. fEMR S5 A% LR VNC IR55 .

[root@centos-s ~]# vncserver

New 'centos-s:1 ( root ) ' desktop is centos-s:1
Creating default startup script /root/.vnc/xstartup
Creating default config /root/.vnc/config

Starting applications specified in /root/.vnc/xstartup
Log file is /root/.vnc/centos-s:1.log

AR A BE IR S5 v B K e LUTT VNC 55 .

[root@centos-s ~|# firewall-cmd --permanent --add-service=vnc-server

[root@centos-s ~]# firewall-cmd —--reload

2. B2E VNC & F #U Linux

BB AR ML Linux B35 VNC % 7
[root@centos-c ~]# yum -y install tigervnc

PR 2. 7E% P AL Linux Fig4y VNC % i, 7RSI FJ7 B9 T HEASZM%+$E Applications—
Internet—>Tiger VNC Viewer i THE 3.1 iw,

4. Applications Sunl%44 X W O

Favorites o J Empathy
Accessories

‘ Firefox
Documentation

Internet TigerVNC Viewer
Office

Sound & Video

Sundry

System Tools

Utilities

Other

3.1 #EZEF# Linux EIiE1T VNC & P i
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R 3, A VNC IR S 28 10 H k.
T VNC server CARME P # A VNC RS #5 #uhk . 35 35 Connect #7241 21 3. 2 s,

VNC Viewer: Connection Details =l x

VNC server:|192.168.0.251:1|

| options.. || 1oad.. || saveas.. |

[ about.. | | cancel || connect 7|

E 3.2 #AN VNCR&EEH i

I 4. Fi A VNC IR 55 25 10 356
1E Password SCAHE s A VNC IR 55 #8983 465 , - sty OK #41. iE 3. 3 Fias .

VNC authentication - X
') Password:
‘ . [ ...... | |

3.3 BN VNCREEBHZE

AR S BRI E A VNC %5 i R G617 Iz 55 4% 09 ROE Fm, gl 3. 4 Fios,

s* Applications Places  TigerVNC Viewer Sunl1944 & W) O
centos-s:1 (root) - TigerVNC - 8 x
a* Applications Places Sun19:41 % 4 O

) centos-s1 (roon) - ] =
B 3.4 Linux P iREZER D)

3. Bt E VNC & F # Windows

AW 1. THEMIEIT VNC Windows % J7 i, 7£ Server SCARHE H iy A VNC Rk 55 4% 19 3
Ik AN 3.5 Bk,
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() Sewes [1521680251.1 |

About. | Options. [ 0K | Cancel |

3.5 N VNC fR& =5yt

HBE 2, Hi A VNC IR5 22 %15 . 7F Password CASHE P A VNC iR 55 o5 ) 5% 15, I 2
i OK #4l, il 3. 6 i,

VEC Viewer : Authentication [No Encryptien]

S Foy | Usemame:

Ve I [k
C Password: III.I.I Cancel I

B 3.6 #®WANVNCHREEHNZG

AR 3 BRI E AR VNC % P e REEE H 7R I 55 4% 09 ROE S m, il 3.7 Fos.,

Sun19:43 & W) O

& 3.7 Windows & iR ZE £ K Ih



