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#6I 1. SQL Server 2012
1.3.1 s % A& (Product Type)

The product type of the TOE described in this ST is a database management system (DBMS) with the
capability to limit TOE access to authorized users, enforce Discretionary Access Controls on objects under the
control of the database management system based on user and/or role authorizations, and to provide user
accountability via audit of users’ actions.

The TOE, which is described in this ST,is the database engine and therefore part of SQL Server 2012. It
provides a relational database engine providing mechanisms for Access Control, Identification and Authentication

and Security Audit.

14 2. COTS Security Product
2.1.5 %% % A (System Type)
The XYZ Guard is a network security device that uses the National Security Agency’s (NSA) cards to provide
multi-level secure(MLS) services to legacy networks,i. e. Internet Protocol (IP) networks that operate in
system high mode. XYZ Guard protects enclaves or individual hosts. With in a network, XYZ Guard is in-line
between the host and the network. XYZ Guard operates on standard IP datagrams. The XYZ Guard can also

serve as a firewall or an in-line encryptor.
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