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Q. 5.1 Hgrdifeik

5.1.1 EMXEHFHREIE

T (replay attack) MOFR 5 3% T o o 11 e e i, G 3 A TR B 20K DAl & 3% 0 B9 R
SCHEAT AR 5t B AN 2 SR A BSOS R DR Ak A RO . B Y Kk Ty BE AT DL
J e 1 S 32 T, A AT DA I 0 28 W W 8 56 =05

i S B R O 1Y B Y e T 5 R T T B IR B R IE
Ak, Tods 3 T DA A O i 0 O SO AR B GE HEAT Be s IR &R S8 0 MR 55 i oK O
SRR U556 TE A0 158 Y HR B il IR gl T DAAR Hf S SO B ) WA L B S b O AR R ) 1 i
Windows JE i 55 T A 7 55 5 %% A g 2 A 22 001, DL SR B4 A 110 DVW A 36 % 5% 11 4>
R 2 ) e 2 401

T3 A s Bty 3 A mT R I £ W i s HG Al 5 O VR P B TAE ST L L4 A VIR
fth . Token.,Cookies % , 7E #E 4T — i 940 3L 5 , T4 L 5103 & 25 IE IR 55 2% . W 4% b A% i 1
BARAR 22 02 2800 s 10 o AH = B0k 5 0 SR 00 3 0 B n 2% BCHE A T RE P ok AR Tl i
N, Bk & TEAL S e i 1 AR B — > G iR P Rk B 0 286 s 1 A BRI s i L EL A
B R 3% X B TN 1A g5 W0y A RTREIAUE B , JF DAt 38 B8 3 42 W0y 1 H
B o AN, FE—A A RO R A U A N B 52 B s B, G P R R — B % i
SRR P ST — A Bk T DLROZ A SO 2 W ik 45 & g8, AT AT RE S 2 ffi
GIAFAR . XA SC B YF s mT LU 2B 1k A SCAE B T 5 BN A5 B L P (E o — i
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5.1.2 EMXFHEIR#E G X

1. WMIRBE R EVH

A T B O AR Bl 2 — B o % ) i 7 s e R A 6 SR 114, IR SR
F A AN 14 TR G Tk 2 A B DR B SR URIORE 2 2 — N BOR (B, DOIE R G0 B B 8 %
UECBEL (AR 3~5 WO » HUEGE 3 A B {E R0 1% 0K P 802 20l & 1P bk EAT BiUE . B IR i
28R SR H) N [R] 1) J A28 38— Bt ) Chn B/ st B 2 0 o AR ARG 10 4 A A S MR . B 7™
B T BUR BLAHAS 1R 20K P 8% TP HuhE A2 108 Sk R GE BRAR A 0L T Sl i BRBTUE

2. R T IFIE L

AN Y 45 BTk E B AE Web B P B AR 45 U JavaScript i F S BLHY
FOAR L ALE T 0T AR B A Bl E B 0 AR ST BR R B R S @ TR Y AR I R AL G
Cookie SFH A, 5L AE T T~ 26 % 1€ AL — I (P BT 48D o W0 U8 &% 48 0A B 0] HI T 19 3 0 25
8 7 A O FIORS HEHE K L (EBR =2 A ol T 9 By YOI 14 19 28 ) et — B i TR
PEAT A S iR R L B ik 8 T HARMERE ] JavaScript A< s SO SE AR IR 80, L IR
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55t 108 3t B 0E 0 S ok A W) 0 B 4 4 S0, nT AR A P i G R A gl e B £ S it )
T ¥tk .

3. IRMEEME

AR U5 A A U3 {5 28 HL I HER — A BE AL, U5 S R e BEHLBOR 5 — B, i an, 16 5
R IR o 38 5 AL B8 R 1 55 i i 52 O A2 38 45 8 S+ 0 7 S A I 1) JIR 55 i i A
T — UCHCHE I BT b B BI85 i 4 B BE LSO I B il — A BEALE WA % P
Uiy T REAF AR AT o IR 55 A i 1 2 P S R ) B AL RO B AN S AT EROE S DO R &
A e AL IR 7 A A I PRk F 0 2 IR 55 e i s AL SCRT SRS DL AL AR 10 R 56 S % 4
FO B Rk 45 % P s, 0 17 St BN TR R X R B BE LR % e 14 B AL &L
B I B L Hash pR A B— N0 28K H 2 205 R 55 i i 9 52 B 3 TAAEE

4. 7 hnediE

P[] B BB 3R /s — 10 KO A — R R I (] sl © 284778 119 52 2 19 T 95 50 o i 7]
BRICSRE S 2 15 180 B R /DN 2 A I T 7 I ) 5 3k A 38 15 0007 23 763X A I T) 16 11 1N 58 il i
> BORFR I (][R 25 . 25 X005 388 15 I 22 S I 1) 7 11 COAS BB AR AR [ 25 ) Ik o DA A A 0 6% o 7k i
o A AE

TE B ) 28 7P v 19 0 R At ) S T BOAE A R R A AR HOR BR T L L 22 F 4
it B 3L [ . e Ah ] SSL/TLS S5 s 1 T BEAT LS 4 3 9 40 o i T i

Q. 5.2 DVWA H5FHifr

DVWA (Damn Vulnerable Web App. % 5 5% B i B Web N F 2 %) & — 4~ PHP/
MySQL ) Web I FHFRF & — 36T Web #9245 5047, L 32 88 H AR J2 55 Bh ¢ & Ll A
DR 4 A PR A A SC R RE AN T R AT B Web JT & A 5% B4 3 B A DR 40 Web i
MBFR SR, DVWA TAEA M4 %6 3% IR #1722 2 F AR IR B FR B b 27 2] Web
NP %4, DVWA JE PHP JFIR R S8 . A] LU o [ 332 50 A% 2 2 48 S0 A 2 2 % T 4% Fil
T 11 F) 22 42 B 47 G B

DVWA Hal PLZk ] i anF .

* Brute Force: #% JJHf# .

* Command Injection: #i&HE A,

« CSRF: Bl stk this,

* File Inclusion: 3CHA4U 5,

* File Upload: 3 1%,

* Insecure CAPTCHA : N% &KL,

e SQL Injection: SQL HF AR,

* SQL Injection(Blind) : SQL # A (H ).
e Weak Session IDS: 554 1% IDS,

* XSS(DOM) : B5 3l AR (SO SR
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XSS(Reflected) : B uli A (KT AD

* XSS(Stored): B HIA FFAERD

¢ Content Security Policy (CSP) Bypass: &% 2K,

e JavaScript Attacks: JavaScript W il7 .

DVWA 7 T3 4 % §8 37 Jr A7 158 P PR 18 14 42 4 00, 43 51 24 Low ., Medium , High 7l
Impossible 4 DN, GNBE 22207 3708 A% B BMERLBOR . Low 2 N R ik 42 Bj
P A A S B A AR ZS S i RE % 12 05 2 s Medium 2800 23 5 H B — 28 L AL A
B AP, T A T AT AT K Sk B 4 R it s High 20530 1 B 4 U0 2% DR R & 7 4 2

il — M High 250 B By 37 R4 5 i 250 A RE R EN 2 % 5 Impossible 251 A AR w)
AEIZ 35 L Y) » Impossible 2] (19I5 % — 7T 9 S % AE S A2 77 B 858 Web B 37 (19 S50 T B2
DVWA M 440837 /9 5 man 5-1 i,

< 2 2 0% 1 ntp/focahost/ £ v > @ 4 m = A

7 Welcome to Damn Vulnerable Web Application!
Instructions Damn Vulnerable Web Application (DVWA) is a PHP/MySQL web application that is damn wulnerable. its main
------------- — - goal is to be an aid for secunty professionals to test thewr skills and tools in a legal emironment, help web
Setup | Reset DB developers better understand the processes of securing web applications and to aid bath students & teachers to
2 feam about web application secunty in a controlled class room emvironment
Brute Force The aim of VWA is to practice some of the most common web vulnerabilities, with various levels of
T difficultly, with a simple straightforward interface
Command Injection 2 o
esre G I Instructi
eneral instructions
File Upload L} i up to the user how they approach DVWA. Either by working through every module at a fixed level, or
g any module and working up lo reach the highast level they can before moving onto the next one. There

Insecure CAPTCHA is not a fixed object to complete a module, however users should feel that they have successfully exploited the
1 system as best as they possible could by using that particular vulnerabality
SQL Injection

- = Please nole there are both d d and und d vul y with this software. This is
_?9!-_ _______M l. You are encouraged to try and discover as many issues as pusslhle
Weak SessioniDs | DVWA alsa includes a Wab Application Firewall (WAF), PHPIDS, which can be enabled at any stage o further
XS5 (DOM) increase the difficulty. This will demonstrate how adding another layer of secunty may block certain malicious
e ————— actions. Mote, there are also vanous public methods at bypassing these protections (so this can be seen as an
XSS (Reflected) | extension for more advanced users)l
X55 (Stored) ! There is a help button at the bottom of each page, which allows you to view hints & tips for that vulnerability
CSPB i There are also additional links for further background reading, which relates to that secunty issue.
JavaScript

— WARNING!

ms”"'*’ | Damn Vulnerable Web Application is damn winerable! Do not upload it to your hosting provider's public
PHP Info html folder or any Interet facing servers, as they will be compromised. It is recommend using a wrtual
- - machine (such as or ), which is set to NAT networking mode. Inside a guest machine, you
About can download and install for the web server and database
Logout Disclaimer

B 5-1 DVWA Mgz ER®T

@y 5.3 Web FJIMA T Burp Suite Fifr

Burp Suite f& Web N FHFE Pl i e fE T H 2 — 2 T A E Xl Web W #2
JP 5K T H . Burp Suite A AT 4 Ff Web 1 2& i I RN 25 o6 AT 55, A0 36 37 >R (0 2 48 Fn &
EAIJ‘ﬁl‘ﬁa&%lﬂffﬁ‘\ﬁmﬁﬁﬁﬁﬂ%\#ﬁﬂﬂ&*ﬁﬂﬂlﬁ SQL WA L5 3l B AS L 28 v X 36 L B AR g
Ji B S B AIE R G RSB0 BRI N 2 R R L 23 0 A R R 45 05 B 4 L EE
T’ﬁi‘ﬁi\#Eﬁlﬁ\ﬁﬁﬁEE@Tﬁé@E&%ﬁﬁlﬁﬂ
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Burp Suite By B A7 T HARIL 2 —AN95 5K FF GE AL BEXT I A9 HTTP 1H B FF A AE,
3 H & B . Burp Suite M EEAE TR IT S BROIARY 8080 i I AR A A< b AR 4% 11
R 8080 i 1. Burp Suite RJ ] P4 B 1A P UL A% » 12000 W A BRIA B B AR it 8080 Jii 111 4
AR B AR 55 7% A AT DL A — 07 W YE A% B9 AR i 8080 g I AE AR AR 55 %% . T A 9 HTTP
Wk i AR T DA A4 AR L AR B, 55 A Burp Suite H B 3UFIE B )G W T DL
HTTPS Muliiii it . 75BN B0 T o o6k JE B B¢ U5 09 3 oROK sl 22 80T s, 7T LUl i Burp
Proxy &3 H 1) Options &304 B 2R A{H .

Burp Suite B EZINHERIEUIT ,

* Proxy(fUHD) . #28 HTTP/HTTPS ffCHLIR 55 % . AF 7830 B 5 A1 H A Web 13 H]

R Z B s N7 T 28 A A A& 2oL m) 9 i 4 KR e .
o Spider(JEHL) . ' BRI 1) W 25 € Hh , 5] 5 % M Rc 28 o AR 5 1 9 25 AN 2l g
* Scanner (FAHi &%) : ZIHEALIR T Ll b, fig A 81 &3 Web ﬁfHﬁEﬁE"Jﬁé/ﬁﬁo
e Intruder(I 5 %%) : Burp Suite B B H Z — , Al X Web b H 2 F 3t 4T H 3h1k
1Bk B ARTRAT A B | DL R P ASOR B2 R 800 B U ] . i B
FEER 4 DFHEE, Target(BLE W H A7) Positions (% B Payload M1 A & K& 4
M 28 [ Payloads (% & B8 A0 1 28 4, e B I+ 52 8L L Options (B3 45 1 5K
K TR DI, Bl 45 R, 4 SCR R VT E i B 48 £y S5 58 R SE D)

* Repeater (F L #F) : Al T2 #AE K% A E HTTP iFK . IF 40 7 i HF2 5 e 1

* SGQUencer(/‘\Ergﬁ) Fﬁ?h(ﬁ']éﬁlﬁ#?fﬂﬁﬂ@ﬁﬁ;ﬂﬁi,ﬁm@%Fﬁ?&{}ﬂhﬁlﬂéﬁ%

A AT PR | 2 A A R A T S0 A5 S 3 g A B BN R A S L BEAR 4

iﬂV1ﬁLﬁb%%ﬁﬁ¥ﬁ1ﬁﬁE’Jﬂh

* Decoder (f#fth#5) « 38 b T2 $AT SO 0 FH AR P 3204788 A8 fife 5 R 4 i

* Comparer (ki FLE$) - Xﬁ—%mflﬁj{*ﬂﬂﬂﬁfgfﬂE@ﬁ%ﬁlﬁﬁ?ﬁ%ICISX¢J"JF>I%%%J‘&

17 Al AL SR .
Burp Suite A MUK 5-2 iR,

Burp Project Intruder Repeater Window Help

Decoder Comparer Logger Extender Project options User options Learn
Dashboard Target Proxy Intruder Repeater Sequencer
Tasks New scan @ New live task ® {:O‘} @ I(;'
? Filter I:Runnirlg) iiPaused_) ::Finished;} lLl\ve tast) 5';1\ I'\'_In!ruder atlack::' P Search.. |

1. Live passive crawl from Proxy (all traffic) @ {:‘3} @
Add links. Add item itself, same domain and URLs in suite scope. 0 items added to site map
Copturing: D 0 responses processed
0 responses queued

Event log @.

ST Criticol ) Ervor § info NET) P search. |
] Time Type Source Message

| 15:44:53 7 Sep 2022 Info Proxy Proxy service started on 127.0.0.1:8080

& 5-2 Burp Suite £ R H
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Q5.4 SEUJL. Burp Suite F S i DVWA 5% 5% H
Ik b

1. KA

g
5T i iR

(1) 48 DVWA #1147 Fl Burp Suite i942 3505 7 1k,
(2) %48 Burp Suite H It DVWA B35 % 55 1] 1 45 85 R 1 7 15
(3) HRNT Web W3k 5 55 1Al 35k o o B,

2. RRESHER

(1) %% phpStudy 2 5 TH A MySQL $4 ¢ , #5 H# DVWA R 454817,

(2) %% Burp Suite T. A&,

(3) £ DVWA M5 48 37 v i i Brute Force #RH, % B % 2 2 54 Low, fff F§ Burp
Suite X DVWA 4 ] F1 8 s die SCHEAT 0 46 5 B0t 456 5 30 SO R 48 23 031 %k 285 1 B
A AT 2 BB S T 44 0 e T I AT 2 ) R

3. TWHEE LK)

(1) Burp Suite T H

Burp Suite /& H T H & X W Web i H B 7 89 38 K T. H . Burp Suite A] #4745 Ff
Web AH 3¢ 9 I 38 FN I o5 4T 55 40 336 385 2K 09 2 0R A& e, MO8 A TR L 38 IO FH B8 U TR
ORI, SQL VA, 85 5l JUAS, 92 b X 36k 0 B AR 0 T, B O W A IE R S8 B S 4 )
) B ) P25 R ) R 23 08 A WU R 3 0% B 4, RO A2 L T e ik L I 2 0 4R 4 IR
% L%

(2) DVWA M2 #3% Brute Force #RHe

DVWA &—A 3T PHP/MySQL #5 &1 Web 1 HFEF . H A 41 Brute Force £k,
Brute Force A LLIE i FI 7 44 R A5 8 55 R il , I 647 2 1 il . DVWA J0E (A

(3) Burp Suite X Web [k %5 5% 114 3#E 47 55 55 Yoo 9 I 38

R B R AR B B R 4 R g B bR B G L S 3% . Burp Suite J7 35 I
Wy A< b 8080 i 1, i B 5 F 8080 it AR HR 1 %0, I Burp Suite 7824 1 W % 4+ 5 Web
e 55 % Z B g ] A, Burp Suite fff i Proxy 34 #0UH F 4 52 %5 5 114 1 = 44 FLEE RS
25 M 55 4 1Y 4 SC A 1T Intruder BEHUE 07 2] 14 747 8B R4 A B 8 &, gk 1 4 2
TR P A R R 3R B S SO IR 55, DAL AT 2% ) oy o AR B R 2008 5 1A, IR 55 2
IR (0] 55 41F 38 o 4 SC) Length {B2 A5 AN [R] L DL 26 1 16 B 19 11 4, 58 18 31 0 s I il At 1
BB SR 4,

4. LR EEIFEFMHP

P VMware Workstation 15. 5+ Windows 7, H ¥ i 6145 phpStudy 8. 1.DVWA
1. 10 #1 Burp Suite #1 X kit 2021,
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5. RWIIE

(D Yol mr i 3 4e 3

£ Windows 7 % %% phpStudy (f5#5 Apache, Nginx, MySQL) , 7£ phpStudy " &K &
DVWA #0137 , % %% Burp Suite, P40 2 WA L & 950

(2) Todi i 3 A A S 1

Ji 1 phpStudy, #idy WNMP“—48 )5 317 )5 i it MySQL %05 JF  Nginx(Web fiR 55 #%)
#BELJA 3, Hop Nginx 0] H] Apache 48, W& 5-3 iR,

[—wsz
_/"! -\-IJ.
SR T
b &

| &
Apache24.39 a [ o |
FTPO.9.60 L} -
| wsausras N - |
[ womasss |

5-3 B 3h MySQL #(#& E 1 Nginx iR &

Ji 8l Burp Suite, H.ifi Proxy 3, Hiidi Open Browser $# £, R AT T I P4 8 3 B8 %% . 4n
B 5-4 FF7s .

Forward Drop Intercept is off Action | Open Browser |

5-4 /337 Burp Suite i 1 B it 5 88

TE Proxy B 1Y Options W3R o, A LU 2 P 8 WY a5 T Web AR 55 %%
PE & 127.0.0.1:8080, 4nf&l 5-5 Fizs .
Burp Project Intruder Repeater Window Help
Decoder Comparer Logger

Dashboard Target Proxy
Intercept HTTP history WebSockets history Options

@ Proxy Listeners

{{J} Burp Proxy uses list s to ive il ing HTTP request
Add Running Interface Invisible
sransoms

5-5 Burp Suite &F Proxy it
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Web IR IR 55 # 9VE HTR K 00 B8 2% 5 Web Il 55 i B9 18 2K OFA 42 50 i )3 %ﬁﬁkfﬁfﬁﬂ&%
ar AT S S, i T8 ] Burp Suite VB R AQ B A% S, PRI JH 44 | %5 8 45 B0 #6 B
Burp Suite AR I HATH AT A B, BEAS AT LI# T netstat -ano Ay & & 8080 ¥ M 4L F
A A W AR A TEL 5-6 IR

C:\>netstat -ano

ETEE

Pl ik FHEEH L £ PID

TCP ; 8.0.0.08:0 LISTENING 3508
ALP 225 9:8.0.9:8 LISTENING, 672
[TCP___127.6.0.1.:8080 0.0.9.0:0 LISTENING 3984 |
TCP 127.0.0.1:9000 9.9.0.9:0 LISTENING 3488

B 5-6 & 8080 % O 4b T A M ITIRT

fi F Burp Suite PN B W W #5514 H# DVWA Rk http://localhost B¢ http://127.0.0.1,
LI admin i ' 4 .password N & A 5-7 PN,

A R A Burp Suite F 7 30 B8 i 100 88 F 28 = 75 0 58 4%, 75 275 X0 1 ) B8 2% A
Internet J& ¥ b 57 oy 30 152 L 7E AR BRI 55 A% vh e v O LAN Al HIACHE IR 55 2% 7 52 R AE
WE 1P Huhikoh 127.0. 0. 1.9 114 8080, W&l 5-8 Jif/R .

=E-
¥ | http://localhost/login.php Flv | @&~ BiEB«NEFNEEH. EREEHAFHEE, ARARHEE.
[ aHaMies ()
[C] emaa B+ (s)
o N

DVWA , g
N M Lav SAAERSES LR BRATESSE VI £

|tht(a): 127.0.0.1 WOy : =080 I EEC) |

] Bt A it 6B AR 5588 (B)

Usarnamsa

admin [ | [ ma |
Password | memeazR
L u&%ﬂ*gm;éé& AFHSeE, & [ BREelw) |
Damn Web (DVWA) | BIE | [ B ] SLC)
& 5-7 5z DVWA Rt B 58 HE=AMEREERERSSH

TEW YE 28 s DVWA ZE 3% 81 rh (1) DVWA Security JUIE 8 DVWA (1 % 4 4 5
WE NG Low, WA 5-9 iR,

#F/ DVWA 1y PHP A, 73 Hrix PO & 2 & . /£ DVWA R H 5t~ 5[]
H 5% vulnerabilities, \J & F A 1) 14 DU BEH . A5 ik K& ) Brute Force 18X} 5
brute H %, W&l 5-10 s,

AkL2175 7] brute | 1) source H 3%, HA A low. php.medium. php.high. php 1 impossible. php
4 A3CAF A BE Brute Force BEHUIE P i AN AT RE 4 A2 G000 (19 PR . ANl 5-11 Fro . 4
SR DVWA HAb BT A 885 14 22 4 GO IR A% AR e B e & A H st T Y 4 AR 44 SCiF

85



86 MEBBHEARETELHKGEE - ORI

B OVWA Security - Damn Vul X
2 (Y ) Yr httpi/flocalhost/security.php®

<>

DVWA Security

Security Level
Secunty level is cumrently: low.
You can set the security level to low, medium, high or impossible. The security level changes the wilnerability

level of DVWA:
1. Low- msmmwmcnmwwﬂeﬂh&mmﬂwmmmmall It's use is to be
as an example of how web bilities ifest through bad coding practices and to serve

as a platform to teach or leam basic exploitation techniques.

2. Medium - This selling is mainly to give an example to the user of bad security practices, where the
developer has tried but failed to secure an application. It also acts as a challenge to users to refine their
exploitation techniques.

3. High - This option is an extension to the medium difficulty, with a mixture of harder or alternative bad
practices to altempt to secure the code. The winerability may not allow the same extent of the
exploitation, similar in vanous Capture The Flags (CTFs) competitions.

. Impossible - This level should be secure against all vulnerabilities. It is used to compare the wulnerable
source code to the secure source code.

Prior to DVWA v1.9, this level was known as Tigh'.

| [ow ] [ submi]
| PHPIDS

PHPIDS v0.6 (PHP-ntrusion Detection System) is a security layer for PHP based web applications.

PHPIDS works by filtering any user supplied input against a blackiist of potentially malicious code. It is used in
DVWA to serve as a ive example of how Web Application Firewalls (WAFs) can help improve security and in
some cases how WAFs can be circumvented.

You can enable PHPIDS across this site for the duration of your session.

5-9 DVWAKIZRERHEEARKIEE Low

(C:) » phpstudy_pro » WWW » vulnerabilities » v | 4 || 2 vulnerabilties =]

IR wee(H)

SEELZ RS A - #~- O @
- \h \l \k \' g
captcha csp csrf exec fi javascript
~ ~ ~ ~ - -
sqli_blind  upload weak_id xss_d Xss_r X$5_S

a2 A

view, he!p view_sour  view_sour
php ce.php ce_all.php

5-10 &EFH DVWA M &M ERPWE R

WWW » vulnerabilities » brute » source -

FERN(H)
(&=

b 1Y . - s -

B B B B

high.php  impossible | low.php | medium.p
.php hp

E 5-11 ZFH DVWA B Brute Force i TH 4 &£ 55 3T 4
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I SCAS 2 B4 4% CANC A ST IF low. php SCHF N Kb/ /T £ AT R TERE .

<?php
if( isset( $ GET[ 'Login'] ) ) {
// Get username [3RELFH ' 44 ]

Suser = $ GET[ 'username' ];

// Get password [Fk Bt % 5]
Spass = $ GET[ 'password' ];
$pass = md5( $pass );

// Check the database [# & 5(¥E %]

Squery = "SELECT * FROM 'users' WHERE user = 'S$user'AND password = 'S$pass';";

Sresult = mysqli query( $GLOBALS["  mysqgli ston"], $query ) or die( '<pre>'. ((is_
object( $SGLOBALS["  mysqgli ston"])) ? mysqli error( $GLOBALS["  mysqgli ston"]) : (($ ___
mysqli res = mysqli connect error()) ? $  mysqli res : false)) . '</pre>');

if( Sresult && mysqli num rows( Sresult ) == 1) {
// Get users details [5 3| H F i)
Srow = mysqli fetch assoc( S$result );
Savatar = Srow["avatar"];

// Login successful [ %]

Shtml . = "< p> Welcome to the password protected area { $Suser}</p>";
Shtml . = "< img src = \"{ $avatar}\" />";
}
else {
// Login failed [& 5% 2k Y
$html . = "< pre><br /> Username and/or password incorrect.</pre>";
}
((is_null( $ _ mysgli res = mysqgli close( SGLOBALS["  mysqli ston"]))) ? false : §

mysqli res);

}

?>

G3 M TR Z SO Y Low GOl 0K FH 44 5 B 418 52 30 ik 55 s A if0 5080 22 01 i 17
F B3 B AIE , I A AT A 22 4 45 ] A Bl AL O 56 | I TR B L R SR BE G e B T
Jit) AR 2 By AT H R G

(3) HE Bk

Hidi DVWA S5 1) Brute Force §if # , 76 UUTH H iy A IE 8 B9 H1 7 4 admin 1 %5 5%
password, B it AN Login #7241, W 5-12 s,

M %] Burp Suite, By Proxy BEEH 1 Intercept is off ¥4l , f#i H: 28 4 Intercept is on,
BERF C R sh s . A&l 5-13 Pos .

%] DVWA [y Brute Force 15, #uifi Login # £ % 5%, b i 159 346 85 JC ma i . [7] %)
Burp Suite ] Proxy 3, n] UL [ 518 53¢ i 52 52 31 iz 55 i 09 i SC8s & s, b 28 — 47
f##¥7 A GET /vulnerabilities/brute/? username = admin & password = password&.Login =
Login HTTP/1. 1, " WLiEa 5 XA GET, i username=admin&.password = password {{
R P o (0] i 55 4% B2 52 W S T Be 44 username Hl password (9 W (B 73 %1 24 admin F
password, W& 5-14 fiR~,

87
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C @ http/localhost/vulnerabilities/brute/

p— Vulnerability: Brute Force
M Login

)
Usermnama:

Burp Project Intrud Rep Wind Help
Dashboard Target Proxy Intrud: R S Decod Co

Intercept  HTTP history  WebSockets history  Options

Forward Drop Action | Open Browser ]

5-13 7£ Burp Suite 1 /3 Zh2 & 58

Dashboard Target Proxy | S Decoder Comparer
Intercept HTTP history WebSockets history Options

/P Request to http:/flocalhost:80 [127.0.0.1]

T pcion | Opentiowss

Pretty Raw Hex

‘.|GE'1‘ /vulnerabilities/brutefusernameSadminépasawordepasawordéLogin=Login HTTE/L1.1 |
2 Hoat: localhoat
3 Accept: text/html, application/xhtml+yml, application/sml;q=0.9, image/wabp, */*:q=0.8
4 User-Agent: Mozilla/5.0 (Windows NT £.1; WOWE4) AppleWebKRit/537.3& (KHTML, like Gecko)
Cheome,/33.0.1750.146 BIDUBrowaer /6. x Bafari/537.36
Referer: http://localhost/vulnerabilities/brute/
Accept-Encoding gzip, deflate

5

&

7 Accept-Language zh-CN, zh;q=0.8

8 Cookie: PHPSESSID-0f4ldlefblibmiggecilvvtfiil security=low
9 Connection: close

10
11

5-14 EBEFRIWHEEHHMX
T£ Proxy AR ip gl 322 84 SCIAE B X 38k A T % 45 Send to Repeater #ET0, 4N 5-15 7R .

Dashboard Target Proxy i 5 Decod pe

Intercept HTTP history WebSockets history Options

/P Request to http:/flocalhost:80 [127.0.0.1]

Forward Drop

Action Open Browser

Pretty Raw Hex

1 GET /vulnerabilities/brutefusername=adminépassword=passwordiLogir=Login HTTE/1.1

2 Host: localhost T 3

3 Accept: text/html, application/xhtml+m Scan ¥*:q=0.8

4 User-Agent: Mozilla/5.0 (Windows NT &.1 ke Gecko)
Chrome/33.0.1750.146 BIDUBrowser/E.x S¢ Send to Intruder Ctrl+l

5 Referer: http://localhost/vulnerability

& Accepl:.—En:-Dd]:.ng gzip, deflate | SEM‘I‘DW C_tl‘|+ﬂ

7 Accept-Language zh-CN, zh;q=0.8 Send to Sequencer

B Cockie: PHPSESSID=0f4ld0efblibmIggeily

9 Connection: close Send to Comparer

1? Send to Decoder

B 5-15 304 #0330 & X B Repeater 3R



¥£5% EMWE

BERFZ R SC S8 2 i B Repeater #ER v, Hy T W UL 2 22 i 4% % 30 3K 1 B %€, v PA o
Forward #8547, W&l 5-16 fiw .

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer

L +

@ Cancel < | > | ¥

Request Response
Pretty Raw Hex m = Pretty Raw Hex

1 GET /vulnerabilities/brute/fusername-adminipassword=passwordé
LogircLogin HTTE/1.1

Hoat: localhost

sec-ch-ua: "Chromium";v="105", "Not)A;Brand";v="8"
sec-ch-ua-mobile 70

sec-ch-ua-platform "Windows"

Upgrade-Insecure-Requests 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; xéd4)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/105.0.5195.102
Safari/537.36

Accept:

text/html, application/xhtml+xml, application/xml;q=0.9, image/avi
,image/webp, image/apng, */*; q=0.8, application/signed-exchange; v=
3;q=0.9

Sec-Fetch-3ite: same-origin

10 Sec-Fetch-Mode: navigate

11 Sec-Fetch-User: ?1

12 Sec-Fetch-Dest: document

13 Referer: http://localhost/vulnerabilities/brute/

14 Accept-Encoding gzip, deflate

5 Accept-Language zh-CN,zh;q=0.%

16 Cookie: PHPSESSID-rfujiquilcdhd4alldlélmbpdinp security=low
17 Connection: close

oLl L b

@

w

5

5-16 7 Repeater #RR & i€ B R L

I Il 55 4 AT 3] 4 A2 1Y 4 ST, A i) BN P S e B T IR ] 5 SR 45 2R . 7E Repeater 5
He 5 15 — > Response X 3 , 3% & — % A Burp Suite PN #5893 %5 28 51 2, 7T LUK IR 55
v 3R 18] A D R SCHEAT W AR AT R E By . B s P A Render 4% £ B AT UE YL DU L
7~ “Welcome to the password protected area admin” 278 A & SR TN, W E 5-17 Frws,

Dashboard Target Proncy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options

1x +

m & | Cancel ¢ v|[ %] Target: httpy
Request Response

Pretty  Raw  Hex B n = peny Raw  Hex  Render

1 GET /vulnerabilities/brutefusernamemadsinipasswesdipanawordi

5 sse-ch-ua-platform "Windows"

& Upgrade-Insecure-Requesta 1
T Usec-Agen 1la/5.0 (Windows NT 10.0; wingd; x=ed) T
APPLNebRIE/337. 36 (RHTML, 1ike Gecke) Chrome/105.0.5195.102 e | Vulnerability: Brute Force
Safarifsaras e SRS o
G Accept: Instructions. -
text/html, application/xhtml+xml, application/sml;q=0. 9, image/ _ LOQ]I‘\
vif, ima ebp, image/ apng, */*;q=0.8, application/signed-excha Setup [ Reset DB
ge; v=b1 9 [ Username:
5 Sec-Fetch-Site same-aorigin = J
10 Sec-Fetch navigate | ?
11 Sec-Fatch-Uner i 1 Passward
12 Sec-Fetch-Dest: document Command Injection |
13 Refecer: hetp://localhost/vulnerabilities/brute/ -
14 Accept-Encoding g defla CSRF | L
15 Accept-Languags = 9 : W_ |
16 Cockie: PHPAESSIDSC 1ZcihdallilimSpdin mecurity=low Fila Inclusion -
17 Connection: clome Welcome to the password protecied area admin
18 File Upload
19
Insecure CAPTCHA
SQL Injection
SQL Injection (Blind)

B 517 BREBHASELTEREREREI
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iy BETE LAY IR A D0 B A A 4 SC R 2 PR B A BOIR A, Bl Proxy BB Y
Intercept PEI - H Y Forward 4441 . LA BE 7 2R T H 3C ., P WE A 25 1E 8 Wi Rz 4] 5-18 FoR .

Dashboard Target Proxy Intruder Repeater Sequencer Decoder c
Intercept HTTP history WebSockets history Options

/P Request to http://localhost:80 [127.0.0.1]

Forward Drop Action Open Browser

Pty Raw Hex

1 GET /vulnerabilities/brutefusername=adminipassword=passwordiLogirFLogin HTTE/1.1
2 Host: localhast

® 5-18 7E Proxy R B 51T XX

T far S B R B e 7 IR S S AE Repeater B B Send #2241, 473 Response X
ol 25 o AV % T I s 6 S ) X R R N A I B i SO R AL Y e et . B s IR
% SC Y O ey AT S BLWE 2 AE 22 1 Request X 3848 2 B 4G R SC BRI AT, ) 4, 15 B
password FEBHIME N 123456, Ff- i Send #2 4, 47 31 Response [X 3 2% 5 #7 Vi Y4 01 1fi -
78 “Username and/or password incorrect. ”, Bl s e W, Wi & 5-19 Fias,

Dashboard Target Proxy Intruder Repeater SeqUencer Decoder Comparer Logger Extender Project options User options. ]
1 L
Target: http/,
Response
W = Pretty Raw  Hex  Render

Login
Usernams

i s m—| |
: kil | Password

Login

File Upload [Sseename ansior pesmwora tncerseor.

Insecure CAPTCHA |

5-19 BHEBRBEXHH password TEEHF, ERXLTHERERENK

(4 ) T s 8 ik o) 5 i 3 T R AT 2 D B A

R FIH 44 admin, 25 5 R AR IBUEAF7E T A & S5 330 b, B Dt 3 X 5
B A 2 S B M BE AR i N IR — P IO 2 A, A H Intruder BEHAR P AL
b 5 e

AR ZL7E Repeater #2322l Request X I AT B4Rk S0 B 4 i £ % Send to Intruder i
T, W 5-20 iR

AR GUNR R HH AT I W 00, JF 4G DL R B i 0 123456 & 5, W AT LITE Proxy B
FLAR SCHAT B X I A7 5 3% 4% Send to Intruder ¥R, WA 5-21 Fi/R

& Intruder BEER (Y Positions PEI R H, BRINER M (E T 5 98 A s in 7 $ 455 x A
A hE, FERR I BGE AR R AR W SR AR A S R T AR A R R R
F T H & SOt



ES5E

Dashboard Target Proxy Intruder Repeater Sequencer
115 +
m @ Cancel Ll >
Request \ :
Pretty] A ‘ n =
1 GET Send to Intruder Ctri+l =
Logi
- e Send to Repeater Ctrl+R
B 5-20 Ll iR 2250 % R A Repeater #5945 3 32 % 1% B Intruder 3R
Dashboard Target Proxy Intruder Repeater Sequencer Decoder
Intercept HTTP history WebSockets history Options

/P Request to http://localhost:80 [127.0.0.1]

Intercept is on

Forward Drop Action Open Browser

Pretty Raw Hex

1 GET f\fulne:ahilicies)’b:ut‘.eﬁusemamFadm.LnLogirFLagin HTTP/1.1
2 Host: localhost

3 sec-ch-ua: "Chromium"; v="105", "Ny 2 i 1

4 msec-ch-ua-mobile 20 Scan !

5 msec-ch-ua-platform "Windows"

& Upgrade-Insecure-Requesta 1 Send to Intruder Ctrl+l |

7 User-Agent: Mozilla/5.0 (Windows N1 Send to Repeater Ctrl+R E (KHTML,

5-21 PUBEIRZ R E R M Proxy B HIG IR 3 & 3£ 2| Intruder R

EfmdE 91

P OGS A (2 AT 2% 0 A L DR SR B A i Y Clear S 45 B 8 3 B I A7 BRI

WE R E

PRSI P B AR SO A — AT B password FBUEEI 123456, If i A

B Add $ R B AE R A B, I Ab, Choose an attack type {££FERIN Sniper, i1 E 5-22

s

@ Payload Positions
Configure the positions where payloads will be inserted, they can be added into the target as well as the base requigt.

Target: = httpy/flocalhost

sec-ch-ua-platform "Windows"™
Upgrade-Insecurs-HRaquests 1

2 1 Adds
\ Update Host header to match target

Clear §

Dashboard Target Proxy Intrud Rep q er Decoder Comparer Logger Extender

Project options User options Learn

1\ 2% + Q

Positions Payloads Resource Pool Options

@ Choose an attack type
Attack type: Sniper w

1 GET /vulnerabilities/brutefusernamecadminépasaword=§1234568LogirrLogin HTTE/1.1

2 Host: localhost Auto §
3 sec-ch-ua: "Chromium™;v="105", "Not)A;Brand”;v="8"

4 sec-ch-ua-meobile 70 Refresh
3

6

B 522 HEREREARLEEE

B QI — BT IR 20 dictest. txt, P (Al 123456,12345678 ,admin,
adminl23.burpsuite,password.dvwa % 7 1>, 47— A . i Payloads ¥ K, FF7E T
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T8 Load 240 23X dictest. txt FH Y, Payload Sets H7 135 B 8 457 BRI , B T 15 6 {H
B TA BB AR RA 1A BB ROy 7. s i A Start attack % #LF
I WGk iR 5-23 i,

Dashboard Target Proxy | Rep Seq er Decoder Comparer Logger
Extender Project options User options Learn

1x 2« 2 Q
Positions Payloads Resource Pool Options \

@ Payioad sets

You can define one or more payload sets. The ber of payload sets depends on the attack type defined in the
Positions tab. Various payload types are available for each payload set, and each payload type can be customized in

different ways.
Payload set: | 1 w Payload count: 7
Payload type: Simple list w Request count: 7

@ Payload Options [Simple list] L2
; " : : i(F) WER(E MEIO) EW(V)
This payload type lets you configure a simple list of strings that are used as g 280(H)
123456
oo B | i 12345678
= 12345678 admin
1 ansiskae admin adminl23
Remove admin123 burpsuite
burpsuite » | password
Clear dvwal
password
Deduplicate dvwa

5-23 WEBTEMNSFAIGHFFBENLE

Wk 5E UG WL Results I, i 0~7 3 8 &KidF,F5 0 B Payload 53 {E, ¥
5 1~7 ) Payload {4}y F M b (9 & B (8 . 5 47 i1 19 Length 48 3R 3R I 1Y+ B2, H
Payload y password H i 7E4T Length #I{E K 4559, 5 H A A 1T Length FI{EH 4521 A,
e password B FTEAT MK Bk R 7 Response #E 5 - \ Render 4 £H RV AT Y& Y% i B 1) 5T 17
B 7R“Welcome to the password protected area admin”, Bl /& s Ty, WAl 5-24 BT,

AR H Ay Length {H % 4521 B9 47, W & 4% 01 i # B /8 “ Username and/or
password incorrect. ”, BPE S R W, DX L, 1F B %5 B3 {8 password 38 1 5 ik 2o B Yy & )
T it

(5) I FH kg B i 5 s FH P 24 0 25 4t (] Ik 5% 7 B A%

& Intruder B Positions IR L B T4 password = BUR A ES I 48 5 4b i
T 2K username FBUF MM WA NN A2 & SEREH A AW Clear $ %4, 4% admin {H
password {H&RJC )5 e P I IN A8 i, B Attack type F P32 B I % Cluster bomb
CRETRKE) , &l 5-25 FTR

T—#HE A Payload BET K , /o7 Bi£ ¥ Payload set (Z & A) TR, ¥ 1 £R
%F username 7B T M0, 8 2 FTRXT password FEOIN L F L CF . BT dictest. txt
S TR B B T IE A 4 P 24 R R A, DR T TN 2% SO . 4 Payload set T
75 BT P A8 B AR 43 i S PR A - SO IS R AT 348 7R “Payload count: 77, BFH] P 44 Tl %
MR IE(EA N 74> T HE78 “Request count: 49”F/REXPEAT 7X7=49 Y Ji , WA 5-26 7R,
BB 1 22 0 B 2 T AN [ %) B S AP o U2 3 31 R BB 4% 1 R = B S i n ) P 44 5 i
TR A 3 A F i PR B (A 7 A W& T 3X7=21 W [y



F5E EMXE 93

Results Positions Payloads Resource Pool Options

| Filter: Showing all items

Request ~ Payload Status Error  Timeout Length

o 200 O O 4521
1 123456 200 O O 4521
2 12345678 200 O [ |as21
3 admin 200 O [ |as2z1
4 admin123 200 O O 4521
5 burpsui O O

6 i i []

lasz |

O
O

ﬂwﬁ>ihwmz

Pretty Raw Hex Render

Vulnerability: Brute Force

Login

Username:

Password:

I WWelcome to the password protected area admin

Brute Force

Fini

B 524 EMBPREERNAZTERKI

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger l

\z 2 + Q
Positions Payloads Resource Pool Options
(® Choose an attack type
Attack type: | Cluster bomb v
@ Payload Positions 4
Configure the positions where payloads will be inserted, they can be added into the target as well as
base request. 1
2;‘*—-\_ Add§ |
 Target: | http:/flocalhost | Update Host header to match target —
Clear§
1 cET !vulnerabilities!btute/.’i:se:namFSldn.i.nS&passno:d=§12345§§1'.hogin=1.ogin HTTE/1.1 —
2 llest: localhest | Auto §
3 mec-ch-ua: "Chromium";v="105", "Not)A;Brand";v="8" e
4 sec-ch-ua-mobile ?0 [ Refresh |
5 sec-ch-ua-platform "Windows" —_—
& Upgrade-Insecure-Requests 1

B 525 BHAPRPREMZNEYHETEARTTE
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Dashboard Target Proxy Intruder Repeater | Dashboard Target Proxy Intruder Repeater
Extender Project options User options Learn Extender Project options User options Learn
1:x 2 = + 1 x 2 x +
Positions Payloads Resource Pool Options | Positions Payloads Resource Pool Options
@ Payload Sets @ Payload Sets
You can define one or more payload sets. The number of payload s You can define one or more payload sets. The number of payload s
Positions tab. Various payload types are available for each payload Positions tab. Various payload types are available for each payload
diﬁ“ﬁ‘“ ways. different ways.
Pa'_.doad:et:\' 1 hd Payload count: 7 Payioad}' 2 ¥ Payload count: 7
Payload type: Simple list ~ Request count: 49 Payload type: | Simple list w Request count: 49
@ Payload Options [Simple list] @ Payload Options [Simple list]
This payload type lets you configure a simple list of strings that are This payload type lets you configure a simple list of strings that are:
2 Paste 123456 2 Paste 123456
" 12345678 T e 12345678
admin - admin
Remove admin123 Remove admin123
burpsuite burpsuite
Clear Clear
password password
Deduplicate | dvwa Deduplicate | dvwa

B 526 MAPEZMZERTEMNHEE-—IFTEAIGHABRENRE
FRBE G . 2 19 K Payload W AEZS (I UF 5 1~49) .1 IR Payload %5 {H B i
JF%5 0. HTHESERFBRZ, TG A AW Length 45 8317 HE T . s 5 A0 A [7)
4559, A A fi HY TE B A P 44 (8 admin 65 {H password, WA 5-27 iR,

Results Positions Payloads Resource Pool Options

| Filter: Showing all items

Request Payload 1 Payload 2 Status Error  Timeout Length

38 admin password 200 (] [ 4559
0 200 []  as21
1 123456 123456 200 O ] 4521
2 12345678 123456 200 | 451
3 admin 123456 200 O ] 4521
4 admin123 123456 200 B ] 4521
5 burpsuite 123456 200 ] 4521
6 password 123456 200 m | 451
7 dvwa 123456 200 | 1 4521
8 123456 12345678 200 i ] as21

Request Response

Pretty Raw Hex Render

Login

Username:

Password:

Login

| Welcome 1o the password protected area admin I

Finished

E527 FHRAPZEMZHEAESETEHEREZHRIY
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(6) X HTTP IRAE,

fEE 5-22 M 5-25 BBk 45 1, R Status S 200, R TR, Status
S0 HTTP ARZSHD , 25350 55 4% 1] IR 55 4 S 3 SR i, IR 55 % 23k [0l — S &% HTTP RE

115 B3k (server header) FI LA ua i o0 B8 28 A8 K . # UWLAY HTTP RS,
* 200 TR,
301 BEUE U LA WK A B B H A URL CAn vt 1 Bk 5% 55 .
302 BEUE IR 0SB I A B 3 HAl URL (AN vt Tag Bk % 55 .
o 404 THRMGEIR CAN I 0T AE) ANFEAE
* 500 PR 55 4 R

U SR S A AR S AT (ELAN 2 200 T 2 Al D] 358 B 19 0 95 A T 3R [0 o iz . I iE - i R R

AL T IEBA A % R ER el T BB 2

Q. 5.5 551 Burp Suite Hj B di DVWA #15F Token ¢

PAVUEIR) % o 3% 0

1. XL EB

(1) BN DVWA #3508 50 Token TATE AR,
(2) %42 Burp Suite T DVWA #3574 Token TAIIE #5586 69 7 ¥

2. TWEFSEEK

(1) DVWA g4 290 5% & i High,

(2) Z WS LR Iy vE AT S .

(3) 3Hr DVWA #3758 5 47 Token TATERY J5HE

(4) Burp Suite BT d; DVWA 1377 Token TAIE 1% &M,

3. XWEEEAK)

(1) DVWA #0358 5% il Token tAUEJRHE

Token XH A4 i, B —4> Token HAUEK —UCMEL HATH. 4 DVWA #1754 &5
s Ay High B 30 B 45 42 52 25 ik 55 i B9 B 5 17 1 7 44 F 85 i 2 ik A Token {H . 11 H.
BE U HT DT I Token (EARTEAS ML o 2 45 UK 56 1h IR 55 4% di 7 A= O3 101 45 300 2 4% , 4
U P A8 S i W) 6 2 FH P 44 L3 R 3% [) BB 1 Token {H 42 28 45 IRk 55 4« IR 55 #2256 4 B
T Token fH /2 75 VCBC & 87 1Y Token {H , 41 5 A2 W) 4k 22 1] Wy FH P 24 1% 65 2 75 1E 1, 75 )0
G | o= T

(2) Burp Suite H I d; DVWA 13777 Token TAIE A% 5 %65 R H ,

7£ Intruder BH T Z B Token {5 %A% W48 & 40 5 0 75 2208 g H P 4 W) 75
WRE 3 AR, TR HE A P A SRR AR Uy 2 R AR Token (B 5 2 ) B0k
ZREMT #AT . Intruder FHEE B R IF UK 55 2% 3% 181 19 5B Token H , #H#1% Token {H
5 A B AR N Payload —ifg £ )1 Wi .
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4. KBWUF|RECRREEMH

BAIHL VMware Workstation 15. 5+ Windows 7, H. 7 i £ #& phpStudy 8. 1.DVWA
1. 10 FI1 Burp Suite #1 X it 2021,

5. RWLE

(1) DVWA ¥E354% 4 %% % & 5 High K H IR,
5.4 A T M DVWA #0359 9% 5% B 8 Low B, Ana] ¥E 47 5 i 2 <o % 1 % 5%
PP A RER, 7EX—T 0 8 DVWA $035 % 290003 8 i High, E 5-28 Fis .,

tome |  DVWA Security #»
Instructions |
Setup / Reset DB i Security Level

| Security level is currently: High. ]

i
B 5-28 DVWA #iz % £ % 318 B A High

£ DVWA [ Brute Force T2 F 4 A% 2 F0 SCOF A FH SCA 4 2% (g SFA%)
FTH high. php 3¢, KRN E W T b/ /e AT RERE,

<?php
if( isset( $ GET[ 'Login'] ) ) {
// Check Anti — CSRF token [45 £ #2432 ) user token {H 42 75 VT i)
checkToken( $ REQUEST[ 'user token'], $ SESSION[ 'session token' ], 'index.php');

// Sanitise username input [Xf % A F 5 44 #E47 oo 1k 4k 3

Suser = $ GET[ 'username'];
Suser = stripslashes( S$user );
Suser = ((isset( $GLOBALS["  mysqli ston"]) && is_ object ( $SGLOBALS[ "  mysqli

ston"])) ? mysqli real escape string( SGLOBALS[" _ mysqli ston"], Suser ) : ((trigger error
("[MySQLConverterToo] Fix the mysql escape string() call! This code does not work.", E_USER
ERROR)) 2 "" : ""));

// Sanitise password input [Xf#i A %A% HE47 1o Uk 4k 3 )

Spass = $ GET[ 'password' ];

Spass = stripslashes( $ pass );

Spass = ((isset( $GLOBALS[" __ mysqli_ston"]) && is_object ( $GLOBALS[ " __ _mysqli_
ston"])) ? mysqli real escape string( $GLOBALS[" mysgli ston"], $pass ) : ((trigger_ error

(" [MySQLConverterToo] Fix the mysql escape string() call! This code does not work.", E_USER
ERROR) ) ? nn . nn ) ) ;

Spass = md5( Spass );

// Check database [# 2 $#E %)

Squery = "SELECT * FROM 'users' WHERE user = 'Suser'AND password = 'S$pass';";

Sresult = mysqli query( $ GLOBALS["  mysgli ston"], S$query ) or die( '<pre>'. ((is_
object( $GLOBALS["  mysqgli ston"])) ? mysqli error( $GLOBALS["  mysqli ston"]) : (($ ___

mysqli res = mysqgli connect error()) ? $  mysqli res : false)) . '</pre>');

if( Sresult && mysgli num rows( Sresult ) == 1) {
// Get users details [152| f] P i£1E)



)
7

N

N

P

P

e

-
WREA 7 A Il 7 . FEXCE S AU L AL A IE A S (. password TE AR REA 0
vin

¥£5% EMWE

Srow = mysqli fetch assoc( S$result );
Savatar = Srow["avatar"];

// Login successful [& 5% %3]
$html . = "< p> Welcome to the password protected area { Suser}</p>";
$html . = "< img src = \"{ Savatar}\" />";

}

else {
// Login failed L% 55 K]
sleep( rand( 0, 3 ) );
S$html . = "< pre><br /> Username and/or password incorrect.</pre>";

((is_null($  mysqli res = mysqgli close( SGLOBALS[" mysgli ston"]))) ? false : $
mysqli_res);

}

// Generate Anti — CSRF token [ 4= i[5 #5 % 385 2K £h 1 ) Token)
generateSessionToken( ) ;
?>

HHEE 5. 4 0622 2R B R Low, High 2% 5 5 B2 A RR S 2N T Token {EAL K .
(2) i FH 5256 JU A J7 Bk 0 8 S e b A7 J i e ok
VI P 4 admin, 2565 123456 % 5%, fff A IUEBOS Z 4R 07 & 3% 3 Intruder R,

BEmEETE N TE, S LITMXH.GET Z28U5 T username, password F B b,
BN T —> user_token B, HAGE M 32 i FoN#E i, & — I KX ARE 4. WA, T

16 174 3CH . Cookie ZHUJA [ security FBIE A high, WKl 5-29 FR .,

Payload Positions

Configure the

where

payloads will be inserted, they can be added into the target as well as the base request.

P

Target:  http:f/flocalhost Update Host header to match target

GET ."uulnerabilil:;esf’bLut.e.?username=aclnunipnasuu:#&tl‘]lS&S&chi.rFchu*r.se: _tokerm0bB5148 f49da5€a025fbB50cB30ac3bl
HTTE/1.1

Host: localhest

sec-ch-ua: "Chromium"; v="105", “Not)A;Brand"; v="8"

sec-ch-ua-mobile 2?0
sec-ch-ua-platform “Windowa"

W R

Upgrade-Insecure-Reguests 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; w64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/105.0.5195.102
Safari/537.36

Accept:

text/html, application/xhtml+xml, application/ml; q=0.9, image/avif, image/webp, image/apng, */*;q=0.8, application/signed-ex
nge; v=bi;q=0.2

9 Sec-Fetch-8Site same-origin

10 Sme-Fatch-Mode navigate

11 Sec-Fetch-Usern ?1

12 Sec-Fetch-Dest document

13 Referer: http://localheat/vulnerabilitiea/brute/

14 Accept-Encoding gzip, deflate

15 Accept-Language zh-CN, zh;q=0.9
16 Cockie: PHPSESSIDFrfujiquilcihialld |L::.~.5n=.-'!:=

@@ &« > .'-_.--.mh.. 0 matches

a4 o

& 5-29 Intruder #1R Positions % Ik H B9 3% 32
k2 N4k S i, o A 4R IE B B 18 {E password, FE TR I iy, A1 T i ) ik

ik

R B [0] 2 SRR A AR 302, AR B SR A 0 5T Bl Bk % 2 At BT, T H. Response 3830

97
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MR AR ST H K& GRE - BRIV

Ko ) Render $5 40 0 JK 6 BI Bt T3k . 55 40, BT 1 Length 1K &R 2 41 W) A9 CAnAS 451] A
316) . HH T IE A %5 00 55 5 R 2 0 22 30 5 19 3R IR0 B 3 A AT ] 22 5%, Jo ik X 43, R e I R Bl
o, i E 5-30 Fras .

Results Positions Payloads Resource Pool Options

Filter: Showing all items

Request Payload Status Error Timeout Length
0 302 i ] 316
1 123456 302 316
2 12345678 302 O ] 316
3 admin 302 g (] |316
4 admin123 302 i} ] 316
5 burpsuite 302 O ( 316
6 password 302 ] (|58
7 dvwa 302 | 316

Request Response
Pretty Raw Hex Render
1 HTTR/1.1 302 Found |

2 Server: nginx/1.15.11
3 Date: Tue, 13 Sep Z02Z 1&:26:03 GMT

4 Content-Type: text/html; charset=UTF-B
5 Connection: close
& X-Powered-By: PHP/T7.3.4

@{ré} &« > :Sea.r{_'h...

Finished (G ——

B 530 EMRGERERAMI
(3) MMM E AT DVWA ¥E37 Token TATIE 1) SZEHT R B,
J& 3l Wireshark, 1 T 58] DVWA B9 M3k J& http://localhost 8¢ http://127.0.0.1,
M5 BN A Hi 7] B (chiasmus) #2: O33R & . WKl 5-31 Fiw .

Fix

-~ At Rs: MRARTTIESE -

NdisWan Adapter
FibiE N

NdisWan Adapter
NdisWan Adapter
|Adapter for loopback traffic capturel A

& 5-31 Wireshark A EIIREZEOHKRTE

TE Y &% 11 17 0] Brute Force B GUIM, Y6 J5 i A 3 U = 24 VB 6 5%, 43 30l oy
admin.12345, admin. 67890, admin. password, Wireshark X & 3 3% 09 it ¢ JH = S
tep. port == 80 and http #4738, i IR AR SCUN B 5-32 o .

rﬂ-‘am = H0 and http
we. TL Saurce Destinatisn Protc Le Info
+ 12 127.0.8.1127.8.8.1 HTTP _ GET /vulnerabilities/brute/ HTTR/1.1

- 66 - 127.0.8.1127.0.0.1 HTTP _WTTP/1.1 200 0K (text/himl)
130 - 127.0.08.1127.0.0.1 HITP _ GET /vulnerabilities/brute/ fuser & d=12345RLogin=L _taken f 7 ds]HTTR/1.1
188 - 127.9.9.1127.8.9,1 HTTP _ WTTR/1.1 200 O (text/html)
245 _ 127.0.9.1127.98.8.1 HITP _ GET /vulnerabilit I-\lbrutef;uxu ‘d=678908Login=L _lokm:ﬂ(igl)fJﬂl?(f”lsedlﬂlﬁmlmlHII'P!l.‘l
322 - 127.0.0.1137.0.0.1 HITP _HTTR/1.1 200 0x (text/himl}

367 - 127.9.9.1127.9.0.1 HITP _ GET a’\lll]Ml‘lbilit1eS.‘bﬂll¢f&sel‘nﬂe:mwlsmm'gasiml‘ﬂsgénﬂgglmw tdﬂenﬂhmglhwmcllﬂbﬂﬁdmjsg HITR/1.1

438 _ 137.0.0.1127.0.0.1 HITP _HITP/1.1 200 0K (text/html)

5-32 Wireshark iR 3 XA AP 2EWEXNHEXS4A
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20 HT P 130,246,367 2320 Sy B 4% 1) JIR 55 4 45 K 69 23 4L 0 BB A2 3 T 44
BB 1 43 4 B 40 41 #B AL & username, password, login fll user_token 4¢ 4 241,
Horbr s user_token E 78 32 {2+ /X HE i 8, HAEA user_token (AR AHIG] . H 45 5 LUK 22y
T user_token {H IR .

BF5 R 66,130 PN AL b AT 40 & Zr A X LB — R H P 24 FE g 25 5. 66 5704l
i) Info 4 HTTP/1. 1 200 OK. R 55 #% i B 19 4R 75 ﬁfﬁ PRI I 122 53 A o Il 55 s 20 T 0 0
PPN I RN AL BB A< form action="#" method="GET">{RX £ LK, FH
H I AR < input type= 'hidden' name= "user_token' value="f9f66477adbcef737658b053f48cebd5' />
{3 hidden 2551 name M user_token [ input FR%s, HAH N 19166477adbcef737658b053f48cebd5,
130 5434 1Y Info Lh GET /vulnerabilities/brute/? username = admin&.password = 12345
FE4f , AT W7 A ) YT A ) i 55 A B IR SR S T % 281 user_token, HAB SN 1916647 7adbeef
737658b053f48cebd5 , % H 5 £ — I Y value ZHUH ¢ 42— 5, WK 5-33 F7R .

No. T1 Source Destination Protc Le In
k- 66.. 127.8.8.1127.8.8.1 HITP mwn 1 280 0K (text/html) <imm—
130 .. 127.0.8.1127.0.8.1 HTTP _ GET /vulnerabilities/brute/ 7username=admin&password=123458L0gin= Loginfuser token= f9f564?71dhre!“?!?ﬁ‘iﬂb&5!l’48cnbd—l

\t\li(For'm action="#" method="GET" )]\r\n

VAL TUsername T<br Jehrun

\tit\tcinput types="text” names"username”><br f3\rin

\ththtPassword:<br [3\rin

\tit\teinput type="password” AUTOCOMPLETE="o0ff" name= “password®s<hr f3\rin

\ththtebr f>\rin

\tit\t<input types"submit” value="Login" name="Login">\n

input type="hidden’ name="user token' value='faf66477adbcef737658b853Ff48cebds” bhr\n
\yte/ forme\rin

B 5-33 Wireshark R E— XA P ZZWERNYBEXDE

PRI X 3K PR A 43 2 43 Al 0, AE D0 BE 2% AT R B U S, IR 55 dR it O e W YT 2% T
KT Token, ZMER T IUH WA Bon. B8 AW WA LA P 24 Mt s
WY 220 P 4 B S FZ Token fH— & 1l IR 45 #5442 32 .

FHIFIARE R 7 36X 75 188 1 246 43 ZHHEAT 43 A1, XI5 — R P 48 T i 55k . 188 543
20N IR 55 2% 2 25 25 ) U 2 L L BRORE Y user _token A 0c19a3f7d17cf09f5edf4e39e54614ee,
246 43 2H N AR ] AR 55 2R R RS W Al P A & 11 user_token {H R 0¢19a3f7d17¢f09f
Sedf4e39e54614ce, M 58 4 AHIA] ANl 5-34 f7

W [ pore = 50 snd hitp
K. Tl Source Destinatlon Frotc
- 188 . 127.8.8.1 127.9.8.1 MTTP H'l'lP.lrl 1 200 OK {text/himl}

246 _ 127.0.0.1127.0.0.1 HTTP _GET /vulnerabilities/brute/Pusername=adeinkpassword=6789841 ogin=1oginjuser_token=Bc19a3t7d17cIoa SedfA0300SAG1ARE [HTTR/1.1

\t\tfform action="#" method="GET \r\n

\tithtusernase: cbr /3\rin

Aththtcinput type="text™ name="username”s<bre /3\rin

\tAt\tPassword: <br f3\rin

MAt teinput typesTpassword” AUTOCOMPLETE="off" name="password™»<br />\rin
\thtebr /2\r\n

\tit\teinput type="submit” value="Login® name="Login">\n

\t\t\‘ttil_\ﬂt type="hidden’ name-'user_token' value='8cl9a3f7dl7cfegfsedfdeigesdsldee’ I*r‘\n

Athte/form\rin

5-34 Wireshark HiIRE R AR ZFWERWEXSE

Xof 55 = U] 44 I T SRR IV 23 2 Y 03 A 2 25 MR TR D7 v A AR KL, DVWA #E
Yyrti Token INERYSEBLEBRAN T .

B — R UT B UL, R 55 4% T &5 — 4 user_token fH , 76 W Y0 5 5 5% H b R 22 0 L 4
% — user_token;

B TORVIIRPE R, RS AR T RS A user_token {H , 7E W BT 45 8 % s RS, #E Y

99
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Yo

28 > user_token;

DL HE

it S 56 JUR 5 ¥E X7 A Token DI Y 85 5% %5 5 3E 47 F1 0 0 <o 2 9 D 1A 2, Burp
Suite Y Intruder B R 1T B I 4E N 42 &, MFF user_token {EAE  1H E 1Y # £ $2 58
R G B RS AL B % AE A, P PE hetp302 RS, B MEh & Token AL, 251
T I BT A Y T D T2 B A AR AR 4 TR R B UE A X I N S A R B B T A B ,
T B R MERE

(4) Burp Suite T B di DVWA $8377 Token DI A5 55 % 15 19 LB A5 12

Burp Suite 32 £ il i 45 5 1E W] 3= 35 20 X #fe 3¢ 3F 47 SC A A R OR B X DT T fg L X
Payload 7% 1 1] jéf V4 20 (52 85 20 A 8 A B0ty o 72 Boads vh ] 820 ) 450, I BLAT 3 B0l 4
R4 . UL, Burp Suite LBl DVWA 13547 Token tAIE 19 %5 5% AT P 44 F1 % 15 (1) Ji5
PR WEE 3 A Payload A8 1, 43 il & P 44 L% 1 Token, Hrf F 77 44 %% 65 4 4n 1 0y
PNz - 8, T Token 75 2275 B U UL /i SE AR B — YO 55 4% 3R 101 4z S, T OE D) 36 3k =X
A Token i, 78 T — K Bk BFF L Token ff LA K A 356 I P+ 44 1 %% 05 38 75 3] 1) IR 55 4% &
B S, P R AR O 3 5 WORT AL 8w Ry L B R — A 2 WSORT Ak 3
N Yo, DA AE IR A,

A Z A R R Y S 5 Y, R B S Payload A8, 435l & %W Fll Token,

FOFTIUBOE S 4 SCIF A Intruder BEHL, 25 password 55 user_token =7 Bt W #B fin I
AR AT, IR Attack type 2R Pitchfork (BUF) , A&l 5-35 AT /R,

Target Positions Payloads Resource Pool Options

® Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned
see for full details.
Attack type: | Pitchfork S e

1 GET /vulnerabilities/brute/?username=adeinspassword=§1234568cLlogin=Loginsuser_token=SEfch04aBEIVSL] Icaadleal22chfabbb§
2 Host: localhost
3 Ac: t: cext/him

5-35 i&E Attack type 24 Pitchfork

T Payloads 331k # £ #& Payload set, J¢ i Payload set {H A 1, % password 2% i,
Payload type 4 simple list, H N2k txt I, WE 5-36 iR . % Payload set fHW 2,
XF W user_token ZF g ,Payload type i Recursive grep, W {H MR 55 2% v & [\ SC 28k, A
S AN 2 R B L, TN AT 5-37 R

TE Options EH R, 758~ H Grep - Extract /4] #E Extract the following items from
responses: & BEAE , BV i o8 1F D) 2 28 =M Il 55 25 i i DT BE DL R B9 4L SR R il Add #%
B, WA 5-38 TR

TE Define extract grep item % O P #EFTINT 4 22 84E . Q8 &5 4109 Refetch response
F s OIS HB A HRAE T A SCHET token B user_token, RIVAT 75 IR 55 %% M 17 4 3C v 7 A3 24
HI A user_token {H . IZFAFEf y 32 Sz 7R ;. O BUFR 4283 user_token {HIFE i .
7 5 T A0 PR AR R 8B — B FE Y user_token fH . LT, 78 B8 O rf H B E T X user_
token {H A9 1E W ik, Hiop Start after expression YEWE H 31728 K “value="", Bl FZFF &



Target Positions Payloads Resource Pool Options

(@) Payload Sets

You can define one or more payload sets. The number of payload sets d
and each payload type can be customized in different ways.

Payload set: | 1 v | Payload count: 7
Pam Simple list ~ ‘ Request count: 7

@ Payload Options [Simple list]
This payload type lets you configure a simple list of strings that are used

[ Paste 123456
12345678

[L admin

[ Remove | admin123|

|password

———————— |cqie

| Deduplicate | |cqie2022

Clear

E 5-36 ZWMETEMHFFH

Target Positions Payloads Resource Pool Options

(@) Payload Sets

You can define one or more payload sets. The number of payload
and each payload type can be customized in different ways.

Payload set: | 2 v ] Payload count: unkr

Payload : | Recursive grep v ] Request count: 7

® Payload Options [Recursive grep]

This payload type lets you extract each payload from the response
data or deliver an exploit. Extract grep items can be defined in the

Select the “extract grep” item from which to derive payloads:

& 5-37 user token ZEEIZEHIFEHK

Target Positions Payloads Resource Pool Options

@ Grep- Extract_|

C) These settings can be used to extract useful information from responses it
Extract the following items from responses:

__Ad |

[ e |

& 5-38 user token ZEEIZEHIFE K

£5

=z

BRI E
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value="J5 14 .End at delimiter EIEH A 3125 H“/>\r\n </form >, Bl @i 45 R A7 & ;
@ OK 4, BABAEL R WA 5-39 Fiws.,

| Define the location of the item to be extracted. Selecting the item in the response panel will create a suitabl figurati ically.

| You can also modify the configuration manually to ensure it works effectively.
I Define start and end _| Extract from regex group
O Start after expression: | value=' | value="(."7)' />\rin <fform>
() Start at offset: 3081 V| Case sensitive
F3IWIE A ERA R
© End at delimiter: 1=\r\n <fform>
) End at fixed length: 12

|| Exclude HTTP headers [ Update config based on selection below lRefetdampoﬂse ]
78 <input r.ypex“‘r.ex:“ name="username”><br /> 1. %q’llh.&tfﬁtfﬂ
7% Password:<br />
B0 <input type="password” AUTOCOMPLETE="off" name="password™><br />
a1 <br />
a2 <input type="submit" value="Login” names"Loginl:
83 <ipput type='hidden' name='user token' vns.uaxhn:vv@:uss:zswczmnsumuq >
B4 </form>
8s <pre><br />U and/ox d c.</pee> 3, B BRIET % Token i H- 8l H
B6  <fdiv>
a7
@B (€] [chen] 2 Hi A Token. FHEH | 2 mach

4§k [[L_ox | cancel ]
B 5-39 5 IE M 3R 5% =X 52 BR AR 55 58 WA B % 52 R B9 user_token fE

T£ Options #EI K H 1) Redirections £ H £ FE £ (A Always, 183 52 25 1§ 5 % ]
F| URL, WA 5-40 s,

T = 9 x -
Target Positions Payloads Resource Pool Options

® Grep - Payloads /

o These settings can be used to flag result items containing reflections of the submitted

Search responses for payload strings
|| Case sensitive match
[ "] Exclude HTTP headers
Match against pre-URL-encoded payloads

(@ Redirections
o These settings control how Burp handles redirections when performing attacks.
Follow redirections: () Never
() On-site only

) In by
\ON::::eon

|| Process cookies in redirections

5-40 FELREREEEE URL

[\ F] Payloads ¥ETi & H 9 Payloads Options[ Recursive grep |#% H ¥ Wil A4 & il i /9
user_token {H K5 M 2 Initial payload for first request J& A% AAE A7, (0 EAEE — B i ¢
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I 78 Payload MW G user_token {H , INE 5-41 Ar/R .,

Dashboard Target Proxy Intruder Repeat Seq er
7% 9 x -
Target Positions Payloads Resource Pool Options

Payload set: | 2 v | Payload count: unknown

Payload type: i Recursive grep v | Request count: 0

® Payload Options [Recursive grep]

This payload type lets you extract each payload from the response to the
data or deliver an exploit. Extract grep items can be defined in the Options

Select the "extract grep” item from which to derive payloads:

From [ value="] to. i' f;\ﬂn:ﬁom'lb]

Initial payload for first req —-Jll 20f772f213095f5a8c22def7584d9de ]I
[ Stop if duplicate payload found

B 5-41 3EFEHIIEH user_token H
TE Resource Pool #EIi R BB L RBEEH I E N 1., BT 42 Recursive grep i# 4 JT
fi B L — 0 B BY user_token fHAE N T —AM1E K 1 AY user_token {H , L5 A £ £k 72
I R e R LR, v BRI A E 5-42 iR,

Target  Posions  Payloads  Resource Pool  Oplions

Resource Pool

Specify the resource pool in which the attack will be run. Resource pools are used

N\

O Create new resource pool © Use existing resource pool
Now-Cuﬂomwsomwpooi?. B JI By = B o S |
W . ] Selected . ﬂesnutc:a:bol = Max concurrent requests
23 Delay betwoon recquests: [2000 ] misseconds| _
s o Custom resource pool 2 <t
(a) IEBGHEFREE 1 (b) i C A Bt

B 542 EEREZBREFFNX

R R BGE S BGE SRS L A B0k SO R HT TP AR SRS # R I % {E 200, 3%
BA Xt user_token {E A9 U 25 4% B FE M URL @ M 1EH . IE# %5 (H password FrfE4T
BB SCHS B Sl 4647, IR 55 0 virg Wi o 4R SC A TE G4t At J&“ Welcome to the password protected
area admin” , fAR B EH , Yo 52 . BCh 45 R AEl 5-43 s,

(5) B,

it7 Token BYJH 7 44 F1 %5 A 5 s IR 2 72, 570 181 7 30 30 45 19 O afy o5 S el A IR o AR R
P Y S [ SR AR B S R ) IR 55 e i 4 28 B — RN K Token S(giERS ., (HZIE
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Results Target Positions Payloads Resource Pool Options

Filter: Showing all items

Request Payload 1 Payload 2 Status Error  Redirect.. Timeout

0 200 | 1

1 123456 20f77af213095ff5a8c22def7584... |200 1

2 12345678 bd8964d549d8394bd321fodd7f... | 200 - 0

3 admin a0f53bad557f2c9a5857ebd0ag... |200 0

4 admin123 96073bbcd9e89f4256e4e3977c... |200 - 0

5 [[password | f8c59dcadsfd6ed4769b4fefdalb... (200 o

6 ie cbe89dce23b5a15e8fc1dafOba2...|200 0 4609 504657a05b25|
7 1e2022 504657a05b2557014ecBdcfd46... |200 0 4609 994927848142,

e L]

Pretty Raw Hex|[EEERY

Setup / Reset DB
I Username |
I- i I Password:
Command Injection | | |
CSRF I (Togn
File Inclusion
T, 1 I Welcome to the password protected area admin I
Finished

B 5-43 WHEHER

A G A5 i 7 o7 Token B F = 44 086 35 8 -t T LA =7 ok 8 el I8 4 76 TR 36
1 MR 55 i S 1 A 3030 5 4 19 A e s A g kA O 0 Ak BR DL B 4 8 R B Burp Suite X HE 1Y
THAZRA A 3l A IR 0E 7

Q5.6 AT

ARBANG T FHIGE RS R IR . 5IA THET Web 1M 45435 DVWA,
LI Web N L T B Burp Suite, il i 3250 JLUI L, B8 T Burp Suite J& A ] Jr
2. DA T d DVWA B8 5% ] 24 T i Y 7 2

TSR b, il ot G B DVWA M 48 8837 19 %2 2 9001 O High, 3500 T Token AGIE . 7]
Bij 1E CSRF (5 3l 51 2R P 3 ) Bl B2 5 17 3 9 DA IE 22 4 9 031) AL 2 I A A0t vk B o 5
WS BUEALE . BT RS # 8W BE 28 N & Token {H & 7 4% & 4% 5 7 =X, i ELix 7 4% 8 78
form 2% 50 19 B2 i 8 P, Burp Suite T PLIE 13 1F D) 3% 35 20 P 3 % A7 A3l B Token F 47 83, 41
AT DL o R R Tl L 28 L A 4R BB BT Token 45 5, IR L7 B F — A Mol i
o IF A [E T P 48 R S — R AT B M . Bt B DVWA W 25 88 37 1 22 4 90000 Ry
High, W2 P DL E B & . 25 DVWA W 2% 58 5 11 22 4 200 38 2k i 5 2% Impossible
J& o B) T Token IAUEAN 38 B4 AN T 6 55 28 MUK iy 11 %50, 24 4 2ok 189 {8 CBRIA I8 Ol 3 Y0
B %0 P 2 e CBROIA IR B B8 B 15min) , B4, DVWA [ I8 15 0] [ & A&
MCHTIR B PN . FEXAPAE O T RN JE 85 14 S IGE AR vl g s P R I, AT 2%
Y2 R AT 3 G S 5 AT B .
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Q5.7 28

prig e

L. B DA & % 3k i) i SCHEAT K L TR S ol b s8R A8 0 T BT B R % A IO R
i ( )
A, Eis S B. 4l C. Wwr D. it s Hr
2. TEAH AW YE #8 70) http://127.0. 0. 1 B, 7 [A) B J2 ),
A, PR
B. A#HL
C. W% b IP #uhik > 127.0.0. 1 By H A FHL
. AL
3. Efﬁa\mﬁ%é}ﬁﬁ%ﬂ R 6 S U SR e R 7 T P B B TP bk 1 AT B T FR A B
Je R S EEIE N T B Ik C ),

A, BTSRRI A B.
C. X B3I iE & 46 i it D. DL A
A, TR A B AR O ik 3R A R SR ML L ),
AL BRI YT AR S 2 B. ¥k ALEL
C. WSt [a] D. VI b J5 ik
5. DVWA 37 ] F= 2y ] 5 #0 3 BT A5 B B 5 AT 199 22 4 9001 A ( YA
A1l B. 2 C. 3 D. 4

6. Burp Suite #FRIAFF 7 TCP ( ) S FAE AR AR B 10, LW HTTP/HTTPS

A. 80 B. 443 C. 445 D. 8080
7. ( SR SRGEUR CAN M 5UAE) ANAEAE ) HTTP ARZEH5

A. 200 B. 301 C. 302 D. 404
8. ( )RR PRI HTTP RS,

A. 200 B. 301 C. 302 D. 404
9. ( )& N IR 55 A R HTTP RS,

A. 200 B. 301 C. 404 D. 500

10. PAFA % Burp Suite 2 1§ DVWA $147H7 Token 9% 5% 114, 7% 45 12 1) J&
( )
A, AT I D) 3 2O T Y B X ek A R sh S AR L ) Token {H
B. W BECH IR E LR
C. IERE O 4 54515 0 4R 1] i 4 SC K B — e A R
D. fieik 04 RER ok { i, o n] F T8 — i3 m
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—. Flr
1. AN ELSVIR http://127.0.0. 1 B FHANTFEZY PR K EHE NN, ( )
2. I T LAAT B 1k B SR e W L B — i BE B 1k EE R G . ( )
3. Sk B A B BT S I BE AL L BE LR & P e e AR Y ( )
A Sy 75 0D B T30 AT S ) N R T, R R T ) a2k A S Sk YR A T Y 2 TR 2 R T
e k) A ( )
5. DVWA $37%8 5 LA I8N Token , 5l 2 U8 I BEHLECR) 7712 . ( )
6. ffi F Burp Suite % J7 % fift ¥ i 85 55 1014 11 R BROR A PLEE 4 BUARE B R D 2
A H 4 DL 2808 5% ( )
7. i Burp Suite % J7 0 ik I 5 55 S5 1714 114 J5 B2 R 400 KB SR I 4 S A B ek
SRR S SR, ( )
8. fdi [l Burp Suite ZEF2 8 Web W % & & 3% 1 HTTP 4 3¢, Web ¥ % &% AT LLAS 152 &
Burp Suite fE R CHLAR 55 2% . ( )

9. Burp Suite N W WEAREIABE T ARMACHE: 0, LU HTTP/HTTPS 5. ( )
10. DVWA #8374 Token % 5% 114 0] LL#E Burp Suite i 3 3 5 e 6 e 2 16,
( )



