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Wl F AR T BOaky E G5 A 7 S B i 4 17 25 48 45 0o Xoh G 1) 1 200 1 15 R
A M FP R BT M ) 2 4 e T 2 A E B PR 9 I O ik RS B B . P, Web
M55 A2 A2 BT EEE, ARFE F BN Web IR 55 2% 192 4 [a] {81, 3 it % JLAS 31078 ) 74
Bl S g R A L 5 0 Web IR 55 4% 19 2 PR AT — A EOW AR,

ENAHE: BREENKE ¢

 PRRE

5.1.1 Fi&EMIE: BAESE

% F I AR R O S I % AR MR Y 32 B B, Linux BE RS traceroute
Windows J8i 11 tracert B2 )7 20 AR AE T AN & 10 6 i 3% A BR S T RE L 9 25 118 52 1 i
AR AR H] TTL(time to live, A 77 I [ 7 Be Al ICMP 85352 18 88 & A — > FEHLE
26 b HA FEHLAEE B L TR E TP B VTR B bR TP BRI B8 42 . 7EXT B A5 2% iy
ANTR) FEALEAT AR 7] 04 B R IR R S, B0l 0 T DA 2R A ik S B AR 5 0 L 2 i ih AR I 2% 9 46 $h
SEAE I OGS AS TE P 8 H I b i BT AR .

% HH 2% (router) S — B I 28 30 (5 1B &, & LAETE M 25 )22, 7T LOKE )28 08 4 S8 4 i —
A3 JE IS Rk B H B9 CH B R Z5) XA i BRI g SR N AL O B
H A 0 S B WS LA b 8 ) BLICSE A  H R B e R IR 0 e AN () R M) L T I
AR P 4 IRV A . B ER e AR AN () A B3k O bl BRSO 1 3l e 58 R 80 0 8 o s DA i o AR 0
Ji P 6 v 8 43 2B A R R B H R 4, B e A BRI 45 I A A Tl LR B A Sy AR A
T g ) v A2 AR

5.1.2 SLIGHMMEHE

1. EWEM

TESEYE TCP/IP MR R S5 K, 5 ) 2 S 4 I 465 )2 % e DI USCF0 B el s AR D B ) 6 Atk |,
112 2] Linux #AE R G0 PR8N AH OC 6 R PR R T HL A0 FH O 1%, 2248 B il A5 80 R 40 A B
W gE 5o #r ik, UHEE IS LA T H(FEEAG traceroute,dmitry . itrace. teptraceroute,
tetrace) W DI BE BY X 6 43 # AT LA & A [W) T2 B i FHAG 3

2. RBWEH

o fd S5 5 bR N A HLES & AR B ] — 53847 Kali Linux 2021 #4E RGERY T
B Sy S 560 PRI R 47 52 56

5.1.3 SEIGITFE

W 1. E#S % Kali Linux R4, BEHF KA LA Terminal 3% 30, 4T JF 28 i 52 1F
W,

W 2. traceroute (LR FK 1) J2 6 f R R FR 7 . H T TP 4l 2 H bR EHLET &0t
4% . traceroute #x4 1T LA IP A fFIF ] (TTL) “FBAN ICMP 45 % 3 Bk 2 A — 4
FHLHN 2 E Al T B, AR 8 traceroute [ 28] [FEHL]”, 2R traceroute
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T HOKIE B www. baidu. com (36. 152, 44, 95 J& A B A 1P Mo hik, b vl DL & 4% 48 H 8 44
www. baidu. com) ,iB NGB SR IE 5-1 FianigE R, T traceroute BRIAE FH udp
J7 2 KEB 5 R 55 5 AN AL B udp £, BRI 5-1 i e ™ « 7, SEbs L e & 2 25k
HrEWLT .

~(root@ kati) (=
# traceroute 36.152.44.95

traceroute to 36.152.44.,95 (36.152.44.95), 38 hops max, 68 b\rte packets

1 192.168.9.1 (192.168.6.1) 1.662 ms 1.718 ms 3.859 m

2 192.168.1.1 (192.168.1.1) 3.281 ms 3.147 ms 3540-:

3 10.215.66.1 (18.215.608.1) 8.680 ms 8.623 ms 8.811 ms

4 112.2.238.169 (112.2.238.169) B.753 ms 112.2.238.41 (112.2.238.41) 14.968 ms 221.181.150.149 (221.181.158.149) 14,851 m

5 145.22.287.183.static.js.chinamobile.com (183.2087.22.145) 14.793 ms 161.55.2087.183.static.js.chinamobile.com (183.207.55. 161) 14,

736 ms 112.4.15.161 (112.4.15.161) 15.835 ms

6 118.55.207.183.static.js.chinamobile.com (183.207.55.118) 15.919 ms 118.54.207.183.static.js.chinamobile.com (183.267.54.118) 11.

698 ms 10.772 ms

7 182.61.216.72 (182.61.216.72) 10.615 ms 18.941 ms 10.203.195.6 (10.203.195.6) 10.864 ns

8 10.203.195.6 (19.203.195.6) 10.789 ms * 10.203.195.2 (10.203.195.2) 10.632 ms

g s

11:..
»en

=
o

K 5-1 ffi [ traceroute T.H R IB & www. baidu. com B i 7 45 5

T B EE MR 0 Kali Linux ZRAEEIVIAEE T 2R traceroute #E4T 1M B H R
R INE DR 0 2% 3% 4 O AR NAT B CAIMF 80 L B NAT S A 9 BB B 1y, i 5] Y
ICMP 4 JC% B35 HE AL .

F ], 3. DMitry ERE B E AR DI TR SRS . Hw HIRe T,

(1) 647 TCP Sty A S oA sty 1A OGRS SO A B

(2) M Netcraft. com KB FHLE B . F 4 \iﬂﬁfg Hh A (1 R 2 b

(3) WA Whois EHL IP g4 %15 &,

FARTRE R EARAE A 5 B0 L@ S dmitry -h 52 & FH . WA 5-2 Fios,

—(root@kali)-[=~]
L# dmitry -h
Deepmagic Information Gathering Tool
"There be some deep magic going on"

dmitry: invalid option -- 'h'
Usage: dmitry [-winsepfb] [-t ©-9] [-o %host.txt] host

-0 Save output to %host.txt or to file specified by -o file

-1 Perform a whois lookup on the IP address of a host

-W Perform a whois lookup on the domain name of a host

-n Retrieve Netcraft.com information on a host

-5 Perform a search for possible subdomains

-e Perform a search for possible email addresses

-p Perform a TCP port scan on a host
* -f Perform a TCP port scan on a host showing output reporting filtered ports
* -b Read in the banner received from the scanned port

* -t 0-9 Set the TTL in seconds when scanning a TCP port ( Default 2 )
*Requires the -p flagged to be passed

Kl 5-2  dmitry 33RO S50 =

fii A dmitry ~-wnp www. baidu. com fir4 , ¥4 & B [ 3 (19 Whois 344 [0 & X
MR 55 #% EALATFF A i 045 8, BRI BB A s 45 R 2 il n 5] 5-3 (&l 5-4 PR, 5% 2 R M ix
FEHLIFH T SMTP 1 25 S 1,

$B 4. itrace TEMN ., itrace 5 traceroute {# FH-1 S8 RE2E L, f# FH ICMP & 5
Tk SR IR B
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Kl 5-3 HEEM N Whois 34 HIHE B

PE 5-4 T IR 55 A 4T T i 0 AR R

AT itrace -i ethO -d www. baidu. com #4, A] LLF AN 5-5 B s B 01 52 45 ., 4 1
O 23T T B .

K 5-5 fifi [ itrace T. H 3038 5 % www. baidu. com J& 1Y i/~ 15 B

T UL JE , A B www. baidu. com FEHLATE H & B AL KIS FLZ2RHAN, X
Bf, a2 P traceroute T HAB ER B 23BN & 5-6 Frs 0945 %, WoR ok IE # 8 BR L X
FA A T itrace T ELAG N AL

$ B 5. teptraceroute L E M A, teptraceroute 1. Bl i 1] H AR FHL &% TCP SYN
AR RBEE B . 5 traceroute fI-T ZEIIRESE L.

AT teptraceroute www. baidu. com iy 4>, AJ 3B i 2 B AR 55 4% A0 % i 42 . iRl 5-7

b
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Kl 5-6 ff H traceroute 1. E. JC¥: 3B B 8] www. baidu. com EHLAIE B

7N 3B B B e J5 — Bk AL TP skt b 36. 152, 44. 95, T iZ Mo hE 9 B 5 IR 55 £8 09 Hb 4k,
VLI B b AT T a5

[®l 5-7 tcptraceroute W I iE & www. baidu. com EHLE K B R1E E

W 6: 5 teptraceroute FH HL, QNARAH A H S traceroute #E 1738 EF , W ERIAff FH
f 2 udp FOHE 4, X 45 rp— 26 % Hy 2% 5B B T RE 23 BH ICMP SR M {5 B X AR B &
PL“ s 7 iR, TR R 43 17 FH IR 55 s AN 4RI udp R 55 . IR B s 35 W 3 EHLAS ATk (915
B RERK TTL (HiF 1738 5, WA 5-8 Bk,

& 5-8 fili ] traceroute & % upd i ff www. baidu. com J& &7~ 0945 5B

traceroute i IS HL-1 &% ICMP 1K , 38 B2 45 R A& 5-9 B/, W 45 o K8 43 it i A
mi i ICMP 53K ,

traceroute i 1 -, BE R A% B0 P66 A9 A5, & 5-10 FraR . 25k B0 — S8 R A% i L7
ICMP J5 3K 1 % FH % .

.
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& 5-9 fifi [ traceroute -1 % % ICMP iB ¥ www. baidu. com Ji5 it 7/~ Y 45 J

& 5-10 ffi [ traceroute -q & % ICMP B i www. baidu. com Ji .75 19 45

FHB, 7. my trace route T HPMNH . FEMSITLEPH A mtr www. baidu. com fiF 4>
Ja .2 BB E 5-11 iz B9 1% e A B AL L 1% 5 1 A B Bl SRR g R

& 5-11 f#iJf] mtr B ¥ www. baidu. com 1 R[5 B
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H I 8. tetrace THMMWH. tctrace TEH MY itrace 25, e L 5 traceroute
Fi]-T 80510 . 1817 tetrace -i ethO -d www. baidu. com 72>, 7] 38 85 2 5 5 IR 55 % 09 1%
AR, W 5-12 s 3B BRI B J5 — Bk 7R reached; open {5 EL . B £ 24838 BE 20 .

[T_[rOOte kali)-[/usr/local/bin]|

-# tctrace -1 eth@® -d www.baidu.com
1(1) [192.168.0.1]

2(1) [192.168.1.1]

3(1) [10.215.60.1]
4(all) Timeout
5(all) Timeout
6(all) Timeout

7(all) Timeout
8(1) [36.152.44.95] (reached; open)

& 5-12  fdi [ tetrace T. L IN3E B www. baidu. com FHLJG K i~ {5 B

5.1.4 EHEBR*%

WA TR, BRI E T A EE TR E B MR 7 X H R T RENE 15 I & 4 I 248 PR 85
T B BB EOR I T B 2D X i g A OC T RE AT A ) . B AR ) BRI RE AR LT
JLJ5 1

(1) TEAS R A8 X 2% ] $2 0 0 2 SR 5 A A 43 28 vb B9 HL Y TP btk > A5 100 (8 R 3%, P38 2
A 4 R o L R X

(2) WH RGBT FHE. A TR —YIRE, B a2 4% AR 3% iyl fF
WAL PR RIPLOSPF .BGP S8) A4k B i 2 . 2% rfv 19 5 8% Hy #3 F BERGX — R0 3
SR T T ORAE Y B PR 2R DU 4R A RO B AR R .

(3) TEHE Ky ALk B v, Sy 17 1 76 X 4% [ 2 3% 4 4, % Fh 25 75 28 i IRCT00 1 0 0 4
R B A £ O 2 18 4 300 43 ik G & 7R AN [] 19 2% 22 18] 3 fl A% i 10 /N 85080 42, 310368 H A9 b
J PR A 1) S 0 i 2 B A T O 2 0O .

(4) Z2 U iSCR i el g T DA 26 40 P AS [] 3015 I 280 194 0 2% B, A Ry A T] 3 13 B3 180 19 4% B
A5 E TG

(5) BEHARM EZAL S ZEEET] T2 B W% R D R E R4 b ey BB
IP Mtk 5% 25 45 % 09 E WL, J5 — A>T Re & i i W) 4% b dik % B B 3 Caddress resolution
protocol, ARP) 52 il i) ,

(6) ShASFRE., 2h25 R E i 2% 66 0% S i Mo F 38 A3 F P B 75 2 A9 7 98 A 1 0 A
R MZEAL, IF 5 BRI B

() = P HAEATE . % iR A U] — D e E RS N A adEF LA IP M
Hk KDL E A TP bk b A ) 5% i RO & A AL HOR SR TP Mk R AT AGE . B R A
XTEEI or A, RFRE S R e B L A% e WNIBELE . X —HLl Ak T 4% % 4
[F) L 1 22 B Xof ) &% 1 0 o B S R T X — BIL D, 38 0 i B R A A DR TP M kb >R B 3R B )
ML B — e B TAEAL S Cn TCP A =48 FH i f1 i .

7]}
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FHFAE . RN S§

5.2.1 W&EFMIR. EVAFEF*

FHLAAH Chost scan) J& 4638 12 X H AR M 48 (— N — D24 TP MBO £ 4L 1P b
BRI AR E H AR 25 A R LE LA T s AT RS ER . FHLE R Y S — A B
ICMP . TCP . UDP 4§ P i) TAEHLH A BRI I8 22 e — F2 AL 25 1 19 428 470K 25 ] 4 R
B B8R CUnAT I 9 E AR T A o 5D

1. &F ICMP thil B3 7 %

Internet # il L WHIY (internet control message protocol, ICMP) & TCP/IP Wrisl £k /Y
P B J2 S AL Y — A Sy LB H e AR 25 A B0 R AL R BRI, 0 2 I ) R (Packet
Internet Groper,PING) J& ICMP iy — /> 8 2 A9 W 2 8. & 2 W H 2 B 4% 08 H M B )2
ICMP [ — ™ FE5E R ] 33 F ICMP (8] 3% 7 3R 55 [0 56 1 285 4 SRR I & F AL 2 8] ™)
28 1Y 1 M

2. EFTCP ENHE A Z

1L H1 #p i (transmission control protocol, TCP) & — P [a] i 200 . o] FE /) T F
0 AL R AR R AR E I AR A TCP Sl A5 19 2L #0 2A E He s
e R0 3 FE R TRX 3 Ak AR (BRI TCP =W 4R T , H H i 2 1838 15 1Y X7 #B H1IE 1% 1 14 £
5 I 38 32 X7 By B R E BRI (R S8 AF R/ E R TP I H R TSR

3. T UDP W EMBH A %

FH P BER Pp I Cuser datagram protocol, UDP) & — /> Jo i # (A 1 it =k 2 F i
) R RS 128 A O AT EE) B VT ) R SC PR B8 T 4 SC i 39 L )25 il . 5
TCP # Lk, UDP 5 K WA 52 o IR 08 B KBk R R AT &g,

5.2.2 LI HKMEZHE

1. LWHEA

FHLARI 2 F AL B 0 A AR o il LRI, n] LR 5 1930 Bl C—
— AR A TP # bk B & IETEIZ 4T A 1Y AL, 8 T — 2P Gk G 03 M fE R 528
RUGH 2 ) B Bl . 7E 4 Uik ok AR b B — A S D R 2 TR S S AR T DG 3 RN AR LB R 1Y
HE— I B3R R RS — 1 py Al . EHLERIN A 2 H B R o g A x4 B
X G 0 SR R TR I I8 45 S TARFF A < B M E Fn s 3L,

WIT A FH FE R Kali Linux #25 F ping.arping.{ping #l nbtscan T. B 1 fii
FHI5 ¥ s BA RS [6) T2 04 0 FH A s A e DX ]

2. RBWEH

S B R FR B AT . SR R I PR B T L A 5 0
B IUAS SRy B A RS AL Tas AT R, i, — AR A A 50 B LA TS, AT
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IR 10 & (BER ) B 17, HAh EALLE T OCHARES . il ARSI K s 50 45 4 5 5
185 250 20 A5 56 B A BT 5 LA U S 300 465 1% 10 1 e R e A
A Sz g rp fd H A s E AL SR 2 1247 Kali Linux 2021 REEHIHHEL.

5.2.3 SRIGHTE

H], 1. EHESE Kali Linux &40, WRIEA WIS A 7B, S 7 (8 S50 D647, vl i
A startx fiy 2 VI 2 EE B . S8R A2 % Terminal BEIT, T HF K um e VE 6 O,

B2 ping THMNH. ping BIEFEAWAREE FNERELN TR, ZTH
B TAE R BRI T & 3% ICMP ECHO Request 1% H A5 £ 4L, W2 B A £ HLAE LR IF H A X}
ping 5 3K 48 A E AT BRI 8 [ 2 — A4S ICMP ECHO Reply %04 45, ping 4y 4> 1 26 7 45
Z I A LUF LA

-¢ count: ECHO_Request 3 & X $1 .,

-i interface address: JAMLHEM 2L 10, Z S 50T UL 1P Mubk s ™K Z K.

-s packetsize: $8§ & %R 3K R F R BOMAE R 56 F LR HS 8 F A ICMP
SLERAL L 64B 1 ICMP % 1,

TESZIG v AR EAG A H AR TP Hb ik 192. 168, 244, 132 (B By XF & 4 1P #dib) . H & %
PN K /N R 1000 45 4, Hifg 24 ping ¢ 2 -s 1000 192. 168. 244. 132, @&l 5-13 fix.,

L—I_ root® kali)-[~]

-# ping -c¢ 2 -5 100@ 192.168.244.132 X
ping: socket: Address family not supported by protocol

PING 192.168.244.132 (192.168.244.132) 1000(1028) bytes of data.

1008 bytes from 192.168.244.132: icmp_seq=1 ttl=128 time=0.349 ms

1008 bytes from 192.168.244.132: icmp_seg=2 ttl=128 time=0.322 ms

-— 192,168.244.132 ping statistics —

2 packets transmitted, 2 received, 0% packet loss, time 1030ms

rtt min/avg/max/mdev = 0,322/0.335/0.349/0.013 ms

& 5-13 ping -c 2 -s 1000 192. 168. 244. 132 f¥35 1732 T2 F1 45 5

HB],3: arping THMWMN . arping /& —A7E 3 W oFH ARP SR H b 32 H13% il
PER) T H . arping T.EAEMNEAREE 1P Hhhk 76 2 b2 S FHETEHER A . Za s Higis
FTAE A b J 350 0 N, G 12 5 b 85 ey 2% R0 I OG . ZE & B 1, BT LLER A arping fiy &, %
Enter B3R BOZ A A 0 T A 2500 S HAH H r ik A 4. # BT R apring -, #1140, fii A
arping -¢ 5 192, 168. 244. 132 4, Hag Frad B2 A& B an &l 5-14 BroR (AT 51 5-13 1 ping
A4 (38 17 1 R A 25 AT X )

S B 4. fping TEMN A, fping T.BA] LLUEE [ £ 4 B Hr EHLCEHLIN L) K% ping

(ICMP ECHO) &R A, FAHLFN 0T LIAE A 247 P 48 2 o n] LUl a0 & H Ax £ LI S5 ——

FE . BRABECT L Iping 3 WA H AR LAY 15 R B F AR SR A . 4028 B AR E LR W
e AE B 2 N B AR IE S B MR s G SR S AILAE — B A [) P A i 1 G A sl 2 4 3k
BO L Z BNV SR iE ATk, BRNIEBL T, fping H 223K 0] & H A5 K i% 3 4> ICMP
ECHO %4 1 .

FE L AT fping -h A4, AT LUAS B %4 2 10 A5 B SO L an il 5-15 s,

fping A LLR S Z A 0L, 10, 38 5 fping 192. 168. 244. 129 192. 168. 244. 132 A5 4>



(BRI )

[#] 5-14 arping -c 5 192. 168. 244. 132 BYiz 171 T2 I 45 1

P 5-15  [ping fir 4> (¥ 5 B SCRY

CARTE ) TP #u ik 2 18] F — A 25 A B P, al LA B SR X & FALE G4 Tisir ke 817
AR R ANE 5-16 Fias .,

& 5-16 ffi jH] fping 192. 168. 244. 129 192. 168. 244. 132 iy A Rt & F W & THL & B IEL

TN AR T E AR Z A BAR BV AR Al U] fping -s fiv & — 2l 24> 35K

p— 4 (5 TP Mo hb) a4 W& 5-17 Fis .

Hi A fping -g -a -q 192. 168. 138. 0/24 x4, 0l LLAE 5 H b5 W 2% b ol H = AL B2, an
& 5-18 filF

H B 5. NBTScan T HAYRIH . NBTScan T H A T HH ML | NetBIOS & 15 H. .
T 2 30 B 1 45— A L HE R 2% NetBIOS R 28 A ), X T 45 A 0 17 74 32 B 3k 336
NBTScan 5] & 1 1P Hihk \NetBIOS 15414 & 5 F 7 4 il MAC bk (B H e T
JRAM . E AT nbtscan A4, & 8o %Ay A B S B SCRS L AnEl 5-19 FER

b
194
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K 5-17  flifH fping fiv 4 [l 28 & 24 H s FHL

& 5-18 i H fping i 4 A= T FH FEAL3E A

K 5-19 nbtscan T. =AY B SCA 15 8

g, AR EE R 192, 168. 224, 0/ 24 W B A AT FH =ML, T LAH F nbtscan 192. 168, 244. 0/24
A, I 5-20 R,

(195 S
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L_( root® kali)-[/]
# nbtscan 192.168.244.0/24
Doing NBT name scan for addresses from 192.168.244.0/24

IP address NetBIOS Name Server User MAC address
192.168.244.0 Sendto failed: Permission denied

192.168.244.1 DESKTOP-UVD65SM1 <server> <unknown> 00:50:56:c0:00:08
192.168.244.129 DESKTOP-3EQ4EKE <server> <unknown> 00:0c:29:d0:eb:e3
192.168.244.132 SMITON-59E654AC <server> <unknown> 00:98c:29:59:16:06

192.168.244.255 Sendto failed: Permission denied

& 5-20 {#i ] nbtscan T.E.[GH} &7 192. 168. 244. 0/24 [ Bt vh il 7] ] 4L

5.2.4 EH5R*%

A S B SR 2] L B I T Bk S 2] MR BT TCP Jrjmaﬁzmﬁ#ﬁ/i

BT TCP M EHLE R ik iy L TCP i =g Fid e, H ., ACK FR Server
(MR 55 45 ) % Client (% P 3 ) 3 5K £ 37 B A AN EZ L A 2R Client mzlxiﬁﬁi_ﬁ SYN ik (38

—WART) LT AT A CF =3B T . AT, Server 54N b BT — 4~ 1 2 A9 45

BR300 Client &k — 3“7 (RST) F BN 1 AR . 45 U Client 26 200 B i AR Ik %
e, MEM A TCP 3, MW TAENUH, i 2R B8 m HAs LK% — 4 HA ACK
4 3C s M4 E ) B AR EHL— A RST SR SCist gl vl LAk B bs EHLEAEE

F—MERH TCP =W F i B EF X EHLAY SYN HH . W H s VA TE 174k
A AHEL IR 55 28 AR B AT T 0 AR EAUE IR B — A4 RST 23 WA HAr E£HL L
1 R 55 2E R AL T W T Clisten) RS, I 253 10— A58 k4B F 19 ACK/SYN R3¢, A
7 30 1] A — i S, B AT LA R T B AL Y RIDIR A

DL bR 7 9 T B AR AR SRR A ] TCP R A 56 WSl T4 J5t 3 Sl b o A5 B A ¢
4 T L 3 et LA ) S R 2 3] AR

it 334 . Zenmap TE IR F ¢

5.3.1 &R IwOEFM

Ui I FH (port scan) & X IEAL Tz 47 R 25 A9 FEHLAEE A9 TCP/UDP S 1 347 5800 78 3
Ao di 2 FARRTFE AN FHE & A dE R e 5 L 2 3 BRI 2 Rl O bk, R
B AL A FE R LR B AT B, A AUCEHGE X RS 1P Mk, 38 B HGE X O B 05, SRk, wl

p— LLOBE S 11 3 A S AT LN HERR B9 8 1, 78 TCP A1 UDP w1 16b - BE 365 . Hfl

h0~65 535, f&%i)2 1 3m 43 S ik 55 45 s 0 A6 o 11 -5 R0 2 7 o A FH ) o 115 T K2,
Forb s B 5 A i A 0 3 115 343 P2 . — S BRI H5- (well known ports) B & 4t Ui
05, 2 HAH N 0~1023, 7] LIFE http://www. iana. org Wy F&FF; 55— W &idm S,
A E h 1024 ~ 49 151, ffi FH X 25 v O A 55 Z /2 TANA (the internet assigned numbers
authority , 53K M7 o3 BCHLAED #EAT8 00 . % 7 i {8 FH 19 i 11 - 8 R Sy 266038 g 11 5, HL A
N 49 152~65 535, A FE % 7 AR 2 A7 I I I8 T 38 135 295 5 BRI 2> Bilic [
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i T TCP F1 UDP w] LA H A [A] /Y 36 H 45 (40 DNS [/ B 7 TCP 53 Al UDP 53 7
AN 145 PR s 1 38 7 43 £F X TCP Al UDP A3 15 #5847, BT TCP kb UDP
2%, B B X TCP 3 B9 43 3% o 22 1 UDP 3% O 43 48 &2 2., TCP 3% O 3 1 63 45 % #
(connect) FAHi \SYN 494 .\ TCP % H 945 . FIN 94 . ACK #5155,

L EERARE

Wiy F (A FEVD WS E RS HY connectO BREL, 7T LS B F5 VL&A dm O 223858
i = AR FHE T TCP ¥4, AE X0l 3 AR 15 215 R GF — R F) ) . 2R H A% 4L 1 X
B v O E g FT T, R Bl — A58 — 32 T3 ACK/SYN i 3, connect O ¥ F#F B & 3% — 4>
ACK BN SC A58 AR =8 T 2R H b R OG04 B bR FHUR 23 B %R Bl —
A RST 30, 36T 00 TAE B, 3 8 43 A AN 8] H Aw iy 11 9 3R 9] 4 SCf5 B JA&E%‘%TU%H
DR BB 428 i 11 2 R OGP A o i I S BR TR BR  (H H bR ML LS e SRR DG Y 25 A S
55 MR G P DL SR AR R R

2. SYN 3#%

SYN 95 Bl Bk oy 2 FF 3 e 4 R X ) — Fh e . TR D Y
B s TR H AR EHLE IR Bl — A4 SYN/ACK ]3¢, S ¥dy F U )5 iR F i
SYN/ACK g SCH, H AT 21748 =k ACK 48 T, 5L © 28 mT LA B 3 4 45 8 o 1 24 i
BT RS . At S Hbr E L (server) 1] TCP # #2135 5K # (client) 18 1] SYN/ACK
ST HoB A T2 R 4R SRR R A 0 ACK BN, DUE 58 )38 = iR Fab /2.,
WA Yok 35 01 8A 1) B As F LR Bl ACK A SC 2 il 7 — > RST # 3¢, ik His £
GINSERR S SV 3 B U

HT&EREBERSE —BA SO R & E R I SYN $14 192 4 PR 10 3% 3
=l 4

3. UDP s O

UDP i 37948 H T 200 H b5 EHL_EE AT IR 89 UDP 3w AR 2% il 55 . UDP 3 1 47148
S BLR B - 1 eI I ) H AR EHLA R — D AREREY UDP 4 30, R $ 41 145 9 UDP i
FSEH B3R 8] — S5 T ICMP 19 g 1A 0] Gk 7 22 B4R S0 PR B 9 UDP S 1 4L T 4T
TFARAS AL T W W IR S B UDP 9 2% iR 55 K5 Wi 7 5 Bk R i) 19 50 308 4 3C, AT IR [1] UDP

UDP i 11141418 14 5% B CRR ] AL, A0 B g o (FL o A 2R B R0 A9 IO 4% Pl 55 2 — > R
1% R IS 5 3 RT BEJC I 3R 8] UDP % .

5.3.2 SIGHKMEZHE —
1. XWHEHK

T2 TCP =R #EF . TCP/UDP % 1 Rk 45 #2455 W 28 AR fy FLflt 1, 38 33 X
Zenmap Al nmap T BAH FJ7 210 %k >, JE— 25 48 I OV 10 S B 7 %

2. EHREH
Sy T ST T 52 B R A 5 e 7 SR BT ST, A S o K o R T i A



EEGES] N (OB )

Windows 10 #:/E RS AL, T BAEZ FHL E %% nmap F2F . BRTEH AN 7. 9. 2,
B N ak#hl A https://nmap. org/dist/nmap-7. 92-setup. exe, iZ f2 7 [6 I 2 £ 4l &
N EE B AP as 17t
5.3.3 L ILE

HB, 1. B17#F Nmap - Zenmap GUIL, JH s FIIEAL I Zenmap T H.

Zenmap BRIAFEAE 10 Fha] 43k 8609 5 07 =Xl Do i s il B SR BRIk BERE . AE
e T EAR M 5 O 5 ke LU WA N 3 7 2R R A BT AT Y A R TE
A A THES L N 5-21 s,

“# Zenmap v o %
aEe 180 ESP 280
8tx El EE: .Intense scan 'ﬁﬁ B4
L .nmap T4 -A v Intense scan ]
E’ F| m Intense scan plus UDP |
mapiic! [M1/3 Intense scan, all TCP ports | -

BfrFs 4 L - | | Intense scan, no ping | ZI = B}ﬁ

Ping scan

Quick scan

Quick scan plus

Quick traceroute
Regular scan

Slow comprehensive scan

B 5-21  Zenmap BRINFEHE A X

BB 2. AR 7 ORAT & Tk 59 24 A 2R R LU — AN 8 471 18 07 =X G i i
BT BUE R C A 7 S R b R g 4R (e TR ED L A 5-22 TR

< Zenmap - ] x

SEe I80 [EEE) =00

aw | O memEmese el o] | BB
- REETESE) Ctrl+E | T

we :nmap -T4 =y

E" BS | Nmopiii @O/EN K TS £
BEEG I 4 | T| B84

5-22  QlE—AFHM R
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S 3. (EARSIR T B T 0 B B L T TT W 5-23 T R A £
VAR AE St 9 T BB Ping <A EBR B SO M R TOCR L e T

AR FLA 0 By 52 00 7 B AT R AL

FE“BE B 08 IR R B SO 487 SO HE R A — AR TR U R A A B

SYNPortScan,
- EERRE —_—
=
ES Pi = e
b=ic] ing Bx B B B FH Profile name

EEES

ESTHE | SYNPortScan|
it

This is how the profile will be
identified in the drop-down
combe box in the scan tab.

P 5-23  BCE I E Y S A

BB 4. EEECHI TR, B0 5-24 iR R IEHE . AR S 6 X 192. 168,
244.0/24 3% A C W B i A EML#EAT 3 4T85 PUGAE ™ B Ax (RT3 7 SCAHE i g A 192.
168.244.0/24, i TH I kBB EEH . B UL TCP H# " Ab #E#“ TCP SYN 4
-sS) 7 HA VI B N TC . BrA (5 B AL A UG, S “ A7 O F s AT A

- EERESE

| nmap -sS 192.168.244.0/24

ES =& ping I9x BE B Aft =W

j=iindr]
EHREE): 192,168.244.0/24
TCPEE: TCP SYNER (-55)
Non-TCPEIE %
i x

[ BRFE=SR/MEEE (-A)
0 s\fezeseM (-0)

[ ke (-=v)

O dles#&(Zombie) (-sl)

[J FTP bounce®i (-b)

[ BARMDNSEIF (-n)

] 1pv6=i% (-6)

- o x
E=T
)
ERFERR SN
FRBIERSHEN-0), BEkE
B(-<V), BFEE(-50), IEmEE

(--traceroute).

K3 K3 K|

Concel | [ vermz

P 5-24 X 43 il X G BOAH 56 2 B0 i

d )
[=
©



EEGES] N (OB )

T ZEULIA 1 S, FE ELAR ST g0 A AR P, 1 T 45 A S TR B 3 A 6 O [ Y e 0, 2% 2
T AR L I X 2 R AT o M L DA X T L 97 RN S e A S 4 T A DT ) A 4R
R G4 2 BT s Bl .

BB S, RN B AR E SYNPortScan, “£r4 7 b 4% 7% I & 6 4, A
Sy oY nmap -sS 192, 168. 244, 0/24, WKl 5-25 s,

< Zenmap = 0 X
AEE TEO ESEP #8H
Bix | 192.168.244.0/24 E EE ! SYNPartScan E |Eﬁi Bl

B |nmap -s§ 192.168.244.0/24 |

Nmepfti WO/ZM it THMSE |
Wess o T - | H : B

Fl 5-25 88 0 A A

B 6. Md IR, T IA R 192, 168. 244, 0/24 W BAEAE R EHLHEAT 30 0 H 4,
A RAE 5-26 frn . Hob e EHLII R P BOR T YT T REN A E0L. A
Mg b @R T H b —& EHSRTC T 0 om0 5 S 35 05 Y AR IR & 2ERE 1
ZFR B EHLN R B MAC sk 55 8 25, R 205 B AR # 4.

< Zenmap = O X
HEE TEO ESEP #8H
Bix | 192.168.244.0/24 E =8 ! SYNPartScan E

% [nmap -s5 192.168.244.0/24

[ = | Bs | Nmaper mO/En & 0E S8
| E :
BEES 4 T 4 |nmap -sS 192.168.244.0/24 Itl S |
] 192.168.244.1 Starting Mmap 7.92 ( https://nmap.org ) at A
2021-12-02 20:49 hERTARLE
192.168.244.2 Nmap scan report for 192.168.244.1

Host is wp (©.8817s latency).
Not shown: 995 filtered tcp ports (no-
response)
TIR1B0E 12 PORT STATE SERVICE
192.168.244.132 135/tcp  open msrpc
139/tcp open netbios-ssn
192.168.244.254 445/tcp open microsoft-ds
3389/tcp open ms-wbt-server
10001/tcp open scp-config
MAC Address:_00:50:56:00:80:08 (VMware)

S | %

192.168.244.128

\

& 5-26 s AR
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FERT RIS T DA S A B % A P A A L AT 5-27 TR .

< Zenmap

- O X
HEe TAD ESE B9

Bix: |192.163.244.0f24 E =8 lSVNPDHScan E \@ m%
®¢: |nmap -sS 192.168.244.0/24 |
| = || Bs | Nmeplen wmO/EIW B NS B

SeeE ¢ 0 * |oEznEe ey [BrmE | Legend| mEmE

] 192.168.244.1

W 1921682442 192.168.244.132 . 192 168.244.128
W 192.168.244.128 \
192.168.244 129
W 192.168.244.120 ~
W 192168244132 .E localhost
(] 192.168.244.254 ‘ 192.168.244 .2
192168244254 ( )F192.168.244.1
L l

& 5-27  BoRAMER RN

F] 8. WREARTF Zenmap BIFIEEE AL, 0T LU $1 40 7 358 50 b 6 45 OR A7 31 40 7 ik

PEATARAE BN RS KO8 XML, i 5-28 Fizs .,

- EEFAE

x
Name: | nmap01.xml |
Save in folder: ﬂ|h smiton || Create Folder
Places Name ~ Size Modified ~
7, Search 21:10
@® Recently Used [} Nmap - Zenmap GULInk 1.0KB 19:18
5 smiton
2 Desktop
& FipEEE (C)

<= DVD =8 (D)

e =il ;Nmap XML& (xml) |Z|

| Gancel [ [ save ]

[ 5-28  CRAE XA A9 1 45 SR




EEGES] N (OB )

W ELE P, mT LI R — X G 4 B B[] — X 52 98 Bl b 9 AN ()5 43 1 AT 2 IO
T4 R AT A B SAFEA . AR P R T8 — RS R 5B
A B AR (A 192,168, 244, 1-118) (A7 T IS D L 4R J5 7T LLBEAT 28 — 4, IF - A7
FARGEE L ] SO 4 € 29 nmap02. xml,

SR AE S T EL S5 B v g - 4 L LU 7 e T00 L %o T R I R A SR R AT e, oL
A FHFE P BESE nmap0l. xml P, 78 £ B F $751 % 2 £ nmap02. xml I, 4L
gE AN 5-29 FiR,

- SRR - O x
=T HiEB
nmap01.xml :E] _ékmﬂ nmap02.xm

R = 2 BE=

np 7.92 scan initiated Thu Dec 82 21:87:1@ 2021 as: nmap -sS 192.168.244.1

192.168.244.1, @0:50:56:(0:00:08:
Host is up.

Mot shown: 995 filtered ports

PORT STATE SERVICE VERSION
135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds
3389/tcp open ms-wbt-server
10001/tcp open scp-config

192.168.244.128, @0:8C:29:78:A8:46:
Host is up.
Mot shown: 108@ closed ports

v
>

Close|

B 5-29 X PRUCEI G R BEAT LR AT

Horp 857 (LB 5O RV B A ZATE R X, 85+ 7 (a5 R
W B i Tz s 8. R E 5-29 nTRLE L BIRE#E 1P AT,

FHB]10. #EH 55X nmap. 7 Windows 10 #ER G, i HE“H B —>"217". FHH
FXTIEHE A emd A4, AT S IR AT ERAE R O . HEAT nmap 4, & BRI A
A 5 B SO &l 5-30 TR,

FB 11 1 namp -sS 192, 168. 244. 0/24 4%, AT L 525 6 —HEADhfg, WA 5-31

s N .

5.3.4 EEE5ER*x

A S, (F 52 F v] LAY nmap Ml Zenmap P~ 4L T B /Y9 D) 68 4% 2 A4 5
—ANECN AT TR 8 i BB B AT DA R B 2 A G AR . 5 nmap
AHEE s Zenmap BYEFHFIAELL T JLIT1H

(D 24 RAF R B, Zenmap W] LA 5 W09 77 X th 4550 . - BRg 2 Hil H C LM
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B CAWINDOWS\system32\cmd.exe - O -

Wicrosoft Windows [RRAS 10.0. 19042, 1237]
(¢) Microsoft Corporation. ﬁ%’mﬁﬂﬂe

C:\Users\smi ton>nmap
Nmap 7.92 ( https://nmap. org )
Usage: nmap [Scan T:.«'pe(s)] [Optmns] {target specification)
TARGET SPECIFICATION:
Can pass hostnames, IP addr , networks, etc.
Ex: scanme.nmap.org, microsoft.com/24, 192, 168, 0,1; 10,0, 0-255, 1-254
-iL {inputfilename>: Input from list of hosts/networks
-iR <num hosts»: Choose random targets
-—exclude <hostl[, host2][, host3],...>: Exclude hosts/networks
--—gxcludefile <exclude_file>: Exclude list from file
HOST DISCOVERY:
-sL: List Scan - simply list targets to scan
-sn: Ping Scan - disable port scan
-Pri: Treat all hosts as online —- skip host discovery
-PS/PA&/PU/PY [portlist]: TCP SYN/ACK, UDP or SCTP discovery to given ports
-PE/PF/PM: ICMP echo, timestamp, and netmask request discovery probes
-PO[protocol 1ist]: IP Protocol Ping
-n/-R: Never do DNS resclution/Always resolve [default: sometimes]
--dns-servers <servl[, serv2],...>: Specify custom DNS servers
--gystem—dns: Use 05’ s DNS resolver
-—traceroute: Trace hop path to each host
SCAN TECHNIQUES:
-s8/sT/sh/sW/sH: TCP SYN/Connect () /ACK/Window/Maimon scans
-sll: UDP Scan
-sN/eF/sX: TCP Null, FIN, and ¥mas scans
——gcanflags <flags>: Customize TCP scan flags
-s] <zombie host[:probeport]>: Idle scan v

K 5-30 nmap iy 2 F 5 B SCRY

B CAWINDOWS\system32\cmd.exe - O X

C:\Users\smitonPnmap -s5 192, 168. 244, 0/24
Starting Nmap 7.92 ( https://nmap.org ) at 2021-12-02 21:34 chEFRIERTE)
Nmap scan report for 192, 168, 244, 1
ost iz up (0.0014s latency).
ot shown: 995 filtered tcp ports (no-response)
PORT STATE SERVICE
135/tcp  open msrpc
139/tcp  open netbios-ssn
445/tcp  open microsoft-ds
3389/tcp open ms-wht-server
10001/tcp open scp-config
MAC Address: 00:50:56:C0:00:08 (Vllware)

map scan report for 192, 168. 244, 2
Host is up (0.0026s latency).

Not shown: 999 closed tep ports (reset)
PORT  STATE SERVICE

53/tcp open domain

MAC Address: 00:50:56:EB:FA:8E (VMware)

Nmap scan report for 192. 168, 244, 128

Host is up (0.0019s latency).

411 1000 scarmed ports on 192, 168, 244, 128 are in ignored states.
Not shown: 1000 closed tep ports (reset)

MAC Address: 00:0C:29:78:A0:46 (VMware)

B 5-31 4473 nmap F

ZQINETE AN
(2) ATRATEPIAS 1 25 R Z 1A AT LUK
(3) BEWE XS FAH 4 R AT BLER

Nmap scan report for 192, 168, 244, 132 \



EEGES] N (OB )

(4) RERSH BB 2 I B3 22 Y 17 A0 [ C B A9 4140
(5) BN Fr AT A %, DAJT (5B N LR A

RGELRBFN . EHREFIRR S

5.4.1 &I FHEHEMN

AT ML A A 0T DU g Tl B AR TP Muhk K 2 R s . 7RI
BLfith b o 3 7 X B e AU A B AR R G S R A I RS 5 R FR I 1 T 4% IR 5%
FHERM, R Bk 3 F — 0 e B AR A B0 7 1501 i e LR i oo 20 TR AU & . Re T
PRI 43 Fy B AR 22 55 28 ARUBR I 0 I 265 ik 45 28 R0 00 796 o

1. BIERFEEEN

EefE R G2 RPEM (OS identification) J& SR HU— 72 A £ A T B, 0 1 /0 4% 3 FE 48 H A
FHL LR RAE R G R R I IRA S W ik . FER 2 T #4E R 5009 2 B AR IR AR 5
Jei s BT LRy E— 25 % 04 4 IR R i Uk Bt 45

PR IUERHE 8053 BT (stack fingerprinting) J& —Ff 3 Il (0 454 5 G0 8 BN T B, HL 32 9L )
FRAE T[] 2 A FRRAS (454 2R Go v o 0 248 DM S0 1) 52 B 7 2 A7 7 26 — SR AN 11 X331 3k s
0 X AR B T IO R RS AR BUE B . B B S R RS DM AR BUfE B
JE o T LU F0 5 D) 4 MELER i 5 380 19 48 SU05 B 78 B0 FE v B AT LU RS B o 2 LR E R S
FIZER R A

2. MLAR S LK BR

¥ 2% IR 5 BRI (service identification) i) H & R 56 52 H A% T L 3T IF B3 11, LUK
PN 11 G 1 0 2 g FH IR 95 2 0 R AR . 3 Ak I 4% IR 5 S RLER I, WT LA iE — 2B e B
B ML IS 17 10 X 48 IR 55 B Al 55 0t R 0 o7 ) g 1

AR R G2 BRI £ BHK AT TCP/IP Mh AR I35 8015 B, B W XM 4% 2 AL 4 )2 6
FHZ 8545 2 0015 L 5 100 X 465 IR 55 28 AR PR 32 2240 61 00 2% Ik 55 7 g ) J2 P9 0 5 B0 o 0 5 190
TRAESE A, BN, R TE R HE 4R HTTP MR % 19 Apache F1 1IS, i £ 523 HTTP
TS I LRGN A7 AR — 2022 S MR 3 46 25 S ] DABEN s B AR ALY TCP 80 i M I
iz 1T HTTP AR5 &2 i3 Apache i 2 ad 11S SEHLAY

5.4.2 SCIGEHKBIMEHE

1. ZWHEB

M Ao A S o0 0 ) 2% il 5 A R A SR N ) 27 2T [ IR e AL AR SR ) Rl
M7 B9 %5~]  H 48 EHLRGI A 207k MR Ae

2. RWEH

BTS2 B HEAT AL R AU SR 5-1 BT 7 14 52 46 355 B




0006 WebBS 21l

F*51 EHIHRALWES
% il ¥ 5 L/Q UL IN
BE:1H
PAE R G RA . Kali Linux 2021
BAERA . pOf, xprobe2,nmap
HBE: 1R
PAVERGRA . Windows XP
BAFRRA: T

Hii L

AHL

W N =W | Do —

5.4.3 LIIiE

$B 1. sfruahbl, E#E S Kali Linux 240, MR PEA B R a2 18X, 5 i 52
IS HEAT, ATH A startx fp & A BRI, S PAE BB Terminal BRI, 47 FF 2 o 5 1F
wo,

P2 217 pof TH, pof T HAIH SYN £# 60 52 45 A 7 5w gl A i 2 AR, A At
AR HAFAE B A1 H bR 2R 58 & EATAT B 50 . R Bl i 32 0k H B AR &R S8 B 2R AT
1M RSB A AR RSB BUN . P, pOf — MR IKAIE SR s L JCEE Bl I 3], i
H pOf B 1T R G TR, AR OB o 1S TR He B PR 45 ) 365 5 22 2 7 I
e, pof AT LA T AE7E ¥ 32 B A o i ML A% L A b 3 122 2 i ML A% O BB 3 122 2 i ML 2% L 7T AN
Yo AL X PLA S LR 5T

AT pOf -h AT S, R GUKE s H T A 2 80 B i W G % T B AR AE T LU 3 apt
install pOf #r 4% %) , A& 5-32 iR,

B 5-32  pof MY Ih{E B

S8 3. ST G, B ek A pof -o pOf. log fir 2 . iZ iy 225 & 515 BAREF] pof. log

(25y

A



CEEYES] ( FIRTIAR )

SCAH L AN E 5-33 B . O, T AL T BRI T SYN B4, 24 H bR E LS B AL
Ay TCP &3, Rinr 59 B Ar EHLNERIERSE T .

Bl 5-33  #i A pof -o pOf. log i A #EMAF B AR A 3 pol. log U

H B 4. FTJF Windows XP I 1E# & 3% 547400,

BEALIEH 5 sh o 7 2 Ak — SR IR S LU il & TCP %82, Blan, il L telnet 8 — 6
FHLORIE LI A IE M) B RS T R LA, X telnet BARWA W), (A 5w 5
ISR, anE 5-34 iR

Microsoft Windows XP [~ 5.1.2680] T E
«C> KEAVERA 1985-2081 Microsoft Corp.

C:\Docunents and Settings™Administrator>telnet 192.168.244.128
AETEEEEEl92.168.244. 128 . RERT AR ENIEE, TR0 23: EEEY

C:\Documents and Settings“Administrator’,

Kl 5-34 il telnet Ay 4 ik & TCP %2

H 5. B WA A 47 Lo b 2 8] AR 2 H Ar EALAYERAE RS0 B, W E 5-35
N MILEAEERATAT LA B, pof THEZ 8 H 1P Hudk o 192. 168, 244, 132 () H 5 &
PLEYERAVE R 5525808 Windows NT WS E A 2R .

B 5-35 AT IR E A EHLIE R

$B 6. UL LA F pof. log X, T cat pof. log Aiy4 . A &l it pof T. B9 5h

)
{2067



WebfiE 352 BBl

(25 [8)

Sr T B s ERLERAE R G BUAE B I S il sk . AniEl 5-36 R,

Bl 5-36  pOf T H 4471 Dy 5 id 5%

BT A nmap THH#FAT EV LR WHNM, nmap THEFEZWIDAEZ —2H
TCP/IP Ppi¥#% fingerprinting #AT AR MERGHN . 5 pof Al nmap 2 F k% —F
§ TCP #1 UDP #f 3¢ 31| 38 £ = AL, 4 2 ) B P9 & — 4> bit, 4845 3R F 40 nmap-os-
fingerprints H 3 1500 O H A HAE R G WY fingerprints #EA4T LS, Qi 2R A VC AT, g 4T EP
HEE RGN B . 1217 &0 AT nmap -O -PN -sV 192, 168. 244. 132 7%,
PR 25 S & 5-37 iR .

& 5-37 nmap $#AE R G AR 45 R

ME A LB, EHL 192, 168, 244. 132 $TH T 135,139 % TCP ¥ 1, H: MAC Huhk
SN 00:0C:29:3F:23:BC, HF:AE RS2 H N Microsoft Windows XP SP2 or SP3, #£ 1 45 %
T

SIS, i ] xprobe2 T H 4T EHLRB BRI . xprobe2 & — A E W EAE RGN
ST B 38 2k R 25 44 DT C | AT e PR A I [R] B 22 DG P RN 2 44 BOHE R R U B E R . R
7T R i e, B DL L b J B AT FE root AUBR . A w4 AT & o 3 AT
xprobe2 4, RGUK B8 H T A S 50 % 8 B Ul B (5% T BN F7E . vl DL i apt install
xprobe fi4 %), (NE 5-38 iR,

B 9. XA EHLEM, W LB 8 i xprobe2, IR @ AR EHL IP bk sk EHLA .
#4038 3 xprobe2 www. sina. com. en fir 2 ¥ 23 XZ EHLHFATIZ AR , WoR g5 R A& 5-39 B
7~ Al LR 2 B WA FreeBSD #:4E R4 (G & . WHRAE B IVLIABE T R ] xprobe #E47
PRVE R G IS RVRI 75 4 0 28 3% A A B O AlE NAT A, 75 IR I 45 SR T g L) .




W 48 3 Bh 3E il ( BORHIAR )

& 5-38 7R xprobe2 W #5 BI{E A

Pl 5-39  WOR RN B I AR EHLERAE R g2 A

)
2087
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5.4.4 EHEE5ER*xX

A S B X Kali Linux W3R4T 5 A B A m i 42 . [Fmk A — 4> )
e S B R R R GRS R B 47

Sz 25T KA ) Al o TR SE IR AR RIS T A . BRAS R GUMRAR Z R T L4k Sk
RN Z2 G AR W S T i, 98 I3 P U 1) 4 2108 7 9 e i TR fE— 5 SRR it i 7 P T
ZIFEE.

miEA%: Web Z2imiE ),

AR HEiT /N

5.5.1 M &F iR . Web imiEBIKE %5 w3af

1. mEAH

S 4 D 50 0 T S 5 T 0 90 20 % 4 A, R 0 B IR 1 %
150245 8 B0 2895 0 0 T M T 08D % 10 2 AR A 9 X IR B 2 4 IR I 4 TR
R B2 TH 0 2 9736 T O B )

SR AR B T SR I T AR R 5 CHR A 2R 5 R IR %6 o PRV P ) f A 1
R STIUAG L AT T ) — K T8 A 5 4 R R U X — 2 U I L % S
IR 24 375 1 1025 L B 2 S T I A A7 A — B A 2 5 5 9% S M B T A XA
QR B G B R 01 ) o R AR TE 2 AP T S B 1 S S 30 A 0 4 2 57
R4 5 1022 U

2 RAAHE

16 24 U 901 B 28 A U T R I 7 e R0 LB R0 % o 9 17 3 SE DL 17 0
E WL O B0 R GEE T I A0S 11 7] i A0 D3 DR 4 S0 AR U E BLAG B A 5
eI L BRI AV HE T A3 1 AT 150 % I 5 2K AR LA B A R4 TR . O
T 2SR AT 3R e (A 3R B0 T A3 AR AR 10 50 % I 55 9 TS 30V P — %
TG AL AR CVE (5 A0 v 00 9 4 R I T 51 5 — K 00 3 ok 45 00 O 7
L1 53 H7 40 5 U T 75 41

3. w3af

Web M I 5 #1484 (web application attack and audit framework, w3af) f&—> —

Web [ F % 4 W deits P& FOm 38846 8 19 5 2O X DI REEAT BT . w3af & —3K
JH Python i 5 %5 19 T2, [Al B 3CHF GUT fap 2478

w3afl HATC 28R T KR £ & 1Y & 2ol M THE 18 O 8 1068 ] H 0 475 4
HEAT T 4028 1 FLAT e 3 R $2 4 TS0 T 1 JF SR 2 Mo /fg s k. Tl L2k
IR w3af M-,

(1) Crawl 24 . CrawlORCHD 4 4 (19 ) fil /2 38 2 TC I ) 32t 38 o5 KA 8 /9 URL Hb



CEEUEL] N IR )

oo AR PR T Crawl R OF W HRE 2577 A — DR R AE . A RS —WRas T
WFAEI T —DH 0 URL, w3al 238 HZ X B4 F By WEREF B K T —48 g URL, U
SRR B A, XA S BRRRLLHEAT R AR C s 1T H BB R BT Z 65
BoAIE.,

(2) Audit 84 0F . AuditCH ) 2246 1 2 18] Crawl 4 (8 TEHCHS f A 5 % 356 4 1 1) B8
DA B LA A 5 A7 A T T

(3) Attack A fF. WA Audic 518 % BT i Atack CHz i) 2847 14 25 R 2%
A 47 Bk 38 W SR AR 55 A FaR [l — A AR S, SOHEAT SQL T A LAAR R 2 b
IR EITN

(4) Infrastructure 224fi 4 . Infrastructure (GEAH ) 24 4 FH >k B A ¢ H AR RE W
FELGUHR RGE R B LT Web N R ¥ B k3% (web application firewall, WAF) #1 H b
ARG LT ERAER G HTTP ~p i B 5%,

(5) Grep KHfifF. Grep (K30 Z4 7F & 43 B H AR £ % 2 19 HTTP 325 >R A0 0 H 15
B IO A TE Y T i

(6) Output ZEHfifF . Output iy H) 23 44 205 3 4 19 Bt LI SO XML 8 HTML 2
KA MR . B4 WRIB AT text_file #1 xml file 4~ Output 4, ¥t &ic %
A K Audit 2848 1 K I AL AT s 11

T34k s Mangle 24 {1 fu i F P 48 ek T 1 D) 36 3K =X 1 385 5K AR 1 s Broutforce 84 F
FETCH By B o] LAXT 2R Ge i 47 5% J1 %8 5% 3 Evasion 284 43 1 4& ¢ vy Ho A4 4 4= i) HT TP
Tt R R B8 3 a7 FRL A AR A DU R DU

5.5.2 IGHBMEHE

1. L EB

TESEAT ARSI 2 A L 152 4 T BRI ) 7= A e A i S BT IR TR . AR L SE R
X w3af T HAH R 5 vk 025 2] {5235 RE 08 2 8 Il 55 4% 4 4w T 0y 43 8 R O

2. LWEH

A S v R A AR 43 PR AN SR 5-2 TR

£52 WebZeRRAABEEITIRFSR
% bl F = RN SR

BE. 186
PAE R GRS . Kali Linux 2020
A RAS . w3af 2019.1. 2
BE. 186
PeE R G RA . Windows XP
A A . XAMPP, DVWA

W N | = WwW| DN~

5.5.3 SCIGHE

ST, sf78EYL, ERE 5 Kali Linux 2020 R4, BEHEF B4 1 AY Terminal #EI0,

. ; 717



0006 WebBEZ B

FTIF LB 1,
$ B 2. iE17 cd w3af-master Ay, W 3| w3af TAEH S, KRG A 1s A& F Y0
H 3T B SCfF L nEl 5-40 fis .,

& 5-40 R~ w3al-master H3E FHIHNA

H B3, . /w3al_console 472 8 ] w3al, 35 24 EAL 3 H G (w3al >>>)
WK 5-41 iR, BARZ T ARREMAE T GUI A, B B3 5 i RS A E XElE
B 7 8 e ELA N R U AR

& 5-41  wa3afl By~ fb 6l G X

SR AE S B HEAT L IR M help BB A A B MmN .
TB 4. 5 plugins Ay 2o B AH 0946 744 SR )5 help a2 & B BB a2 1015 By
fFR K 5-42 FiR,

Kl 5-42  #E A plugins H B I B




W 48 3 Bh 3E il ( BORHIAR )

$B 5. %A output html_file iy 2 8 F html_file # =01 % Y, S8 J5 i A output A7 2>
A F output MW Bos WA 5-43 iR BE R .

& 5-43 %A output #5425 R B {E B

$ B 6: i A output config html_file iy 4 XF html file ¥ =05y B kA7 lc &, EEHEM
H view w451 H o] A B 28 T00RTE , Qi & 5-44 FFoR

B 5-44 I view i< ) AT Y 2 T (.

$ B 7. i [ set output_file /root/testreport. html 4>, % B 5 H B H R & 4R
testreport, html, U 5-45 Af/R,

[ 5-45 T E a0 1 R SO testreport. html

)
71T
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HB] 8. fi ] back fir 2R [0l plugins, F1HH crawl i & FH MCHL 46 £F . 7] o {5
crawl web_spider iy 4> ¥ Ji I 5o L 41 &l 5-46 s,

B 5-46 5 W 0T ik

T i audit all f54 I8 A H i@ R A audit ir &AL WA 5-47 iR,

K 5-47  TFFJE A H T AR

FB0: KA grep all a5 TP IR PFr A KR A1 A&l 5-48 s .

[ 5-48 &R ZE R

HB 11 ] back 4 iR B, $EE M target A HE A target H 3. WA 5-49 iR,
LB 12, 5N LA IR 5 2%, B0 IA R s mT AT R) , a0 5-50 B,

Favikn

s




LERES ( FIRTIAR )

& 5-49 i target fir & HE A target H 3

raoms b i

(D) 192 168,138 130/ dvwa/

u-. SQL BASICS- UNIOK BASED- ERROR/DOVELE QUERT- TOOLS- WAF BYFASS- EWCODING- HTML- EMCRYPTION- OTHER- %55~ LFI-
Load URL '
Split VAL
Execute

Insert string Lo repl{|Insert replacing strif [¥] Repl

D] Post data [ Referrer @K O<EX 3B @ WAL 3B @ BASE4 3B

Welcome to Damn Vulnerabl

Damn Vulnerable Web Application (DVWA) is a PHP/MySQL
goal is to be an aid for secul:ﬂymprdessiondsdm test pneir ski!

pers better p g web
leam about web application secunity in a controlled class roor
The aim of DVWA is to practice some of the most commo

P 5-50  HLHL Rl i 55 12 17

S 13, %A BEshik (target) i http://192. 168. 138. 130/dvwa/index. php, T —
AR AT HER & 5-51 PR,

[l 5-51 &% & HArbiik (target)

H B 14, i [ back 2 1R [0 £ H 5 w3al >>>, SR 5 i [ start 2> FFEHEH , WE 5-52
s
LIS, ARG, [ exit 2B H w3af, K5 3] root HE T, i

feiln’
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B 5-52  fliH start Ay & JFEG i

Is -1 testreport. html Ay & & B &G4 MR & testreport. html 304, tE 5-53 fF 7w (FF
TEZP .

Pl 5-53 3B I A A B 1 SO AT TE

FIR 16 F AW YA ORS5 R Firefox) $TIT testreport. html SO, HoAf i 7s A& 5-54 iy
NG . PRI DUIE T PR O S TR I S TR A B
\pPUCATION Securily Scan ke X |
@ file:///root/testreport.html

Kali Tools [@ KaliDocs “ Kali Forums o NetHunter [ Offensive Security = Exploit-DB & GHDB I MSFU

P Missing X-Content-Type-Options header

Summary

The remote web application sent 2 HTTP responses which do not contain the X-Content-Type-Options header. The first ten UR
the header are: - http2/192.168.138.130/dvwa/_vti_inf.html - httpz//192.168.138.130/dvwa/index.php

Description

"X-Content-Type-Options' is a type of HTTP header that can be used to prevent MIME content-sniffing attacks in Intemnet Explor
MIME sniffing is a mechanism that allows browsers to inspect and dynamically guess the content type and file type.

MIME Shiffing checking algorithm has known problems which might allow users to upload files that might contain malicous cod
spoof a file type/content and upload it to the applicati fully, it is possible to inject malicous code which can be downla
other users of the application. This can lead to attacks such as persi Cross-Site Scripting,

« Vulnerable URL: httpx//192.168.138.130/dvwalindex.php

Fix
‘X-Content-Type-Options: nosniff* header should be implemented which allows a web server to force the browser into disabling |
e il Tha ascel# antian wdll ashs laad s i} ER L 10 aadnmb ie A Al tha filla s

& 5-54 {8 testreport. html SCH B9 N &
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5.5.4 EER*%

FE AR R e 32 B0 U R 4 A e AT T T A R R R B, T T 2 TR A AR Y
A FEIhRE .

1. Z&iRmiEHEE

224 R B R — % 5 i T TR 3% 2 H 5% (common vulnerabilities and exposures,
CVE) PREFHAS T84 2 4 T T (9 2R A5 5L T T 43 58 DAl 0 JA A | 22 4> ) e 35 97 43
(— R CVSS i) 5545 2 B 1Y 22 4 T T 4 2 I 5 Bl e 7 2 B i o . v, 5 )
R 4K 22 (common vulnerability scoring system, CVSS) f&— AN JF 5 i) 31 B fE % g 7= 5
T A 2R AR

2. RSl EER

A S T T8 4514 25 B A O R R B AR W] DR A ] P e B R S e A
3 R 48 77 35 6k R 351 415 190 28 14 3 SR B4 (0 E AT B0 5 R0 O R A B AR E LR IR Y
i 25 A, 5 s IR A P2 T A U R RE AR A AT O X LUK H AR AL R A A X S A Y
T B RO A AR — R AL T ML i A BRAE R G AT L R 2% ik 55 AR
SETIRE MR BRI 2

3. AREBRERHE&E

FHPBC & ] A e B P ST RS W EREE O S SR 0 B AR R G R I Y B
T A 254 80 AT LA o Bl B ik E

4. ARFEREHIEDR

TE BT X8 U i) 1) B A AT e B o, Wt AN R B R 45 R R 2 R S T i
TR W BN DU I — S A0 SRR B (R B Al AR AR B g it T

XSS B uh B AR I8 & 3K

5.6.1 ¥i&FHMiIR: XF DVWA

DVWA (damn vulnerable web application) J& % F PHP + MySQL ) — & H T % #
Web i il 224 Fn s Web Ji 55 1 09 F2 )%, 7T LA 2 %ol A 51K B © 59 &k B2 68 A T
HARML R A IR0, B B Web JT & & B 4F i 48 Web B IR 2B G R 72

DVWA $#£4t T LAIF 10 S IhREREIH

(1) Brute Force(F W f#) .

(2) Command Injection(fF 2 F71EA)

(3) CSRF(E it sk i) .

(4) File Inclusion (LA E) .

(5) File Upload (3L [11%) .
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Impossible, #1230 DL i b8 4 Fp o (A, B2 fik— 28 PHP FCRS #7219 N 25
5.6.2 L BMAFM

AR I E B XAMPP U R . A SEEE Windows M5 F %%, HHH 5
XAMPP 41 DVWA , B8 /EL BT,

£ Windows FREE , A 1Y 4% I8 R G $2 /R A7 R AT
A1, I TR 26 A R 2] dvwa, BRI ) 2] XAMPP %% H 5% F i\ xampp\htdocs H 3%,

PN

(6) Insecure CAPTCHA AL 2B UEAS)

(7) SQL Injection(SQL # A) .,

(8) SQL Injection(Blind) (SQL HE).

(9) XSS(Reflected) (57 5 1 5 3k BIAS) |

(10) XSS(Stored) (f7-fit B 5 3 I 4%

TWET BN E. DVWA Mg 48 4 Fh % 2 29 % Low., Medium, High FI

1. XWHEHH
AT e AT E R LT A

(1) T XSS Uil (1 Bt Jt 28 LA O AR .
(2) REMEHEAT a7 B 1 Yo i 73 T .

2, RWEH

HT DVWA # B 25T PHP/MySQL 1, R T Z e %2 DVWA 355, B THET

S, &% XAMPP, M http://www. xampps. com/'E W T3 M4 %, R

¢4

ok
$]2. T# DVWA K% . M http://www. dvwa. co. uk/ B M~ 2 DVWA & %4

8 3. ik XAMPP ¥ #1458 31 XAMPP (% Apache il MySQL IR %5 . tn & 5-55

&) EANPP Lite 2016 =] [ ‘.

XAMPP Lite ##IE{% 2016
s"ifi”iis Module  PID(s) Portls)  Actions @ Pt
(x]  Apache 131%04 80 [ Stop | [ Admin | [ config |[ Logs |
(x] mysaL  4e0 3306 [ Stop ) [ Admin | [ Config J [ Logs | (o msaz |
(%] Fiezii P [ =msem |
%] Tomcat aarmin. W cantadllioassd

[main] ARG E AP wew. xanpps. com FRERHED . ... ~

[main] RANPF Lite ZREEF: “c:'xampp\”
ek ...

[main] EHEiR DT

[Apache] Attempting to start Apache app...

[4pache] Status change detected: running

[my=qll Attempting to start MySQL app...
52 [mysqll Status change detected: running

L4l

ZARPPS. Com 16:53 44

& 5-55 i id XAMPP (#6531 XAMPP (1) Apache fll MySQL i %5

CATY

[main] Funning with Administrator rights - good! \



) 5 1% B % N (OB )

ST 4. B\ xampp\htdocs\dvwa\config T A config. php B & S, 78 % e & Sk
HL5 T % % MySQL B0HE 19 25 % (XAMPP £ 3R 55 R il MySQL (1 BRI & Rk 5k
root, B N7,

HB|S. FEW YA A htep://127. 0. 0. 1/DVWA/setup. php, 8t 7] LLiJj ] DVWA
G B T, Q& 5-56 Frn. B i i 0T Y Create/Reset Database #% £, FL#2 & 37
DVWA (1 £ 4 2

Database Setup

§
i.

Instructions. | Click on the ‘Create / Reset Database’ button below o create or reset your database
If you get an emor make sure you have the comect user credentials in
E htdocs\dvwa/configiconfig.inc.php
About | o
If the database already exists, it will be cleared and the data will be reset
You can also use this to reset the admini credentials ("admin // p d") at any stage
Setup Check

Operating system: Windows
Backend database: MySQL
PHP version: 5.4.34

Web Server SERVER_NAME

PHP function display_emors: Enabled (Easy Mode/)
PHP function safe_mode: Disabled

PHP function allow_uri_include. Disabled

PHP function allow_url_fopen: Enabled

PHP function magic_quotes_gpc: Disabled

PHP module php-gd: Installed

reCAPTCHA key Missing

Writable folder E \xampp\htdocs\dvwa/hackable/uploads/- Yes)
Writable file E-\xampp\htdocs\dvwa/ phpids/0.6/i/IDS/tmp/phpids_log txt: Yes

Status in red, indicate there will be an issue when trying to complete some modules

| Create / Reset Database

¥ 5-56 ifila] DVWA fit B 01 i 38 5 Create/Reset Database 8 57 504 )&

AN 7E XAMPP 355 R, f] DL ok dn & 5-57 Fr s B R VE R dE DVWA 38
2., R Setup Check & W m a6, MKA BB AR, A BE RN T 2L,

[ Create / Reset Database _]

Database has been created,

’ 'users’ table was created.

Data inserted into ‘users’ table.
‘guestbook’ table was created.

Data inserted into ‘guestbook’ table.

l Setup successfull

K 5-57 7E XAMPP 335 T8 DVWA £¥s &

. ;__2_13 5
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TBo6. QE DVWA S E G, R4K A sh ki 2] DVWA B2 58 0L, 41 & 5-58
7N » R GBI B SRR S Z FR AN S admin/password.,

@ 127.00.1/DVWA/legin.php

E 5-58 DVWA % 5 0 i

5.6.3 EIiLiE

W 1. AR5 KRR ER TR A )7 "> XAMPP—>XAMPP Control
Panel I $] F+ XAMPP & il & . 75 40 & 5-55 FF 7% B9 5 1 o HF i Apache HTTP iz 45 Al
MySQL A% .

W2 FTHF DVWA W, W& P4 A http://127.0. 0. 1/dvwa, 1IE#i % A5
ZR AT (RFEBINH admin/password) J5 & 5%, A 5-59 Ui7s,

@ 127.00.1/DVWA/In

T o

Welcome to Damn Vulnerable Web Application!

Dama Vulnarable Web Application [DVVWA) is a PHP/MySOL web application that is damn vuinerable. Hs main
goal Is to be an aid for security pofessionals 1o test their skills and tools in & legal emvironment. heip web
duvelopers batter understand the processes of securing web applications and 10 aid both students & teachers to
learn about web application security in a controlled class room environment.

The aim of DVWA s to practice some of the most commaon web vulnerability, with various difficultly
Tevels. with a simple straightionward inferface

General Instructions

M is up 1o the user how they approach DVWA. Either by working through every moduls at a fixed level or
selecting amy module and working up to reach the highest level they can before moving onto the next ona. Thers
Is not a fixed object to complete a module. howaver users should fesl that they have successhully axploited the
system as best as they possible could by using that paticular vulnerabslity

Pleasa note. thera are both di and und; d mm this software. This Is
infentional You ar encouraged to fry :ndﬁs Cover as many isses a3 possi

DVWA also includes a Web Application Firewall (WAF). PHPIDS, which can be enabled at any stage to further
Increase tha difficulty. This will demonstrate how adding ancther layer of security may block cestain maficious
actions. Mote. there are also various public methods ol bypassing these protections (sa this can be see an as
extension for more advance usersj

Thera is a help button at the bottom of each page, which allows you 1o view hints & tips for that vulnerability
There are also additional links for further background reading. which relates to that security issue

Bl 5-59 DVWA BI)& 3¢5 1) 3 00

BE 3. et XSS(Reflected) eI , ¥ TFAF7E s il (4 W0 3l (A 2584 heep://127. 0. 0.
1/dvwa/vulnerabilities/xss_r/) ¥ 1% URL S il 2 0 %5 2% 19 Ho kA2, i A W&l 5-60 B s 1y
S,

T4, P DVWA Security 200, BLAL %S low (IO BT, a0 & 5-61 fis .,

219

WARNING! \
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DYWA)
h
T Vulnerability: Reflected Cross Site Scripting (XSS)
i s WS rowr name T
Sasbonal |
More info
Sacety Leve low W Scaca | iew et |

DS Sisadied

Pl 560 4745 A XSS I A 5Lk

..\___‘/
Home | DVWA Security »
nsrucgoss | :
Ssip | Script Security
» Seceriy Level is cumently low
DT |, ... o e e s, medm ign
, The tacurty level Changes T wieei sty levl of VWA
csRr i
LT e
SOLinjecton(Blied) | PHPIDS
L‘ ¥ 0 6 PHP drtewseon Dutecton System) i & secunty yel for PHP based wab apphc steons
K55 villachd —J You can ensbie PHPIDS acrons the sde for the Quaton of your S350
XSS sored |
\ S

B 5-61 DVWA Security 1 4¢ 4> %% 5|

WS AFEEFWAGL . EMAEDH A test, i Submit #41 , 7T LUF 2] 5T L1
IE IR IS5 5, I 5-62 iz, BB X A4S DU D RE 26 P i AR5 B Rk m e .

$B 6. &F PHP L, Hdi4 F MK View Source # 417 LIE 3| 5 #Y PHP J5AS,
WK 5-63 Fras . AR Rl LU Y SO B HER P 4 AR 05 2R 1T 25 H -

BB, 7. ATHGEIL . 7 AHE J A< script > alert (/XSS/)</script >, 1] LLF %
A T R a1 25 5 GO, AN 5-64 . [6) I 7R s kA rp R DL B A N 2R URL 4 i, 4n
P 5-65 firzs . HHIG T, Web B HTKE R 28 90 T A9 540 38 3o 37 5K % 3% 25 2% 7 i o
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Vulnerability: Reflected Cross Site Scripting (XSS)

WhaTs oo name?

Halls nant

More info

acrmin
Securfty Levet iow
PHPODS: 34 atied

[ 5-62 T IE R [ SR

<?php
if ('array key exiscts ("name®, $ GET) || §_GET
(*name’] == NULL || §_GET['name'] == '*){

Sisempty = true;
} else {

echo '<pre>';

echo 'Hello ' . §_GET['name']:

echo "</pre>';

>

[l 5-63 Wi PHP JEG5

in)
Oy

Vulnerability: Reflected Cross Site Scripting (X58)

Mome. |

TR pour Ay
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U .
|E] hitp://127.0.0.1/dvwa vuinerabilities/xss.r/7name =% 3Cscripti3Ealerti26% 2P XS SH2F% 20%3CH 2 scriptSIE
. N - — - ——

P 5-65 Bl Tl BT G I A A1k A P 2

HBR 8. Wik SRR AR A . B U DVWA GO, 5 Rl 357 42 £H 5CHF ik £
72N XSS(Reflected) HEH , 1] LUF 2 0 11 P 52 15+ iy e 3l W 22 A A 915 B R (R A7, 2k
5 A 25 0l B AS U 1

T]. 17 i B XSS W . 4T F 17 76 ¥ W W W 35 http://localhost/dvwa/
vulnerabilities/xss_s/ . 76 DVWA T A 3% £ 22 /) XSS (Stored) 3 3, H 41K 5-66 AF

ZNIE LTI

- Vulnerability: Stored Cross Site Scripting (XSS)
-

Message

SOliecton | fiame et

ape This is a est commant

Ugesd | Moreinfo

Username: 3dmin |
Securmy Levet high orw Seiece| View Helo)|

F 5-66 fATEAFf# R XSS I 9 5L

BB 10:. EFIEFHR AWM. 75 Name fif AHET 4 A test, 7E Message fif AHE i A
This is a test comment, ¥ Sign Guestbook %4 , 7] LI A5 2 1E % 19 1% [0l 45 38, fn &) 5-67 fir
7N Ul BZ N 0 o P 3 A IR Y

ST 11 &7 PHP WS, 44 FMM View Source #¢4l, 7] LU B 0T I 1) PHP J&
i, qn &l 5-68 frzw . MIRASH AT LI, B S F P AR R IE A T iR 15 L.

W12 A7 8CE MK, 7E Name % AHE P8 A Test, £ Message fii AHE 4 A

- < script > alert(/XSS/)</script >, il Sign Guestbook £ , F ¥ i [7] BT 1 5k 7] LLF 2 40

l 5-69 Fr 7w B XTIEHE

H B 13 BRI aErE. TR DI DVWA G, B0 7 R #5685 1 v gk 6 242 M)
) XSS(Stored) i, 7] LA F 0T 475 58 Ry W& 5-69 BT /R 2 AT BY X 36 HE L U8 B 22 A i A B
5 BB B RA7
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Vulnerability: Stored Cross Site Scripting (XSS)

Mesiage

Hame test
Masiage This 3 3 best commant

Hame test
Munsage: This is 3 hest communt

More info

& 5-67 IF# iR MO

<7php

if(iaset (§_FOST|'benSign']))

fmessage = trim(§_POST['mexMessage’]):
Sname = crim|§_POST['cxcMame’]):

§message = atripalashes(fmessage): |
fmessage = mysqgl_real escape_string (fmessage): &

$name = mysql_real escape_stringifname):

Squery = "INSERT INTO guestbook (comment,name) VALUES (°Smessage’,'Sname’):":

Sresult = mysql queryi(Squery) or die('<pre>' . mysgl _error{) . '</pre>' ): |

& 5-68 i PHP P

Vulnerability: Stored Cross Site Scripting (XSS)

’ 5-69  BLUC B9 I IH

¢ ‘2_-2_3_ : .
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5.6.4 & EE*

AL DL 7 Bk B e XSS Yot

1. XSS 38

R XSS Tk 1% 52 2% 7 i, {H XSS A9 AR & Web I AR 55 169 i 1, 9T L b 20 [) s
XT Web Iz 55 i F% F7 vig i#E 4722 4 0 [ A4 B 3kt e X o 09 A 2B . XSS i I8 75 BEAE % 1 o A IR
55 Fi it ] B 2R AT

2. WIANRIE

iy A5 TIE RS2 0T P R A2 A R
W R PG B . FEXTH PR E B
UEHAS 2 A B RN 2 .

3. WM&

TR 28 Web Iy FHE 7 4B 23 42 FH 7 i A9 15 B 58 2% Hb i 4 30 ot i b, AT 580 XSS
T B AFTE . ARG — ), 75 BB — > 4 £ i 1 3] Web I 5, {H 3 JE 26 8 31X 1
FAFH AL XSS RRERFATIS O T O th Y 2 0 58 B A E B vk T T L] HTML
it (HTML encode) #EAT A |

FrA RS IE A4 32 A RO 15 L BHL 1 B0 220 T3k
PEAT A RO BUE I L A CE IR A ) S AR L a8 2

§#3t MS SQL W MUIRIE Sl

5.7.1 T&HiE: MS SQL =2

TEAR Z I MU H AR — DRGSR R XD RERE B AR, H2,
— e B0 T AR A A AR 2 e A R AT B RCBRAR S D o 3 IR R R R
K7 3R 3 T B AR e T 2045 2 O ACER . 4R AU AR RAEH R A S RGP Y £
VERCRR » 2R T 3 A AR ot A o A8 B0 aly 5 AR 56— R il i 7 1 i 228 368 2ok 4% o 3 i) 42 7
Web Shell #BR PAF 151201k 55 4% (49 47 il AL

MS SQL 2 MAHY SQL Server ¥l I e 55 #5% » €& — DN HURIEF 7 . 42 LR 55 4%
2 i 1) 2 B A P A PR T 58 HG v ) R T R 55 e e — A B A R G T
SR04 RO P

— MS SQL #&BUZ L T X MS SQL Ko 4 1 ik 48 BEASU R 1) — b T ity 7 2 o o 42

F-3= 58 FH P P B ALRR L 3R BUORT MS SQL 32 1 R 58 14 il ALRR
5.7.2 S HBIMEE

1. LXBEM

TEATR R G AR I T BE A 7 B B BL 0 |, DL MS SQL BUHE P R 46 MR VE X 4, 48 4T
X MS SQL #A A LB 8,
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2, REKRHE.
A S 56 Fp 8 B BCRE 7 BN SR 5-3 TR

%53 MSSQLIEH LR EHR

% A B9 AR ER

w16

BERG A . Windows XP L) I

BAF A . X-Scan i . SQL Tools T. A,

SQL i) 5 B £%

w18

AL PE RS A . Windows Server 2003

W N | = WD~

BAFRAS : TC

5.7.3 SEISHFE

S, AL IEE, s fT T AL Windows XP F#IHL Windows Server 2003 HY

BRIERS.

S8 2. &AL IP Hll A MS SQL iR% B & IE# )8 3l A 5-70 FIE 5-71 Fiw

T 5.2.3790)1

rosaft Corp.

IC:\Docunents and Settings Adninistrator>ipeonf iy

Windows [P Configuration

Ethernet adapter J2IEEE:

Connection-specific DNS Suffix . :

IPAddress. . . . . .« « « + « « « % 192.168.1.55
Subnet Hask . . . . . . . . . . . 1 255.255.255.8
Default Gateway . . . . . . . . . 3 172.168.1.1

C:\Docunents and Settings“Adninistratord,

B 5-70 i ipconfig fir 27 A HEHLAY 1P bk

XHE B BEY EHY
e B AR AE > = 1w |
& B =) 2h . [t (ot | BaE iy
Ry Protected Storage ®
& hecens Mate Cormac... T k] FHRFR
hezers L S Fah THRE
Dazktop Help Swssi, = = TRRE
& Frocedurs Cull (FC) 1 B8z B PENE
! Procedure Call BF... B b FPEmE
L Registry ® cBesh B THEE
4 ble Storage -1 Fah THERR
3 Set of Pelicy ... B Fab FTHRE
Y and Remote Access T L] FHFR
y Logen B Bz FARR
ity Accounts Manager L Bz B FTHRRR
erver x a8s R
QShell Hurdeare Detection A B3 EHRE
Sawrt Card = ¥ THRE
dhSpecial Adsi it Ea] RS
B SIL Serv 0. X E L] PRRRs
(S o oo iz 0o B TeEE =
[ I

B 5-71 4% SQL Server =/ DL IEH B3
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PR3 EREHL EIsAT X-Scan 4% I SEATBCE AN 5-72 PR,

[x-s“u-vs. 3 RN

= FAEER : Vindows WT/2000/XP/2003
TR EFET T indors SIERMERK  MMET T Vindows 20008l EMS erver MiWindows R iR,

wd-u e E . I' 15,
mmn t —  I-Scwf
“ %mt::m ini - ,% 5 i+ AR R “LAscuacE\SELECTED” TS E U1
N:u‘:m{:; ini = i i - 'L f ﬂzﬂ?gnﬂm‘ﬂ
Jdau/e cfg - = B
;‘n\f‘ die - TSR , GHFQ‘?EP
;:1;5;::& = e % 2 EREH s
by o R e T RS LT
Tomripan/sndie = B BERE , MR (28 RTRE)

K 5-72 & H X-Scan A%

S 4. P EPR 1P Mk LA IP ikl (S IRE 5-70 h B R IP Hihl) 4
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